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Abstract—The safety and resilience of fully autonomous vehi-
cles (AVs) are of significant concern, as exemplified by several
headline-making accidents. While AV development today involves
verification, validation, and testing, end-to-end assessment of AV
systems under accidental faults in realistic driving scenarios has
been largely unexplored. This paper presents DriveFI, a machine
learning-based fault injection engine, which can mine situations
and faults that maximally impact AV safety, as demonstrated
on two industry-grade AV technology stacks (from NVIDIA and
Baidu). For example, DriveFI found 561 safety-critical faults in
less than 4 hours. In comparison, random injection experiments
executed over several weeks could not find any safety-critical
faults.
Index Terms—Autonomous Vehicles; Fault Injection
I. INTRODUCTION
Autonomous vehicles (AVs) are complex systems that use ar-
tificial intelligence (AI) and machine learning (ML) to integrate
mechanical, electronic, and computing technologies to make
real-time driving decisions. AI enables AVs to navigate through
complex environments while maintaining a safety envelope [1],
[2] that is continuously measured and quantified by onboard
sensors (e.g., camera, LiDAR, RADAR) [3]–[5]. Clearly, the
safety and resilience of AVs are of significant concern, as
exemplified by several headline-making AV crashes [6], [7],
as well as prior work characterizing AV resilience during road
tests [8]. Hence there is a compelling need for a comprehensive
assessment of AV technology.
AV development today involves verification [9]–[12], vali-
dation [13], and testing [14], [15] as well as other forms of
assessment throughout the life cycle. However, assessment
of these systems in realistic execution environments, espe-
cially because of the occurrence of random faults, has been
challenging. Fault injection (FI) is a well-established method
for testing the resilience and error-handling capabilities of
computing and cyber-physical systems [16] under faults. FI-
based assessment of AVs presents a unique challenge not
only because of AV’s complexity but also because of the
centrality of AI in a free-flowing operational environment [17].
Also, AVs represent a complex integration of software [18]
and hardware technologies [19] that have been shown to be
vulnerable to hardware and software errors (e.g., SEUs [20],
[21], Heisenbugs [22]). Future trends of increasing code
complexity and shrinking feature sizes will only exacerbate
the problem.
This paper presents DriveFI, an intelligent FI framework
for AVs that addresses the above challenge by identifying
hazardous situations that can lead to collisions and accidents.
DriveFI includes (a) an FI engine that can modify the software
and hardware states of an autonomous driving system (ADS)
to simulate the occurrence of faults, and (b) an ML-based fault
selection engine, which we call Bayesian fault injection, that
can find the situations and faults that are most likely to lead
to violations of safety conditions. In contrast, traditional FI
techniques [16] often do not focus on safety violations, and
in practice have low manifestation rates and require enormous
amounts of time under test [23], [24]. Note that given a fault
model, DriveFI can also perform random FI to obtain a baseline.
Contributions. DriveFI’s Bayesian FI framework is able
to find safety-critical situations and faults through causal and
counter-factual reasoning about the behavior of the ADS under
a fault. It does so by (a) integrating domain knowledge in the
form of vehicle kinematics and AV architecture, (b) modeling
safety based on lateral and longitudinal stopping distance,
and (c) using realistic fault models to mimic soft errors and
software errors. Items (a), (b), and (c) are integrated into a
Bayesian network (BN). BNs provide a favorable formalism
in which to model the propagation of faults across AV system
components with an interpretable model. The model, together
with fault injection results, can be used to design and assess
the safety of AVs. Further, BNs enable rapid probabilistic
inference, which allows DriveFI to quickly find safety-critical
faults. The Bayesian FI framework can be extended to other
safety-critical systems (e.g., surgical robots). The framework
requires specification of the safety constraints and the system
software architecture to model causal relationship between
the system sub-components. We demonstrate the capabilities
and generality of this approach on two industry-grade, level-4
ADSs [25]: DriveAV [3] (a proprietary ADS from NVIDIA)
and Apollo 3.0 [4] (an open-source ADS from Baidu).
Results. We use three fault models: (a) random and uniform
faults in non-ECC-protected processor structures, (b) random
and uniform faults in ADS software module outputs (corrupted
with min or max values), and (c) faults in which ADS module
outputs are corrupted with Bayesian FI. The major results of
our injection campaigns include:
• Using fault model (b) we compiled a list of 98,400 faults. An
exhaustive evaluation of all 98,400 faults in our simulated
driving scenarios would have taken 615 days. In comparison,
our Bayesian FI was able to find 561 faults that maximally
impact AV safety in less than 4 hours. Thus, Bayesian FI
achieves 3690× acceleration. Two cases found by Bayesian
FI are described in §II-D; one, in particular, mimics the
Tesla vehicle crash [6].
• Bayesian FI is able to find critical faults and scenes that
led to safety hazards. (a) Out of the 561 identified faults,
460 manifested as safety hazards. (b) These 460 faults were
found to be associated with 68 safety-critical scenes1 (out
1A scene is represented by one camera frame.
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<latexi t sha1_base6 4="Fv45D6ELT0 BhESyBHDW+c15 v3A0=">AAACF 3icbVDLSsNAFJ 34rPUVdelmsA gupCQi6EYodOO yon1AU8JkOmmH Th7M3AglpF/h xl9x40IRt7rzb 5y0QbT1wMCZc+ 7l3nu8WHAFlv VlLC2vrK6tlzb Km1vbO7vm3n5 LRYmkrEkjEcmO RxQTPGRN4CBYJ 5aMBJ5gbW9Uz /32PZOKR+EdjG PWC8gg5D6nBL TkmlUnIDD0/PT WhQxfYSedzBQv rWeT059PO3Nh 4mSuWbGq1hR4k dgFqaACDdf8d PoRTQIWAhVEqa 5txdBLiQROBcv KTqJYTOiIDFh X05AETPXS6V0Z PtZKH/uR1C8E PFV/d6QkUGoce LoyX1PNe7n4n9 dNwL/spTyME2 AhnQ3yE4Ehwnl IuM8loyDGmhAq ud4V0yGRhIKO sqxDsOdPXiSts 6qt+c15pYaLO EroEB2hE2SjC1 RD16iBmoiiB/S EXtCr8Wg8G2/ G+6x0ySh6DtAf GB/fRKmggw== </latexit><latexi t sha1_base6 4="Fv45D6ELT0 BhESyBHDW+c15 v3A0=">AAACF 3icbVDLSsNAFJ 34rPUVdelmsA gupCQi6EYodOO yon1AU8JkOmmH Th7M3AglpF/h xl9x40IRt7rzb 5y0QbT1wMCZc+ 7l3nu8WHAFlv VlLC2vrK6tlzb Km1vbO7vm3n5 LRYmkrEkjEcmO RxQTPGRN4CBYJ 5aMBJ5gbW9Uz /32PZOKR+EdjG PWC8gg5D6nBL TkmlUnIDD0/PT WhQxfYSedzBQv rWeT059PO3Nh 4mSuWbGq1hR4k dgFqaACDdf8d PoRTQIWAhVEqa 5txdBLiQROBcv KTqJYTOiIDFh X05AETPXS6V0Z PtZKH/uR1C8E PFV/d6QkUGoce LoyX1PNe7n4n9 dNwL/spTyME2 AhnQ3yE4Ehwnl IuM8loyDGmhAq ud4V0yGRhIKO sqxDsOdPXiSts 6qt+c15pYaLO EroEB2hE2SjC1 RD16iBmoiiB/S EXtCr8Wg8G2/ G+6x0ySh6DtAf GB/fRKmggw== </latexit><latexi t sha1_base6 4="Fv45D6ELT0 BhESyBHDW+c15 v3A0=">AAACF 3icbVDLSsNAFJ 34rPUVdelmsA gupCQi6EYodOO yon1AU8JkOmmH Th7M3AglpF/h xl9x40IRt7rzb 5y0QbT1wMCZc+ 7l3nu8WHAFlv VlLC2vrK6tlzb Km1vbO7vm3n5 LRYmkrEkjEcmO RxQTPGRN4CBYJ 5aMBJ5gbW9Uz /32PZOKR+EdjG PWC8gg5D6nBL TkmlUnIDD0/PT WhQxfYSedzBQv rWeT059PO3Nh 4mSuWbGq1hR4k dgFqaACDdf8d PoRTQIWAhVEqa 5txdBLiQROBcv KTqJYTOiIDFh X05AETPXS6V0Z PtZKH/uR1C8E PFV/d6QkUGoce LoyX1PNe7n4n9 dNwL/spTyME2 AhnQ3yE4Ehwnl IuM8loyDGmhAq ud4V0yGRhIKO sqxDsOdPXiSts 6qt+c15pYaLO EroEB2hE2SjC1 RD16iBmoiiB/S EXtCr8Wg8G2/ G+6x0ySh6DtAf GB/fRKmggw== </latexit><latexi t sha1_base6 4="Fv45D6ELT0 BhESyBHDW+c15 v3A0=">AAACF 3icbVDLSsNAFJ 34rPUVdelmsA gupCQi6EYodOO yon1AU8JkOmmH Th7M3AglpF/h xl9x40IRt7rzb 5y0QbT1wMCZc+ 7l3nu8WHAFlv VlLC2vrK6tlzb Km1vbO7vm3n5 LRYmkrEkjEcmO RxQTPGRN4CBYJ 5aMBJ5gbW9Uz /32PZOKR+EdjG PWC8gg5D6nBL TkmlUnIDD0/PT WhQxfYSedzBQv rWeT059PO3Nh 4mSuWbGq1hR4k dgFqaACDdf8d PoRTQIWAhVEqa 5txdBLiQROBcv KTqJYTOiIDFh X05AETPXS6V0Z PtZKH/uR1C8E PFV/d6QkUGoce LoyX1PNe7n4n9 dNwL/spTyME2 AhnQ3yE4Ehwnl IuM8loyDGmhAq ud4V0yGRhIKO sqxDsOdPXiSts 6qt+c15pYaLO EroEB2hE2SjC1 RD16iBmoiiB/S EXtCr8Wg8G2/ G+6x0ySh6DtAf GB/fRKmggw== </latexit>
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<latexit sha1_base64="EPjs 9S7kVsdaEgVlXjQmUKOEa2s=">AAAB+XicbVBNS8NAFNz4WetX 1KOXxSJ4kJKIoMeKF48VTFtoQ9hsN+3SzSbsvhRKyD/x4kERr/4 Tb/4bN20O2jqwMMy8x5udMBVcg+N8W2vrG5tb27Wd+u7e/sGhf XTc0UmmKPNoIhLVC4lmgkvmAQfBeqliJA4F64aT+9LvTpnSPJF PMEuZH5OR5BGnBIwU2PYgJjAOo9wL8rtLKIrAbjhNZw68StyKNF CFdmB/DYYJzWImgQqidd91UvBzooBTwYr6INMsJXRCRqxvqCQx 034+T17gc6MMcZQo8yTgufp7Iyex1rM4NJNlTr3sleJ/Xj+D6Nb PuUwzYJIuDkWZwJDgsgY85IpREDNDCFXcZMV0TBShYMqqmxLc5 S+vks5V0zX88brRwlUdNXSKztAFctENaqEH1EYeomiKntErerNy 68V6tz4Wo2tWtXOC/sD6/AGN9ZN8</latexit><latexit sha1_base64="EPjs 9S7kVsdaEgVlXjQmUKOEa2s=">AAAB+XicbVBNS8NAFNz4WetX 1KOXxSJ4kJKIoMeKF48VTFtoQ9hsN+3SzSbsvhRKyD/x4kERr/4 Tb/4bN20O2jqwMMy8x5udMBVcg+N8W2vrG5tb27Wd+u7e/sGhf XTc0UmmKPNoIhLVC4lmgkvmAQfBeqliJA4F64aT+9LvTpnSPJF PMEuZH5OR5BGnBIwU2PYgJjAOo9wL8rtLKIrAbjhNZw68StyKNF CFdmB/DYYJzWImgQqidd91UvBzooBTwYr6INMsJXRCRqxvqCQx 034+T17gc6MMcZQo8yTgufp7Iyex1rM4NJNlTr3sleJ/Xj+D6Nb PuUwzYJIuDkWZwJDgsgY85IpREDNDCFXcZMV0TBShYMqqmxLc5 S+vks5V0zX88brRwlUdNXSKztAFctENaqEH1EYeomiKntErerNy 68V6tz4Wo2tWtXOC/sD6/AGN9ZN8</latexit><latexit sha1_base64="EPjs 9S7kVsdaEgVlXjQmUKOEa2s=">AAAB+XicbVBNS8NAFNz4WetX 1KOXxSJ4kJKIoMeKF48VTFtoQ9hsN+3SzSbsvhRKyD/x4kERr/4 Tb/4bN20O2jqwMMy8x5udMBVcg+N8W2vrG5tb27Wd+u7e/sGhf XTc0UmmKPNoIhLVC4lmgkvmAQfBeqliJA4F64aT+9LvTpnSPJF PMEuZH5OR5BGnBIwU2PYgJjAOo9wL8rtLKIrAbjhNZw68StyKNF CFdmB/DYYJzWImgQqidd91UvBzooBTwYr6INMsJXRCRqxvqCQx 034+T17gc6MMcZQo8yTgufp7Iyex1rM4NJNlTr3sleJ/Xj+D6Nb PuUwzYJIuDkWZwJDgsgY85IpREDNDCFXcZMV0TBShYMqqmxLc5 S+vks5V0zX88brRwlUdNXSKztAFctENaqEH1EYeomiKntErerNy 68V6tz4Wo2tWtXOC/sD6/AGN9ZN8</latexit><latexit sha1_base64="EPjs 9S7kVsdaEgVlXjQmUKOEa2s=">AAAB+XicbVBNS8NAFNz4WetX 1KOXxSJ4kJKIoMeKF48VTFtoQ9hsN+3SzSbsvhRKyD/x4kERr/4 Tb/4bN20O2jqwMMy8x5udMBVcg+N8W2vrG5tb27Wd+u7e/sGhf XTc0UmmKPNoIhLVC4lmgkvmAQfBeqliJA4F64aT+9LvTpnSPJF PMEuZH5OR5BGnBIwU2PYgJjAOo9wL8rtLKIrAbjhNZw68StyKNF CFdmB/DYYJzWImgQqidd91UvBzooBTwYr6INMsJXRCRqxvqCQx 034+T17gc6MMcZQo8yTgufp7Iyex1rM4NJNlTr3sleJ/Xj+D6Nb PuUwzYJIuDkWZwJDgsgY85IpREDNDCFXcZMV0TBShYMqqmxLc5 S+vks5V0zX88brRwlUdNXSKztAFctENaqEH1EYeomiKntErerNy 68V6tz4Wo2tWtXOC/sD6/AGN9ZN8</latexit>
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<latexit sha1_base64="VJe6 7piVJhYPdw1CmD7N/6WwKGQ=">AAAB83icbVBNS8NAFHypX7V+ VT16WSyCp5KIoMeCFy9CBVsLTSib7aZdutmE3RehhP4NLx4U8eq f8ea/cdPmoK0DC8PMe7zZCVMpDLrut1NZW9/Y3Kpu13Z29/YP6 odHXZNkmvEOS2SieyE1XArFOyhQ8l6qOY1DyR/DyU3hPz5xbUS iHnCa8iCmIyUiwShayfdjiuMwyu8GOBvUG27TnYOsEq8kDSjRHt S//GHCspgrZJIa0/fcFIOcahRM8lnNzwxPKZvQEe9bqmjMTZDP M8/ImVWGJEq0fQrJXP29kdPYmGkc2skio1n2CvE/r59hdB3kQqU ZcsUWh6JMEkxIUQAZCs0ZyqkllGlhsxI2ppoytDXVbAne8pdXS fei6Vl+f9lokbKOKpzAKZyDB1fQgltoQwcYpPAMr/DmZM6L8+58 LEYrTrlzDH/gfP4AQ+CRtg==</latexit><latexit sha1_base64="VJe6 7piVJhYPdw1CmD7N/6WwKGQ=">AAAB83icbVBNS8NAFHypX7V+ VT16WSyCp5KIoMeCFy9CBVsLTSib7aZdutmE3RehhP4NLx4U8eq f8ea/cdPmoK0DC8PMe7zZCVMpDLrut1NZW9/Y3Kpu13Z29/YP6 odHXZNkmvEOS2SieyE1XArFOyhQ8l6qOY1DyR/DyU3hPz5xbUS iHnCa8iCmIyUiwShayfdjiuMwyu8GOBvUG27TnYOsEq8kDSjRHt S//GHCspgrZJIa0/fcFIOcahRM8lnNzwxPKZvQEe9bqmjMTZDP M8/ImVWGJEq0fQrJXP29kdPYmGkc2skio1n2CvE/r59hdB3kQqU ZcsUWh6JMEkxIUQAZCs0ZyqkllGlhsxI2ppoytDXVbAne8pdXS fei6Vl+f9lokbKOKpzAKZyDB1fQgltoQwcYpPAMr/DmZM6L8+58 LEYrTrlzDH/gfP4AQ+CRtg==</latexit><latexit sha1_base64="VJe6 7piVJhYPdw1CmD7N/6WwKGQ=">AAAB83icbVBNS8NAFHypX7V+ VT16WSyCp5KIoMeCFy9CBVsLTSib7aZdutmE3RehhP4NLx4U8eq f8ea/cdPmoK0DC8PMe7zZCVMpDLrut1NZW9/Y3Kpu13Z29/YP6 odHXZNkmvEOS2SieyE1XArFOyhQ8l6qOY1DyR/DyU3hPz5xbUS iHnCa8iCmIyUiwShayfdjiuMwyu8GOBvUG27TnYOsEq8kDSjRHt S//GHCspgrZJIa0/fcFIOcahRM8lnNzwxPKZvQEe9bqmjMTZDP M8/ImVWGJEq0fQrJXP29kdPYmGkc2skio1n2CvE/r59hdB3kQqU ZcsUWh6JMEkxIUQAZCs0ZyqkllGlhsxI2ppoytDXVbAne8pdXS fei6Vl+f9lokbKOKpzAKZyDB1fQgltoQwcYpPAMr/DmZM6L8+58 LEYrTrlzDH/gfP4AQ+CRtg==</latexit><latexit sha1_base64="VJe6 7piVJhYPdw1CmD7N/6WwKGQ=">AAAB83icbVBNS8NAFHypX7V+ VT16WSyCp5KIoMeCFy9CBVsLTSib7aZdutmE3RehhP4NLx4U8eq f8ea/cdPmoK0DC8PMe7zZCVMpDLrut1NZW9/Y3Kpu13Z29/YP6 odHXZNkmvEOS2SieyE1XArFOyhQ8l6qOY1DyR/DyU3hPz5xbUS iHnCa8iCmIyUiwShayfdjiuMwyu8GOBvUG27TnYOsEq8kDSjRHt S//GHCspgrZJIa0/fcFIOcahRM8lnNzwxPKZvQEe9bqmjMTZDP M8/ImVWGJEq0fQrJXP29kdPYmGkc2skio1n2CvE/r59hdB3kQqU ZcsUWh6JMEkxIUQAZCs0ZyqkllGlhsxI2ppoytDXVbAne8pdXS fei6Vl+f9lokbKOKpzAKZyDB1fQgltoQwcYpPAMr/DmZM6L8+58 LEYrTrlzDH/gfP4AQ+CRtg==</latexit>
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<latexit sha1_base64="dUAL EKz0w0owXY2Qb+quO6YCO1w=">AAAB83icbVBNS8NAFHypX7V+ VT16WSyCp5KIoMeCF71VsLXQhLLZbtqlm03YfRFK6N/w4kERr/4 Zb/4bN20O2jqwMMy8x5udMJXCoOt+O5W19Y3Nrep2bWd3b/+gf njUNUmmGe+wRCa6F1LDpVC8gwIl76Wa0ziU/DGc3BT+4xPXRiT qAacpD2I6UiISjKKVfD+mOA6j/G6As0G94TbdOcgq8UrSgBLtQf 3LHyYsi7lCJqkxfc9NMcipRsEkn9X8zPCUsgkd8b6lisbcBPk8 84ycWWVIokTbp5DM1d8bOY2NmcahnSwymmWvEP/z+hlG10EuVJo hV2xxKMokwYQUBZCh0JyhnFpCmRY2K2FjqilDW1PNluAtf3mVd C+anuX3l40WKeuowgmcwjl4cAUtuIU2dIBBCs/wCm9O5rw4787H YrTilDvH8AfO5w89xJGy</latexit><latexit sha1_base64="dUAL EKz0w0owXY2Qb+quO6YCO1w=">AAAB83icbVBNS8NAFHypX7V+ VT16WSyCp5KIoMeCF71VsLXQhLLZbtqlm03YfRFK6N/w4kERr/4 Zb/4bN20O2jqwMMy8x5udMJXCoOt+O5W19Y3Nrep2bWd3b/+gf njUNUmmGe+wRCa6F1LDpVC8gwIl76Wa0ziU/DGc3BT+4xPXRiT qAacpD2I6UiISjKKVfD+mOA6j/G6As0G94TbdOcgq8UrSgBLtQf 3LHyYsi7lCJqkxfc9NMcipRsEkn9X8zPCUsgkd8b6lisbcBPk8 84ycWWVIokTbp5DM1d8bOY2NmcahnSwymmWvEP/z+hlG10EuVJo hV2xxKMokwYQUBZCh0JyhnFpCmRY2K2FjqilDW1PNluAtf3mVd C+anuX3l40WKeuowgmcwjl4cAUtuIU2dIBBCs/wCm9O5rw4787H YrTilDvH8AfO5w89xJGy</latexit><latexit sha1_base64="dUAL EKz0w0owXY2Qb+quO6YCO1w=">AAAB83icbVBNS8NAFHypX7V+ VT16WSyCp5KIoMeCF71VsLXQhLLZbtqlm03YfRFK6N/w4kERr/4 Zb/4bN20O2jqwMMy8x5udMJXCoOt+O5W19Y3Nrep2bWd3b/+gf njUNUmmGe+wRCa6F1LDpVC8gwIl76Wa0ziU/DGc3BT+4xPXRiT qAacpD2I6UiISjKKVfD+mOA6j/G6As0G94TbdOcgq8UrSgBLtQf 3LHyYsi7lCJqkxfc9NMcipRsEkn9X8zPCUsgkd8b6lisbcBPk8 84ycWWVIokTbp5DM1d8bOY2NmcahnSwymmWvEP/z+hlG10EuVJo hV2xxKMokwYQUBZCh0JyhnFpCmRY2K2FjqilDW1PNluAtf3mVd C+anuX3l40WKeuowgmcwjl4cAUtuIU2dIBBCs/wCm9O5rw4787H YrTilDvH8AfO5w89xJGy</latexit><latexit sha1_base64="dUAL EKz0w0owXY2Qb+quO6YCO1w=">AAAB83icbVBNS8NAFHypX7V+ VT16WSyCp5KIoMeCF71VsLXQhLLZbtqlm03YfRFK6N/w4kERr/4 Zb/4bN20O2jqwMMy8x5udMJXCoOt+O5W19Y3Nrep2bWd3b/+gf njUNUmmGe+wRCa6F1LDpVC8gwIl76Wa0ziU/DGc3BT+4xPXRiT qAacpD2I6UiISjKKVfD+mOA6j/G6As0G94TbdOcgq8UrSgBLtQf 3LHyYsi7lCJqkxfc9NMcipRsEkn9X8zPCUsgkd8b6lisbcBPk8 84ycWWVIokTbp5DM1d8bOY2NmcahnSwymmWvEP/z+hlG10EuVJo hV2xxKMokwYQUBZCh0JyhnFpCmRY2K2FjqilDW1PNluAtf3mVd C+anuX3l40WKeuowgmcwjl4cAUtuIU2dIBBCs/wCm9O5rw4787H YrTilDvH8AfO5w89xJGy</latexit>
Figure 1: A high-level overview of the AV’s autonomous and
mechanical systems, and its interaction with DriveFI.
of 7200 scenes).
• In comparison, several weeks of 5000 random FI experiments
did not result in discovery of a single safety hazard. Only
1.93% of the single-bit injections led to silent-data corruption
(SDC) that caused actuation errors. The ADS recovered
from all of these errors without any safety violations. In
7.35% of the FIs, kernel panics and hangs occurred. It is
expected that recovery from such faults can be done with
the backup/redundant systems that are present in AVs today.
We believe that the mining of critical situations by Bayesian FI
will have wider applicability beyond our fault injections here.
Combining results from a range of fault injection experiments
to create a library of situations will help manufacturers to
develop rules and conditions for AV testing and safe driving.
Putting DriveFI in Perspective. Early work studied the
safety of AVs using system-theoretic approaches [26], [27].
More recent studies have focused on the resilience of con-
stituent modules of an ADS (described in §IV), e.g., [24],
[28]–[30]. Another line of work [31], [32] has used FI to study
sensor-related resilience in AVs. In contrast to DriveFI, none of
the prior approaches have considered the resilience of modern
end-to-end AI-driven systems that use industry-grade ADSs to
mine faults that lead to safety hazards.
II. APPROACH OVERVIEW
This section provides an overview of the AI-driven Bayesian
FI approach advocated in this paper. We now introduce the
formalism that is used in the remainder of the paper.
A. Autonomous Driving System
Fig. 1 illustrates the basic control architecture of an AV
(henceforth also referred to as Ego Vehicle, EV). It consists
of mechanical components and actuators that are controlled
by an ADS, which represents the computational (hardware and
software) component of the AV. At every instant in time, t, the
ADS system takes input from sensors It (e.g., cameras, LiDAR,
GPS), takes inertial measurements Mt from the mechanical
components (e.g., velocity vt, acceleration at), and infers
actuation commands At (e.g., throttle ζ, brake b, steering
angle φ). For clarity, we further subdivide the ADS into two
components: (a) an ML module (responsible for perception
and planning) that takes as inputs It and Mt and produces
raw-actuation commands UA,t, and (b) a PID controller [33]
that is responsible for smoothing the output UA,t to produce
TV
EV dstop
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Figure 2: Definition of dstop, dsafe, and δ for lateral and
longitudinal movement of the car. Non-AV vehicles are labeled
as target vehicles (TV).
At. The PID controller ensures that the AV does not make
any sudden changes in At. The ADS ML module has an
instantaneous state St that consists of configuration parameters
C (e.g., neural network weights to perceive input camera
data) and a world model Wt, which maintains and tracks
the trajectories of all static objects (e.g., lane markings) and
dynamic objects (e.g., other vehicles) perceived by the ADS.
B. Safety
We define the instantaneous safety criteria of an AV in terms
of the longitudinal (i.e., direction of motion of the vehicle)
and lateral (i.e., perpendicular to the direction of the vehicle
motion) Cartesian-distance travelled by the AV (see Fig. 2).
Those criteria form a “primal” definition of safety based on
collision avoidance, which can be extended with other notions
of safety, e.g., using traffic rules. The extended notions of
safety are not considered in this paper, as they can be nuanced
based on the laws of the geographic regions in which they are
applied.
Definition 1. The stopping distance dstop is defined as the
maximum distance the vehicle will travel before coming to a
complete stop while the maximum comfortable deceleration
amax is being applied.
Definition 2. The safety envelope dsafe [1], [2] of an AV is
defined as the maximum distance an AV can travel without
colliding with any static or dynamic object.
A safety envelope is used to ensure (through constraints on
UA,t) that the vehicle trajectory is collision-free. Production
ADSs use techniques such as those in [34], [35] to estimate ve-
hicle and object trajectories, thereby computing dsafe whenever
an actuation command is sent to the mechanical components
of the vehicle. These ADSs generally set a minimum value of
dsafe (i.e., dsafe,min) to ensure that a human passenger is never
uncomfortable about approaching obstacles.
Definition 3. The safety potential δ is defined as δ = dsafe −
dstop. An AV is defined to be in a safe state when δ > 0 in
both lateral and longitudinal directions.2
C. Fault Injection
The goal of DriveFI is to test ADSs in the presence of faults
to identify hazardous situations that can lead to accidents (e.g.,
loss of property or life). To accomplish that goal, DriveFI
includes (a) an FI engine that can modify the software and
hardware states of the ADS to simulate the occurrence of faults,
and (b) an ML-based fault selection engine that can find the
2We use the shorthand δ > 0 to mean both lateral and longitudinal δs.
2
Mt 1
<la texit sha1_b ase64= "noArH woyOAh sOt5+ 32Cmq1 AY/OQ= ">AAAB +XicbV DLSsNA FL3xW esr6tL NYBHcW BIRdFl w40aoY B/QhjC ZTtqhk wczN4 US+idu XCji1j 9x5984 abPQ1g MDh3Pu 5Z45Q SqFRsf 5ttbWN za3tis 71d29/ YND++i 4rZNM Md5iiU xUN6Ca SxHzFg qUvJsq TqNA8k 4wviv 8zoQrL ZL4Cac p9yI6j EUoGEU j+bbdj yiOgjB /8HO8 dGcz36 45dWcO skrckt SgRNO3 v/qDhG URj5F JqnXPd VL0cqp QMMln1 X6meUr ZmA55z 9CYRl x7+Tz5 jJwbZU DCRJkX I5mrvz dyGmk9 jQIzW eTUy14 h/uf1M gxvvVz EaYY8Z otDYSY JJqSo gQyE4g zl1BDK lDBZCR tRRRma sqqmBH f5y6uk fVV3D X+8rjV IWUcFT uEMLsC FG2jAP TShBQw m8Ayv 8Gbl1o v1bn0s Rtescu cE/sD6 /AFrKp Nl</l atexit ><la texit sha1_b ase64= "noArH woyOAh sOt5+ 32Cmq1 AY/OQ= ">AAAB +XicbV DLSsNA FL3xW esr6tL NYBHcW BIRdFl w40aoY B/QhjC ZTtqhk wczN4 US+idu XCji1j 9x5984 abPQ1g MDh3Pu 5Z45Q SqFRsf 5ttbWN za3tis 71d29/ YND++i 4rZNM Md5iiU xUN6Ca SxHzFg qUvJsq TqNA8k 4wviv 8zoQrL ZL4Cac p9yI6j EUoGEU j+bbdj yiOgjB /8HO8 dGcz36 45dWcO skrckt SgRNO3 v/qDhG URj5F JqnXPd VL0cqp QMMln1 X6meUr ZmA55z 9CYRl x7+Tz5 jJwbZU DCRJkX I5mrvz dyGmk9 jQIzW eTUy14 h/uf1M gxvvVz EaYY8Z otDYSY JJqSo gQyE4g zl1BDK lDBZCR tRRRma sqqmBH f5y6uk fVV3D X+8rjV IWUcFT uEMLsC FG2jAP TShBQw m8Ayv 8Gbl1o v1bn0s Rtescu cE/sD6 /AFrKp Nl</l atexit ><la texit sha1_b ase64= "noArH woyOAh sOt5+ 32Cmq1 AY/OQ= ">AAAB +XicbV DLSsNA FL3xW esr6tL NYBHcW BIRdFl w40aoY B/QhjC ZTtqhk wczN4 US+idu XCji1j 9x5984 abPQ1g MDh3Pu 5Z45Q SqFRsf 5ttbWN za3tis 71d29/ YND++i 4rZNM Md5iiU xUN6Ca SxHzFg qUvJsq TqNA8k 4wviv 8zoQrL ZL4Cac p9yI6j EUoGEU j+bbdj yiOgjB /8HO8 dGcz36 45dWcO skrckt SgRNO3 v/qDhG URj5F JqnXPd VL0cqp QMMln1 X6meUr ZmA55z 9CYRl x7+Tz5 jJwbZU DCRJkX I5mrvz dyGmk9 jQIzW eTUy14 h/uf1M gxvvVz EaYY8Z otDYSY JJqSo gQyE4g zl1BDK lDBZCR tRRRma sqqmBH f5y6uk fVV3D X+8rjV IWUcFT uEMLsC FG2jAP TShBQw m8Ayv 8Gbl1o v1bn0s Rtescu cE/sD6 /AFrKp Nl</l atexit ><la texit sha1_b ase64= "noArH woyOAh sOt5+ 32Cmq1 AY/OQ= ">AAAB +XicbV DLSsNA FL3xW esr6tL NYBHcW BIRdFl w40aoY B/QhjC ZTtqhk wczN4 US+idu XCji1j 9x5984 abPQ1g MDh3Pu 5Z45Q SqFRsf 5ttbWN za3tis 71d29/ YND++i 4rZNM Md5iiU xUN6Ca SxHzFg qUvJsq TqNA8k 4wviv 8zoQrL ZL4Cac p9yI6j EUoGEU j+bbdj yiOgjB /8HO8 dGcz36 45dWcO skrckt SgRNO3 v/qDhG URj5F JqnXPd VL0cqp QMMln1 X6meUr ZmA55z 9CYRl x7+Tz5 jJwbZU DCRJkX I5mrvz dyGmk9 jQIzW eTUy14 h/uf1M gxvvVz EaYY8Z otDYSY JJqSo gQyE4g zl1BDK lDBZCR tRRRma sqqmBH f5y6uk fVV3D X+8rjV IWUcFT uEMLsC FG2jAP TShBQw m8Ayv 8Gbl1o v1bn0s Rtescu cE/sD6 /AFrKp Nl</l atexit >
UA,t 1
<la texit sha1_b ase64= "5GrcW I0K6Kt W9BeE WyJ+Dy 8PwB0= ">AAAB +3icbV BNS8NA FHzxs 9avWo9 eFovgQ Usigh4 rXjxWM G2hDWG z3bRLN 5uwux FLyF/x 4kERr/ 4Rb/4b N20O2j qwMMy8 x5udI OFMadv +tlZW1 9Y3Nit b1e2d3 b392kG 9o+JU EuqSmM eyF2BF ORPU1U xz2ksk xVHAaT eY3BZ +95FKx WLxoKc J9SI8E ixkBGs j+bX6I MJ6HIS Z62c3 Z/rcyX O/1rCb 9gxomT glaUCJ tl/7Gg xjkkZ UaMKxU n3HTrS XYakZ4 TSvDlJ FE0wme ET7hg ocUeVl s+w5Oj HKEIWx NE9oNF N/b2Q4 UmoaB WaySKo WvUL8z +unOrz 2MiaSV FNB5of ClCMd o6IING SSEs2n hmAimc mKyBhL TLSpq2 pKcBa/ vEw6F 03H8Pv LRguVd VTgCI7 hFBy4g hbcQRt cIPAE z/AKb1 ZuvVjv 1sd8dM Uqdw7h D6zPH3 Jbk+4 =</lat exit><la texit sha1_b ase64= "5GrcW I0K6Kt W9BeE WyJ+Dy 8PwB0= ">AAAB +3icbV BNS8NA FHzxs 9avWo9 eFovgQ Usigh4 rXjxWM G2hDWG z3bRLN 5uwux FLyF/x 4kERr/ 4Rb/4b N20O2j qwMMy8 x5udI OFMadv +tlZW1 9Y3Nit b1e2d3 b392kG 9o+JU EuqSmM eyF2BF ORPU1U xz2ksk xVHAaT eY3BZ +95FKx WLxoKc J9SI8E ixkBGs j+bX6I MJ6HIS Z62c3 Z/rcyX O/1rCb 9gxomT glaUCJ tl/7Gg xjkkZ UaMKxU n3HTrS XYakZ4 TSvDlJ FE0wme ET7hg ocUeVl s+w5Oj HKEIWx NE9oNF N/b2Q4 UmoaB WaySKo WvUL8z +unOrz 2MiaSV FNB5of ClCMd o6IING SSEs2n hmAimc mKyBhL TLSpq2 pKcBa/ vEw6F 03H8Pv LRguVd VTgCI7 hFBy4g hbcQRt cIPAE z/AKb1 ZuvVjv 1sd8dM Uqdw7h D6zPH3 Jbk+4 =</lat exit><la texit sha1_b ase64= "5GrcW I0K6Kt W9BeE WyJ+Dy 8PwB0= ">AAAB +3icbV BNS8NA FHzxs 9avWo9 eFovgQ Usigh4 rXjxWM G2hDWG z3bRLN 5uwux FLyF/x 4kERr/ 4Rb/4b N20O2j qwMMy8 x5udI OFMadv +tlZW1 9Y3Nit b1e2d3 b392kG 9o+JU EuqSmM eyF2BF ORPU1U xz2ksk xVHAaT eY3BZ +95FKx WLxoKc J9SI8E ixkBGs j+bX6I MJ6HIS Z62c3 Z/rcyX O/1rCb 9gxomT glaUCJ tl/7Gg xjkkZ UaMKxU n3HTrS XYakZ4 TSvDlJ FE0wme ET7hg ocUeVl s+w5Oj HKEIWx NE9oNF N/b2Q4 UmoaB WaySKo WvUL8z +unOrz 2MiaSV FNB5of ClCMd o6IING SSEs2n hmAimc mKyBhL TLSpq2 pKcBa/ vEw6F 03H8Pv LRguVd VTgCI7 hFBy4g hbcQRt cIPAE z/AKb1 ZuvVjv 1sd8dM Uqdw7h D6zPH3 Jbk+4 =</lat exit><la texit sha1_b ase64= "5GrcW I0K6Kt W9BeE WyJ+Dy 8PwB0= ">AAAB +3icbV BNS8NA FHzxs 9avWo9 eFovgQ Usigh4 rXjxWM G2hDWG z3bRLN 5uwux FLyF/x 4kERr/ 4Rb/4b N20O2j qwMMy8 x5udI OFMadv +tlZW1 9Y3Nit b1e2d3 b392kG 9o+JU EuqSmM eyF2BF ORPU1U xz2ksk xVHAaT eY3BZ +95FKx WLxoKc J9SI8E ixkBGs j+bX6I MJ6HIS Z62c3 Z/rcyX O/1rCb 9gxomT glaUCJ tl/7Gg xjkkZ UaMKxU n3HTrS XYakZ4 TSvDlJ FE0wme ET7hg ocUeVl s+w5Oj HKEIWx NE9oNF N/b2Q4 UmoaB WaySKo WvUL8z +unOrz 2MiaSV FNB5of ClCMd o6IING SSEs2n hmAimc mKyBhL TLSpq2 pKcBa/ vEw6F 03H8Pv LRguVd VTgCI7 hFBy4g hbcQRt cIPAE z/AKb1 ZuvVjv 1sd8dM Uqdw7h D6zPH3 Jbk+4 =</lat exit>
At 1
<latex it sha1_base 64="zAtWGALX n++uThfufGp VmfWTtPQ=">A AAB+XicbVDLS sNAFL3xWesr 6tLNYBHcWBIR dFlx47KCfUAb wmQ6aYdOHsz cFEron7hxoYh b/8Sdf+OkzUJ bDwwczrmXe+ YEqRQaHefbWl vf2NzaruxUd/ f2Dw7to+O2Tj LFeIslMlHdg GouRcxbKFDyb qo4jQLJO8H4v vA7E660SOIn nKbci+gwFqFg FI3k23Y/ojgK wvzOz/HSnc1 8u+bUnTnIKnF LUoMSTd/+6g8 SlkU8Riap1j 3XSdHLqULBJJ 9V+5nmKWVjOu Q9Q2Mace3l8 +Qzcm6UAQkTZ V6MZK7+3shpp PU0CsxkkVMv e4X4n9fLMLz1 chGnGfKYLQ6F mSSYkKIGMhC KM5RTQyhTwmQ lbEQVZWjKqpo S3OUvr5L2Vd 01/PG61iBlHR U4hTO4ABduoA EP0IQWMJjAM 7zCm5VbL9a79 bEYXbPKnRP4A +vzB1imk1k=< /latexit><latex it sha1_base 64="zAtWGALX n++uThfufGp VmfWTtPQ=">A AAB+XicbVDLS sNAFL3xWesr 6tLNYBHcWBIR dFlx47KCfUAb wmQ6aYdOHsz cFEron7hxoYh b/8Sdf+OkzUJ bDwwczrmXe+ YEqRQaHefbWl vf2NzaruxUd/ f2Dw7to+O2Tj LFeIslMlHdg GouRcxbKFDyb qo4jQLJO8H4v vA7E660SOIn nKbci+gwFqFg FI3k23Y/ojgK wvzOz/HSnc1 8u+bUnTnIKnF LUoMSTd/+6g8 SlkU8Riap1j 3XSdHLqULBJJ 9V+5nmKWVjOu Q9Q2Mace3l8 +Qzcm6UAQkTZ V6MZK7+3shpp PU0CsxkkVMv e4X4n9fLMLz1 chGnGfKYLQ6F mSSYkKIGMhC KM5RTQyhTwmQ lbEQVZWjKqpo S3OUvr5L2Vd 01/PG61iBlHR U4hTO4ABduoA EP0IQWMJjAM 7zCm5VbL9a79 bEYXbPKnRP4A +vzB1imk1k=< /latexit><latex it sha1_base 64="zAtWGALX n++uThfufGp VmfWTtPQ=">A AAB+XicbVDLS sNAFL3xWesr 6tLNYBHcWBIR dFlx47KCfUAb wmQ6aYdOHsz cFEron7hxoYh b/8Sdf+OkzUJ bDwwczrmXe+ YEqRQaHefbWl vf2NzaruxUd/ f2Dw7to+O2Tj LFeIslMlHdg GouRcxbKFDyb qo4jQLJO8H4v vA7E660SOIn nKbci+gwFqFg FI3k23Y/ojgK wvzOz/HSnc1 8u+bUnTnIKnF LUoMSTd/+6g8 SlkU8Riap1j 3XSdHLqULBJJ 9V+5nmKWVjOu Q9Q2Mace3l8 +Qzcm6UAQkTZ V6MZK7+3shpp PU0CsxkkVMv e4X4n9fLMLz1 chGnGfKYLQ6F mSSYkKIGMhC KM5RTQyhTwmQ lbEQVZWjKqpo S3OUvr5L2Vd 01/PG61iBlHR U4hTO4ABduoA EP0IQWMJjAM 7zCm5VbL9a79 bEYXbPKnRP4A +vzB1imk1k=< /latexit><latex it sha1_base 64="zAtWGALX n++uThfufGp VmfWTtPQ=">A AAB+XicbVDLS sNAFL3xWesr 6tLNYBHcWBIR dFlx47KCfUAb wmQ6aYdOHsz cFEron7hxoYh b/8Sdf+OkzUJ bDwwczrmXe+ YEqRQaHefbWl vf2NzaruxUd/ f2Dw7to+O2Tj LFeIslMlHdg GouRcxbKFDyb qo4jQLJO8H4v vA7E660SOIn nKbci+gwFqFg FI3k23Y/ojgK wvzOz/HSnc1 8u+bUnTnIKnF LUoMSTd/+6g8 SlkU8Riap1j 3XSdHLqULBJJ 9V+5nmKWVjOu Q9Q2Mace3l8 +Qzcm6UAQkTZ V6MZK7+3shpp PU0CsxkkVMv e4X4n9fLMLz1 chGnGfKYLQ6F mSSYkKIGMhC KM5RTQyhTwmQ lbEQVZWjKqpo S3OUvr5L2Vd 01/PG61iBlHR U4hTO4ABduoA EP0IQWMJjAM 7zCm5VbL9a79 bEYXbPKnRP4A +vzB1imk1k=< /latexit>
Wt 1
<la texit sha1_b ase64= "Jjs/t DKw2gz eGz9B W1g415 wl8o4= ">AAAB +XicbV DLSsNA FL2pr 1pfUZd uBovgx pKIoMu CG5cV7 APaECb TSTt08 mDmpl BC/8SN C0Xc+i fu/Bsn bRbaem DgcM69 3DMnS KXQ6Dj fVmVjc 2t7p7p b29s/O Dyyj08 6OskU 422WyE T1Aqq5 FDFvo0 DJe6ni NAok7w aT+8L vTrnSI omfcJZ yL6KjW ISCUTS Sb9uDi OI4CPL u3M/x yp37dt 1pOAuQ deKWpA 4lWr79 NRgmLI t4jEx Srfuuk 6KXU4W CST6vD TLNU8o mdMT7h sY04t rLF8nn 5MIoQx ImyrwY yUL9vZ HTSOtZ FJjJI qde9Qr xP6+fY Xjn5SJ OM+QxW x4KM0k wIUUN ZCgUZy hnhlCm hMlK2J gqytCU VTMluK tfXied 64Zr+ ONNvUn KOqpwB udwCS7 cQhMeo AVtYDC FZ3iF Nyu3Xq x362M5 WrHKnV P4A+vz B3Upk2 s=</l atexit ><la texit sha1_b ase64= "Jjs/t DKw2gz eGz9B W1g415 wl8o4= ">AAAB +XicbV DLSsNA FL2pr 1pfUZd uBovgx pKIoMu CG5cV7 APaECb TSTt08 mDmpl BC/8SN C0Xc+i fu/Bsn bRbaem DgcM69 3DMnS KXQ6Dj fVmVjc 2t7p7p b29s/O Dyyj08 6OskU 422WyE T1Aqq5 FDFvo0 DJe6ni NAok7w aT+8L vTrnSI omfcJZ yL6KjW ISCUTS Sb9uDi OI4CPL u3M/x yp37dt 1pOAuQ deKWpA 4lWr79 NRgmLI t4jEx Srfuuk 6KXU4W CST6vD TLNU8o mdMT7h sY04t rLF8nn 5MIoQx ImyrwY yUL9vZ HTSOtZ FJjJI qde9Qr xP6+fY Xjn5SJ OM+QxW x4KM0k wIUUN ZCgUZy hnhlCm hMlK2J gqytCU VTMluK tfXied 64Zr+ ONNvUn KOqpwB udwCS7 cQhMeo AVtYDC FZ3iF Nyu3Xq x362M5 WrHKnV P4A+vz B3Upk2 s=</l atexit ><la texit sha1_b ase64= "Jjs/t DKw2gz eGz9B W1g415 wl8o4= ">AAAB +XicbV DLSsNA FL2pr 1pfUZd uBovgx pKIoMu CG5cV7 APaECb TSTt08 mDmpl BC/8SN C0Xc+i fu/Bsn bRbaem DgcM69 3DMnS KXQ6Dj fVmVjc 2t7p7p b29s/O Dyyj08 6OskU 422WyE T1Aqq5 FDFvo0 DJe6ni NAok7w aT+8L vTrnSI omfcJZ yL6KjW ISCUTS Sb9uDi OI4CPL u3M/x yp37dt 1pOAuQ deKWpA 4lWr79 NRgmLI t4jEx Srfuuk 6KXU4W CST6vD TLNU8o mdMT7h sY04t rLF8nn 5MIoQx ImyrwY yUL9vZ HTSOtZ FJjJI qde9Qr xP6+fY Xjn5SJ OM+QxW x4KM0k wIUUN ZCgUZy hnhlCm hMlK2J gqytCU VTMluK tfXied 64Zr+ ONNvUn KOqpwB udwCS7 cQhMeo AVtYDC FZ3iF Nyu3Xq x362M5 WrHKnV P4A+vz B3Upk2 s=</l atexit ><la texit sha1_b ase64= "Jjs/t DKw2gz eGz9B W1g415 wl8o4= ">AAAB +XicbV DLSsNA FL2pr 1pfUZd uBovgx pKIoMu CG5cV7 APaECb TSTt08 mDmpl BC/8SN C0Xc+i fu/Bsn bRbaem DgcM69 3DMnS KXQ6Dj fVmVjc 2t7p7p b29s/O Dyyj08 6OskU 422WyE T1Aqq5 FDFvo0 DJe6ni NAok7w aT+8L vTrnSI omfcJZ yL6KjW ISCUTS Sb9uDi OI4CPL u3M/x yp37dt 1pOAuQ deKWpA 4lWr79 NRgmLI t4jEx Srfuuk 6KXU4W CST6vD TLNU8o mdMT7h sY04t rLF8nn 5MIoQx ImyrwY yUL9vZ HTSOtZ FJjJI qde9Qr xP6+fY Xjn5SJ OM+QxW x4KM0k wIUUN ZCgUZy hnhlCm hMlK2J gqytCU VTMluK tfXied 64Zr+ ONNvUn KOqpwB udwCS7 cQhMeo AVtYDC FZ3iF Nyu3Xq x362M5 WrHKnV P4A+vz B3Upk2 s=</l atexit >
Wt
<latex it sha1_base 64="ToK0lDla Cqt3QKj/GF1 pghIodDU=">A AAB9XicbVDLS sNAFL2pr1pf VZduBovgqiQi 6LLgxmUF+4A2 lsl02g6dTML MjVJC/sONC0X c+i/u/BsnbRb aemDgcM693D MniKUw6LrfTm ltfWNzq7xd2d nd2z+oHh61TZ RoxlsskpHuB tRwKRRvoUDJu 7HmNAwk7wTTm 9zvPHJtRKTu cRZzP6RjJUaC UbTSQz+kOAmC tJMNUswG1Zp bd+cgq8QrSA0 KNAfVr/4wYkn IFTJJjel5bo x+SjUKJnlW6S eGx5RN6Zj3LF U05MZP56kzc maVIRlF2j6FZ K7+3khpaMwsD OxkntIse7n4 n9dLcHTtp0LF CXLFFodGiSQY kbwCMhSaM5Q zSyjTwmYlbEI 1ZWiLqtgSvOU vr5L2Rd2z/O 6y1iBFHWU4gV M4Bw+uoAG30I QWMNDwDK/w5 jw5L86787EYL TnFzjH8gfP5A xl3ksg=</lat exit><latex it sha1_base 64="ToK0lDla Cqt3QKj/GF1 pghIodDU=">A AAB9XicbVDLS sNAFL2pr1pf VZduBovgqiQi 6LLgxmUF+4A2 lsl02g6dTML MjVJC/sONC0X c+i/u/BsnbRb aemDgcM693D MniKUw6LrfTm ltfWNzq7xd2d nd2z+oHh61TZ RoxlsskpHuB tRwKRRvoUDJu 7HmNAwk7wTTm 9zvPHJtRKTu cRZzP6RjJUaC UbTSQz+kOAmC tJMNUswG1Zp bd+cgq8QrSA0 KNAfVr/4wYkn IFTJJjel5bo x+SjUKJnlW6S eGx5RN6Zj3LF U05MZP56kzc maVIRlF2j6FZ K7+3khpaMwsD OxkntIse7n4 n9dLcHTtp0LF CXLFFodGiSQY kbwCMhSaM5Q zSyjTwmYlbEI 1ZWiLqtgSvOU vr5L2Rd2z/O 6y1iBFHWU4gV M4Bw+uoAG30I QWMNDwDK/w5 jw5L86787EYL TnFzjH8gfP5A xl3ksg=</lat exit><latex it sha1_base 64="ToK0lDla Cqt3QKj/GF1 pghIodDU=">A AAB9XicbVDLS sNAFL2pr1pf VZduBovgqiQi 6LLgxmUF+4A2 lsl02g6dTML MjVJC/sONC0X c+i/u/BsnbRb aemDgcM693D MniKUw6LrfTm ltfWNzq7xd2d nd2z+oHh61TZ RoxlsskpHuB tRwKRRvoUDJu 7HmNAwk7wTTm 9zvPHJtRKTu cRZzP6RjJUaC UbTSQz+kOAmC tJMNUswG1Zp bd+cgq8QrSA0 KNAfVr/4wYkn IFTJJjel5bo x+SjUKJnlW6S eGx5RN6Zj3LF U05MZP56kzc maVIRlF2j6FZ K7+3khpaMwsD OxkntIse7n4 n9dLcHTtp0LF CXLFFodGiSQY kbwCMhSaM5Q zSyjTwmYlbEI 1ZWiLqtgSvOU vr5L2Rd2z/O 6y1iBFHWU4gV M4Bw+uoAG30I QWMNDwDK/w5 jw5L86787EYL TnFzjH8gfP5A xl3ksg=</lat exit><latex it sha1_base 64="ToK0lDla Cqt3QKj/GF1 pghIodDU=">A AAB9XicbVDLS sNAFL2pr1pf VZduBovgqiQi 6LLgxmUF+4A2 lsl02g6dTML MjVJC/sONC0X c+i/u/BsnbRb aemDgcM693D MniKUw6LrfTm ltfWNzq7xd2d nd2z+oHh61TZ RoxlsskpHuB tRwKRRvoUDJu 7HmNAwk7wTTm 9zvPHJtRKTu cRZzP6RjJUaC UbTSQz+kOAmC tJMNUswG1Zp bd+cgq8QrSA0 KNAfVr/4wYkn IFTJJjel5bo x+SjUKJnlW6S eGx5RN6Zj3LF U05MZP56kzc maVIRlF2j6FZ K7+3khpaMwsD OxkntIse7n4 n9dLcHTtp0LF CXLFFodGiSQY kbwCMhSaM5Q zSyjTwmYlbEI 1ZWiLqtgSvOU vr5L2Rd2z/O 6y1iBFHWU4gV M4Bw+uoAG30I QWMNDwDK/w5 jw5L86787EYL TnFzjH8gfP5A xl3ksg=</lat exit>
At
<latex it sha1_base 64="pi4VJ0f2 6KRDAJYLJlN XAvAz1sk=">A AAB9XicbVDLS sNAFL3xWeur 6tLNYBFclUQE XVbcuKxgH9DW MplO2qGTSZi 5UUrIf7hxoYh b/8Wdf+OkzUJ bDwwczrmXe+ b4sRQGXffbWV ldW9/YLG2Vt3 d29/YrB4ctEy Wa8SaLZKQ7P jVcCsWbKFDyT qw5DX3J2/7kJ vfbj1wbEal7 nMa8H9KREoFg FK300Aspjv0g vR6kmGWDStW tuTOQZeIVpAo FGoPKV28YsST kCpmkxnQ9N8 Z+SjUKJnlW7i WGx5RN6Ih3LV U05KafzlJn5 NQqQxJE2j6FZ Kb+3khpaMw09 O1kntIsern4 n9dNMLjqp0LF CXLF5oeCRBKM SF4BGQrNGcq pJZRpYbMSNqa aMrRFlW0J3uK Xl0nrvOZZfn dRrZOijhIcww mcgQeXUIdbaE ATGGh4hld4c 56cF+fd+ZiPr jjFzhH8gfP5A /2lkrY=</lat exit><latex it sha1_base 64="pi4VJ0f2 6KRDAJYLJlN XAvAz1sk=">A AAB9XicbVDLS sNAFL3xWeur 6tLNYBFclUQE XVbcuKxgH9DW MplO2qGTSZi 5UUrIf7hxoYh b/8Wdf+OkzUJ bDwwczrmXe+ b4sRQGXffbWV ldW9/YLG2Vt3 d29/YrB4ctEy Wa8SaLZKQ7P jVcCsWbKFDyT qw5DX3J2/7kJ vfbj1wbEal7 nMa8H9KREoFg FK300Aspjv0g vR6kmGWDStW tuTOQZeIVpAo FGoPKV28YsST kCpmkxnQ9N8 Z+SjUKJnlW7i WGx5RN6Ih3LV U05KafzlJn5 NQqQxJE2j6FZ Kb+3khpaMw09 O1kntIsern4 n9dNMLjqp0LF CXLF5oeCRBKM SF4BGQrNGcq pJZRpYbMSNqa aMrRFlW0J3uK Xl0nrvOZZfn dRrZOijhIcww mcgQeXUIdbaE ATGGh4hld4c 56cF+fd+ZiPr jjFzhH8gfP5A /2lkrY=</lat exit><latex it sha1_base 64="pi4VJ0f2 6KRDAJYLJlN XAvAz1sk=">A AAB9XicbVDLS sNAFL3xWeur 6tLNYBFclUQE XVbcuKxgH9DW MplO2qGTSZi 5UUrIf7hxoYh b/8Wdf+OkzUJ bDwwczrmXe+ b4sRQGXffbWV ldW9/YLG2Vt3 d29/YrB4ctEy Wa8SaLZKQ7P jVcCsWbKFDyT qw5DX3J2/7kJ vfbj1wbEal7 nMa8H9KREoFg FK300Aspjv0g vR6kmGWDStW tuTOQZeIVpAo FGoPKV28YsST kCpmkxnQ9N8 Z+SjUKJnlW7i WGx5RN6Ih3LV U05KafzlJn5 NQqQxJE2j6FZ Kb+3khpaMw09 O1kntIsern4 n9dNMLjqp0LF CXLF5oeCRBKM SF4BGQrNGcq pJZRpYbMSNqa aMrRFlW0J3uK Xl0nrvOZZfn dRrZOijhIcww mcgQeXUIdbaE ATGGh4hld4c 56cF+fd+ZiPr jjFzhH8gfP5A /2lkrY=</lat exit><latex it sha1_base 64="pi4VJ0f2 6KRDAJYLJlN XAvAz1sk=">A AAB9XicbVDLS sNAFL3xWeur 6tLNYBFclUQE XVbcuKxgH9DW MplO2qGTSZi 5UUrIf7hxoYh b/8Wdf+OkzUJ bDwwczrmXe+ b4sRQGXffbWV ldW9/YLG2Vt3 d29/YrB4ctEy Wa8SaLZKQ7P jVcCsWbKFDyT qw5DX3J2/7kJ vfbj1wbEal7 nMa8H9KREoFg FK300Aspjv0g vR6kmGWDStW tuTOQZeIVpAo FGoPKV28YsST kCpmkxnQ9N8 Z+SjUKJnlW7i WGx5RN6Ih3LV U05KafzlJn5 NQqQxJE2j6FZ Kb+3khpaMw09 O1kntIsern4 n9dNMLjqp0LF CXLF5oeCRBKM SF4BGQrNGcq pJZRpYbMSNqa aMrRFlW0J3uK Xl0nrvOZZfn dRrZOijhIcww mcgQeXUIdbaE ATGGh4hld4c 56cF+fd+ZiPr jjFzhH8gfP5A /2lkrY=</lat exit>
UA,t
<latex it sha1_base 64="EPjs9S7k VsdaEgVlXjQ mUKOEa2s=">A AAB+XicbVBNS 8NAFNz4WetX 1KOXxSJ4kJKI oMeKF48VTFto Q9hsN+3SzSb svhRKyD/x4kE Rr/4Tb/4bN20 O2jqwMMy8x5 udMBVcg+N8W2 vrG5tb27Wd+u 7e/sGhfXTc0U mmKPNoIhLVC 4lmgkvmAQfBe qliJA4F64aT+ 9LvTpnSPJFP MEuZH5OR5BGn BIwU2PYgJjAO o9wL8rtLKIr AbjhNZw68Sty KNFCFdmB/DYY JzWImgQqidd 91UvBzooBTwY r6INMsJXRCRq xvqCQx034+T 17gc6MMcZQo8 yTgufp7Iyex1 rM4NJNlTr3s leJ/Xj+D6NbP uUwzYJIuDkWZ wJDgsgY85Ip REDNDCFXcZMV 0TBShYMqqmxL c5S+vks5V0z X88brRwlUdNX SKztAFctENaq EH1EYeomiKn tErerNy68V6t z4Wo2tWtXOC/ sD6/AGN9ZN8< /latexit><latex it sha1_base 64="EPjs9S7k VsdaEgVlXjQ mUKOEa2s=">A AAB+XicbVBNS 8NAFNz4WetX 1KOXxSJ4kJKI oMeKF48VTFto Q9hsN+3SzSb svhRKyD/x4kE Rr/4Tb/4bN20 O2jqwMMy8x5 udMBVcg+N8W2 vrG5tb27Wd+u 7e/sGhfXTc0U mmKPNoIhLVC 4lmgkvmAQfBe qliJA4F64aT+ 9LvTpnSPJFP MEuZH5OR5BGn BIwU2PYgJjAO o9wL8rtLKIr AbjhNZw68Sty KNFCFdmB/DYY JzWImgQqidd 91UvBzooBTwY r6INMsJXRCRq xvqCQx034+T 17gc6MMcZQo8 yTgufp7Iyex1 rM4NJNlTr3s leJ/Xj+D6NbP uUwzYJIuDkWZ wJDgsgY85Ip REDNDCFXcZMV 0TBShYMqqmxL c5S+vks5V0z X88brRwlUdNX SKztAFctENaq EH1EYeomiKn tErerNy68V6t z4Wo2tWtXOC/ sD6/AGN9ZN8< /latexit><latex it sha1_base 64="EPjs9S7k VsdaEgVlXjQ mUKOEa2s=">A AAB+XicbVBNS 8NAFNz4WetX 1KOXxSJ4kJKI oMeKF48VTFto Q9hsN+3SzSb svhRKyD/x4kE Rr/4Tb/4bN20 O2jqwMMy8x5 udMBVcg+N8W2 vrG5tb27Wd+u 7e/sGhfXTc0U mmKPNoIhLVC 4lmgkvmAQfBe qliJA4F64aT+ 9LvTpnSPJFP MEuZH5OR5BGn BIwU2PYgJjAO o9wL8rtLKIr AbjhNZw68Sty KNFCFdmB/DYY JzWImgQqidd 91UvBzooBTwY r6INMsJXRCRq xvqCQx034+T 17gc6MMcZQo8 yTgufp7Iyex1 rM4NJNlTr3s leJ/Xj+D6NbP uUwzYJIuDkWZ wJDgsgY85Ip REDNDCFXcZMV 0TBShYMqqmxL c5S+vks5V0z X88brRwlUdNX SKztAFctENaq EH1EYeomiKn tErerNy68V6t z4Wo2tWtXOC/ sD6/AGN9ZN8< /latexit><latex it sha1_base 64="EPjs9S7k VsdaEgVlXjQ mUKOEa2s=">A AAB+XicbVBNS 8NAFNz4WetX 1KOXxSJ4kJKI oMeKF48VTFto Q9hsN+3SzSb svhRKyD/x4kE Rr/4Tb/4bN20 O2jqwMMy8x5 udMBVcg+N8W2 vrG5tb27Wd+u 7e/sGhfXTc0U mmKPNoIhLVC 4lmgkvmAQfBe qliJA4F64aT+ 9LvTpnSPJFP MEuZH5OR5BGn BIwU2PYgJjAO o9wL8rtLKIr AbjhNZw68Sty KNFCFdmB/DYY JzWImgQqidd 91UvBzooBTwY r6INMsJXRCRq xvqCQx034+T 17gc6MMcZQo8 yTgufp7Iyex1 rM4NJNlTr3s leJ/Xj+D6NbP uUwzYJIuDkWZ wJDgsgY85Ip REDNDCFXcZMV 0TBShYMqqmxL c5S+vks5V0z X88brRwlUdNX SKztAFctENaq EH1EYeomiKn tErerNy68V6t z4Wo2tWtXOC/ sD6/AGN9ZN8< /latexit>
Mt
<latex it sha1_base 64="mxa3sJSm eXzxwYKVjTn L4DkAMKs=">A AAB9XicbVDLS sNAFL3xWeur 6tLNYBFclUQE XRbcuBEq2Ae0 tUymk3boZBJ mbpQS8h9uXCj i1n9x5984abP Q1gMDh3Pu5Z 45fiyFQdf9dl ZW19Y3Nktb5e 2d3b39ysFhy0 SJZrzJIhnpj k8Nl0LxJgqUv BNrTkNf8rY/u c799iPXRkTq Hqcx74d0pEQg GEUrPfRCimM/ SG8HKWbZoFJ 1a+4MZJl4Bal Cgcag8tUbRiw JuUImqTFdz4 2xn1KNgkmelX uJ4TFlEzriXU sVDbnpp7PUG Tm1ypAEkbZPI ZmpvzdSGhozD X07mac0i14u /ud1Ewyu+qlQ cYJcsfmhIJEE I5JXQIZCc4Z yagllWtishI2 ppgxtUWVbgrf 45WXSOq95lt 9dVOukqKMEx3 ACZ+DBJdThBh rQBAYanuEV3 pwn58V5dz7mo ytOsXMEf+B8/ gAQIJLC</lat exit><latex it sha1_base 64="mxa3sJSm eXzxwYKVjTn L4DkAMKs=">A AAB9XicbVDLS sNAFL3xWeur 6tLNYBFclUQE XRbcuBEq2Ae0 tUymk3boZBJ mbpQS8h9uXCj i1n9x5984abP Q1gMDh3Pu5Z 45fiyFQdf9dl ZW19Y3Nktb5e 2d3b39ysFhy0 SJZrzJIhnpj k8Nl0LxJgqUv BNrTkNf8rY/u c799iPXRkTq Hqcx74d0pEQg GEUrPfRCimM/ SG8HKWbZoFJ 1a+4MZJl4Bal Cgcag8tUbRiw JuUImqTFdz4 2xn1KNgkmelX uJ4TFlEzriXU sVDbnpp7PUG Tm1ypAEkbZPI ZmpvzdSGhozD X07mac0i14u /ud1Ewyu+qlQ cYJcsfmhIJEE I5JXQIZCc4Z yagllWtishI2 ppgxtUWVbgrf 45WXSOq95lt 9dVOukqKMEx3 ACZ+DBJdThBh rQBAYanuEV3 pwn58V5dz7mo ytOsXMEf+B8/ gAQIJLC</lat exit><latex it sha1_base 64="mxa3sJSm eXzxwYKVjTn L4DkAMKs=">A AAB9XicbVDLS sNAFL3xWeur 6tLNYBFclUQE XRbcuBEq2Ae0 tUymk3boZBJ mbpQS8h9uXCj i1n9x5984abP Q1gMDh3Pu5Z 45fiyFQdf9dl ZW19Y3Nktb5e 2d3b39ysFhy0 SJZrzJIhnpj k8Nl0LxJgqUv BNrTkNf8rY/u c799iPXRkTq Hqcx74d0pEQg GEUrPfRCimM/ SG8HKWbZoFJ 1a+4MZJl4Bal Cgcag8tUbRiw JuUImqTFdz4 2xn1KNgkmelX uJ4TFlEzriXU sVDbnpp7PUG Tm1ypAEkbZPI ZmpvzdSGhozD X07mac0i14u /ud1Ewyu+qlQ cYJcsfmhIJEE I5JXQIZCc4Z yagllWtishI2 ppgxtUWVbgrf 45WXSOq95lt 9dVOukqKMEx3 ACZ+DBJdThBh rQBAYanuEV3 pwn58V5dz7mo ytOsXMEf+B8/ gAQIJLC</lat exit><latex it sha1_base 64="mxa3sJSm eXzxwYKVjTn L4DkAMKs=">A AAB9XicbVDLS sNAFL3xWeur 6tLNYBFclUQE XRbcuBEq2Ae0 tUymk3boZBJ mbpQS8h9uXCj i1n9x5984abP Q1gMDh3Pu5Z 45fiyFQdf9dl ZW19Y3Nktb5e 2d3b39ysFhy0 SJZrzJIhnpj k8Nl0LxJgqUv BNrTkNf8rY/u c799iPXRkTq Hqcx74d0pEQg GEUrPfRCimM/ SG8HKWbZoFJ 1a+4MZJl4Bal Cgcag8tUbRiw JuUImqTFdz4 2xn1KNgkmelX uJ4TFlEzriXU sVDbnpp7PUG Tm1ypAEkbZPI ZmpvzdSGhozD X07mac0i14u /ud1Ewyu+qlQ cYJcsfmhIJEE I5JXQIZCc4Z yagllWtishI2 ppgxtUWVbgrf 45WXSOq95lt 9dVOukqKMEx3 ACZ+DBJdThBh rQBAYanuEV3 pwn58V5dz7mo ytOsXMEf+B8/ gAQIJLC</lat exit>
Mt+1
<latex it sha1_base 64="ICneP4GB keiKD7T86cT qezq9Ybs=">A AAB+XicbVDLS sNAFL3xWesr 6tLNYBEEoSQi 6LLgxo1QwT6g DWEynbRDJw9 mbgol9E/cuFD ErX/izr9x0ma hrQcGDufcyz 1zglQKjY7zba 2tb2xubVd2qr t7+weH9tFxWy eZYrzFEpmob kA1lyLmLRQoe TdVnEaB5J1gf Ff4nQlXWiTx E05T7kV0GItQ MIpG8m27H1Ec BWH+4Od46c5 mvl1z6s4cZJW 4JalBiaZvf/U HCcsiHiOTVO ue66To5VShYJ LPqv1M85SyMR 3ynqExjbj28 nnyGTk3yoCEi TIvRjJXf2/kN NJ6GgVmssip l71C/M/rZRje ermI0wx5zBaH wkwSTEhRAxk IxRnKqSGUKWG yEjaiijI0ZVV NCe7yl1dJ+6 ruGv54XWuQso 4KnMIZXIALN9 CAe2hCCxhM4 Ble4c3KrRfr3 fpYjK5Z5c4J/ IH1+QNoHJNj< /latexit><latex it sha1_base 64="ICneP4GB keiKD7T86cT qezq9Ybs=">A AAB+XicbVDLS sNAFL3xWesr 6tLNYBEEoSQi 6LLgxo1QwT6g DWEynbRDJw9 mbgol9E/cuFD ErX/izr9x0ma hrQcGDufcyz 1zglQKjY7zba 2tb2xubVd2qr t7+weH9tFxWy eZYrzFEpmob kA1lyLmLRQoe TdVnEaB5J1gf Ff4nQlXWiTx E05T7kV0GItQ MIpG8m27H1Ec BWH+4Od46c5 mvl1z6s4cZJW 4JalBiaZvf/U HCcsiHiOTVO ue66To5VShYJ LPqv1M85SyMR 3ynqExjbj28 nnyGTk3yoCEi TIvRjJXf2/kN NJ6GgVmssip l71C/M/rZRje ermI0wx5zBaH wkwSTEhRAxk IxRnKqSGUKWG yEjaiijI0ZVV NCe7yl1dJ+6 ruGv54XWuQso 4KnMIZXIALN9 CAe2hCCxhM4 Ble4c3KrRfr3 fpYjK5Z5c4J/ IH1+QNoHJNj< /latexit><latex it sha1_base 64="ICneP4GB keiKD7T86cT qezq9Ybs=">A AAB+XicbVDLS sNAFL3xWesr 6tLNYBEEoSQi 6LLgxo1QwT6g DWEynbRDJw9 mbgol9E/cuFD ErX/izr9x0ma hrQcGDufcyz 1zglQKjY7zba 2tb2xubVd2qr t7+weH9tFxWy eZYrzFEpmob kA1lyLmLRQoe TdVnEaB5J1gf Ff4nQlXWiTx E05T7kV0GItQ MIpG8m27H1Ec BWH+4Od46c5 mvl1z6s4cZJW 4JalBiaZvf/U HCcsiHiOTVO ue66To5VShYJ LPqv1M85SyMR 3ynqExjbj28 nnyGTk3yoCEi TIvRjJXf2/kN NJ6GgVmssip l71C/M/rZRje ermI0wx5zBaH wkwSTEhRAxk IxRnKqSGUKWG yEjaiijI0ZVV NCe7yl1dJ+6 ruGv54XWuQso 4KnMIZXIALN9 CAe2hCCxhM4 Ble4c3KrRfr3 fpYjK5Z5c4J/ IH1+QNoHJNj< /latexit><latex it sha1_base 64="ICneP4GB keiKD7T86cT qezq9Ybs=">A AAB+XicbVDLS sNAFL3xWesr 6tLNYBEEoSQi 6LLgxo1QwT6g DWEynbRDJw9 mbgol9E/cuFD ErX/izr9x0ma hrQcGDufcyz 1zglQKjY7zba 2tb2xubVd2qr t7+weH9tFxWy eZYrzFEpmob kA1lyLmLRQoe TdVnEaB5J1gf Ff4nQlXWiTx E05T7kV0GItQ MIpG8m27H1Ec BWH+4Od46c5 mvl1z6s4cZJW 4JalBiaZvf/U HCcsiHiOTVO ue66To5VShYJ LPqv1M85SyMR 3ynqExjbj28 nnyGTk3yoCEi TIvRjJXf2/kN NJ6GgVmssip l71C/M/rZRje ermI0wx5zBaH wkwSTEhRAxk IxRnKqSGUKWG yEjaiijI0ZVV NCe7yl1dJ+6 ruGv54XWuQso 4KnMIZXIALN9 CAe2hCCxhM4 Ble4c3KrRfr3 fpYjK5Z5c4J/ IH1+QNoHJNj< /latexit>
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Figure 3: Bayesian FI.
Inject fault to
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Figure 4: Example scenarios: (1) Targeted FI leads to hazardous conditions; (2) Real-world example
with Tesla Autopilot that is similar to injected faults.
faults and scenes that are most likely to lead to violations of
safety conditions and, hence, can be used to guide the fault
injection. Taken together, these components of DriveFI can
identify hazardous situations that lead to accidents similar to
the Tesla crash described later in this section.
Fault Model. We assume that faults injected in DriveFI
can corrupt GPU architectural state. Memory and caches (of
both the CPUs and GPUs) are assumed to be protected with
SECDED codes. Each injected fault is characterized by its
location (in this case, its dynamic instruction count) and the
injected value. The faults injected into the architectural states
of these processors can manifest as errors in the inputs, outputs,
and internal state of the ADS modules described above (i.e.,
It, Mt, St, UA,t and At). DriveFI can directly inject errors
into ADS outputs by corrupting the variables that store ADS
outputs. ADS software input/output variables are ultimately
stored in different levels of storage hierarchies, e.g., registers
or caches. Single- or multiple-bit faults cause corruption of
variables when not masked in hardware [36]. Hence, faults are
being injected into these memory units, but the variables are
corrupted to emulate the faults. Therefore, our fault injectors
target each element in the internal ADS software state (S_t),
sensor inputs (It), vehicle inertial measurements (Mt), and
actuation commands (Ut, At), as shown in Fig. 10. We define
any error that causes safety issues for the AV as hazardous.
For simplicity and clarity, in the remainder of the paper, we
refer to both injected faults and errors as faults.
To build a baseline for the ML-based targeted injections,
we used DriveFI to perform random injections into the GPU
architectural state and ADS module outputs for two production
ADS systems from NVIDIA and Baidu. In contrast to prior
work [24], [30], which has reported significant SDC rates
(as high as 20%) for the constituent deep-learning models
(ConvNets that deal with perception: object recognition and
tracking) of the ADS system, we observed that random
injections rarely cause hazardous errors. These faults are
masked because of the natural resilience of the ADS stack, i.e.,
(a) for production ADS systems that make real-time inferences
at 60–100 Hz, transient faults have little chance to propagate to
actuators before a new system state is recalculated; (b) the ADS
system architecture is inherently resilient, as it uses algorithms
like extended Kalman filtering [37] (for sensor fusion) and
PID control (for output smoothing); and (c) not all driving
scenes/frames are hazardous even under faults. Environmental
conditions, such as the presence of other objects on the streets,
are fundamental in defining the safety envelope.
Bayesian Fault Injection. Consider a fault f that changes
the value of one of the aforementioned variables. The goal of
the ML-based fault injector is to find a critical situation that is
inherently safe (i.e., δ > 0) and becomes unsafe after injection
of fault f (i.e., δdo(f) ≤ 0). The set of all faults Fcrit in which
that condition holds is defined as
Fcrit =
{
f : δ > 0 ∧ δˆdo(f) ≤ 0
}
. (1)
The solution to that problem requires causal and counter-
factual reasoning about the behavior of the ADS under a fault.
DriveFI performs that reasoning by modeling the ADS system
using a Bayesian network (BN; shown in Fig. 3), which can
capture causal relationships [38]. The BN describes statistical
relationships shown by black arrows between the variables Wt,
Mt, UA,t, and At at a time t, as well as relationships shown
by red arrows between the variables over time. The topology
of the BN is derived from the architecture of the ADS system.
For example, Fig. 3 has the same graphical structure as Fig. 1.
DriveFI uses the BN to calculate the maximum likelihood
estimate (MLE)3 of the value Mˆt+1 and then uses the MLE
value to calculate δˆdo(f) based on the kinematic model of the
AV described later in §III. We use probabilistic inference over
the posterior distribution of the BN to calculate
Mˆt+1 = arg max
m
Pr [Mt+1 = m | do(f)] . (2)
The do(·) notation is based on the do-calculus defined in [38].
It marks an FI action as an intervention in the BN model.
It replaces certain probabilities with constants and removes
statistical conditional dependencies that are a target of the
intervention (i.e., dashed lines in Fig. 3), but preserves all other
statistical dependencies. We call this notion of counterfactual
reasoning about the importance of a fault in performing targeted
injections Bayesian Fault Injection.
D. Case Studies
To explain the need for a high-efficiency FI mechanism
(such as our ML-based fault injector), we discuss two examples
of car accidents due to faults.
Example 1: Hazardous Error. Fig. 4 shows an example
driving scenario in which a fault was injected into an ADS
through corruption of the throttle command (which was changed
from 0.2 to 0.6). The injected error led to an accident. We
assume that (a) the ADS is running perception, planning, and
control inference at 30 Hz, and (b) all vehicles are running on
a highway with a velocity of 33.5 m/s, which is roughly the
speed limit on U.S. freeways. In Scene 1A, the Ego vehicle
(EV) was accelerating; however, target vehicle TV#1, operated
by a human, initiated a lane change procedure, which decreased
3The estimated value of x is denoted by xˆ.
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Figure 5: Orientation of the EV when in motion.
the safety potential delta from 20 m to 2 m as shown in “Scene
1B.” At that point, the Bayesian fault injector injects a fault
into the throttle command, causing the vehicle to accelerate.
The increase in acceleration caused the EV to become unsafe
(δ < 0), as shown in “Scene 1C.” The EV velocity is high
enough that braking, even with amax, is not able to prevent
an accident. This example shows that one needs a smart FI
mechanism (such as our Bayesian-based injector) that is able
to inject a fault at a precise time instant based on a run-time
measurement of the safety potential to maximize the stress
on the ADS and cause the EV to crash. As we argue in later
sections, it is impractical (or highly difficult) to achieve the
same objective using random FI.
Example 2: Real-World Crash. Fig. 4 shows a real-world
example of a fatal accident that was shown to have been
caused by a problem in Tesla Autopilot [6]. In Scene 2A,
the EV followed the lead vehicle (TV#1). A few seconds
later, TV#1 changed lanes (shown as Scene 2B); at that point,
Autopilot decided to accelerate in order to match the allowed
highway speed. However, TV#1 was behind another vehicle
(TV#2), and the EV had no knowledge of TV#2; it was too
late for the EV to recognize TV#2 and slow down in time to
avoid an accident. While this crash was attributed to a design
problem (i.e., delayed recognition) in the perception subsystem
of the ADS, one can imagine that a runtime fault (that delays
perception of an object) could lead to the same fatal outcome.
As we show later, our Bayesian-based fault injector is able to
recreate such scenarios.
III. BAYESIAN FAULT INJECTION
In this section, we describe in detail the formulation of the
Bayesian Fault Injection approach.
A. Kinematics-Based Model of Safety
Consider an EV moving in two-dimensional space as shown
in Fig. 5. The vehicle at time t has an instantaneous position
(xt, yt), speed vt, heading θt, and steering angle φt. The
equations of motion for the vehicle are
dxt/dt = vt cos θt; dyt/dt = vt sin θt; dθt/dt = (vt tanφt)/L, (3)
where L is the distance between the wheels of the EV [39].
Here vt and φt are determined by the control model for the
EV. In our case, vt is defined based on the output of the ADS
At, i.e., vt = f(ζt, bt, φt).
Note that a more complete model of the EV motion might
include other dynamics, e.g., sliding and skidding of the EV’s
wheels. We do not add these complications to our model, as
that would require us to make additional assumptions that
are beyond the scope of this paper, e.g., about the EV’s tires,
road conditions, road banking, and weather. Similarly, we do
not consider the 3-D motion of the EV, as doing so would
require further assumptions about the topology of the maps
(e.g., elevation) in the FI campaign. Our approach can be
extended to consider those additional factors.
We can compute the maximum stopping distance dstop from
(3) by first computing the time tstop taken to bring the vehicle
to a complete halt, i.e.,
dxt
dt
∣∣∣
t=tstop
= 0 and
dyt
dt
∣∣∣
t=tstop
= 0. (4)
dstop is then calculated as [xtstop−x0, ytstop−y0]T , where (x0, y0)
is the position of the EV at the beginning of the maneuver.
Closed-form solutions to the system of differential equations
(3) and (4) are intractable for arbitrary control procedures (i.e.,
vt and φt) and have to be solved by iterative numerical solution
methods like the Runge-Kutta methods [40].
The Emergency Stop Maneuver. To simplify our analysis,
we assume that the EV executes a special maneuver we call an
emergency stop to bring the vehicle to a halt. This procedure
is characterized by
dvt
dt
= −amax and dφt
dt
= 0. (5)
That corresponds to the deceleration of the EV with the
maximum deceleration to come to a halt. (5) reduces (3) to
d2xt/dt2 = −amax sin θt(dθt/dt) (6a)
d2yt/dt2 = −amax cos θt(dθt/dt) (6b)
dθt
dt
=
(
√
(dxt/dt)2 + (dyt/dt)2)
L
tanφ0, (6c)
where φ0 is the steering angle of the car at the beginning of
the maneuver. DriveFI uses the system of equations defined in
(4) and (6) to find dstop. We use the shorthand P to denote the
procedure (iterative numerical integration) used to compute
dstop = P(amax, v0, θ0, φ0, x0, y0) (7)
from the above equations and the initial kinematic state of the
EV (i.e., v0, θ0, φ0, x0, y0) at the start of the maneuver.
Recall from §II that δ = dsafe − dstop and that δ > 0 defines
the safety of the EV. The dsafe value is assumed to be computed
directly from the sensors of the EV. It is the distance to the
closest object (static or dynamic) in the longitudinal or lateral
path of the EV. As a result, dsafe changes with time, and it
is updated at the sensor’s (e.g., LiDAR’s or camera’s) refresh
rate. We include the boundaries of the lane in which the EV is
travelling (henceforth referred to as the Ego lane) as a static
object to be used in dsafe computations to ensure that we capture
lane violations as a safety hazard.
Discretization. We convert the problem of solving (7) from
one that uses continuous time to one that uses a discrete notion
of time. Discrete time is a natural fit for the ADS, as the
control decisions are made at discrete steps that correspond to
the sensors’ sampling frequencies. Hence we convert time t to
a discrete number k ∈ N such that t = k∆t, where ∆t is the
period of the sensor with the smallest sampling frequency. In
the case of the DriveFI injector in DriveWorks and Apollo, that
is 7.5 Hz. However, our methodology is frequency-agnostic.
B. ML Model
The goal of a targeted fault injector is to find situations
in which δ > 0, but under the injection of a fault f (which
manifests as changes in the kinematic state of the EV) into the
ADS stack, δdo(f) ≤ 0. A solution to that problem involves
speculating forward in time to after the fault has been injected,
recomputing dstop under the fault, and then reevaluating the
safety criteria for the EV. We apply an ML algorithm, which
has been trained as a predictor of the EV’s kinematic state, as
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<la texi t sha 1_bas e64= "Y/Fe R6Bj BD/1v 4yUaH YmSt vBYfs =">A AAB7X icbZ BNSwM xEIZn /az1 q+rRS 7AIn squCH osePF YwX5 Au5Rs OtvG ZpMly Qpl6X /w4k ERr/4 fb/4 b03YP 2vpC4 OGdG TLzRq ngxv r+t7e 2vrG5 tV3a Ke/u7 R8cV o6OW0 Zlmm GTKaF 0J6IG BZfY tNwK7 KQaa RIJbE fj21m 9/YT acCUf 7CTF MKFDy WPOqH VWK+ v30hH vV6p +zZ+L rEJQQ BUKN fqVr9 5AsS xBaZm gxnQD P7Vh TrXlT OC03 MsMpp SN6R C7DiV N0IT5 fNsp OXfOg MRKu yctmb u/J3K aGDN JIteZ UDsy y7WZ+ V+tm9 n4Js y5TDO Lki0 +ijNB rCKz0 8mAa 2RWTB xQpr nblbA R1ZRZ F1DZ hRAsn 7wKr cta4P j+ql onRRw lOIUz uIAA rqEOd 9CAJ jB4hG d4hTd PeS/ eu/ex aF3z ipkT+ CPv8w eYSo 8F</l atex it><la texi t sha 1_bas e64= "Y/Fe R6Bj BD/1v 4yUaH YmSt vBYfs =">A AAB7X icbZ BNSwM xEIZn /az1 q+rRS 7AIn squCH osePF YwX5 Au5Rs OtvG ZpMly Qpl6X /w4k ERr/4 fb/4 b03YP 2vpC4 OGdG TLzRq ngxv r+t7e 2vrG5 tV3a Ke/u7 R8cV o6OW0 Zlmm GTKaF 0J6IG BZfY tNwK7 KQaa RIJbE fj21m 9/YT acCUf 7CTF MKFDy WPOqH VWK+ v30hH vV6p +zZ+L rEJQQ BUKN fqVr9 5AsS xBaZm gxnQD P7Vh TrXlT OC03 MsMpp SN6R C7DiV N0IT5 fNsp OXfOg MRKu yctmb u/J3K aGDN JIteZ UDsy y7WZ+ V+tm9 n4Js y5TDO Lki0 +ijNB rCKz0 8mAa 2RWTB xQpr nblbA R1ZRZ F1DZ hRAsn 7wKr cta4P j+ql onRRw lOIUz uIAA rqEOd 9CAJ jB4hG d4hTd PeS/ eu/ex aF3z ipkT+ CPv8w eYSo 8F</l atex it><la texi t sha 1_bas e64= "Y/Fe R6Bj BD/1v 4yUaH YmSt vBYfs =">A AAB7X icbZ BNSwM xEIZn /az1 q+rRS 7AIn squCH osePF YwX5 Au5Rs OtvG ZpMly Qpl6X /w4k ERr/4 fb/4 b03YP 2vpC4 OGdG TLzRq ngxv r+t7e 2vrG5 tV3a Ke/u7 R8cV o6OW0 Zlmm GTKaF 0J6IG BZfY tNwK7 KQaa RIJbE fj21m 9/YT acCUf 7CTF MKFDy WPOqH VWK+ v30hH vV6p +zZ+L rEJQQ BUKN fqVr9 5AsS xBaZm gxnQD P7Vh TrXlT OC03 MsMpp SN6R C7DiV N0IT5 fNsp OXfOg MRKu yctmb u/J3K aGDN JIteZ UDsy y7WZ+ V+tm9 n4Js y5TDO Lki0 +ijNB rCKz0 8mAa 2RWTB xQpr nblbA R1ZRZ F1DZ hRAsn 7wKr cta4P j+ql onRRw lOIUz uIAA rqEOd 9CAJ jB4hG d4hTd PeS/ eu/ex aF3z ipkT+ CPv8w eYSo 8F</l atex it><la texi t sha 1_bas e64= "Y/Fe R6Bj BD/1v 4yUaH YmSt vBYfs =">A AAB7X icbZ BNSwM xEIZn /az1 q+rRS 7AIn squCH osePF YwX5 Au5Rs OtvG ZpMly Qpl6X /w4k ERr/4 fb/4 b03YP 2vpC4 OGdG TLzRq ngxv r+t7e 2vrG5 tV3a Ke/u7 R8cV o6OW0 Zlmm GTKaF 0J6IG BZfY tNwK7 KQaa RIJbE fj21m 9/YT acCUf 7CTF MKFDy WPOqH VWK+ v30hH vV6p +zZ+L rEJQQ BUKN fqVr9 5AsS xBaZm gxnQD P7Vh TrXlT OC03 MsMpp SN6R C7DiV N0IT5 fNsp OXfOg MRKu yctmb u/J3K aGDN JIteZ UDsy y7WZ+ V+tm9 n4Js y5TDO Lki0 +ijNB rCKz0 8mAa 2RWTB xQpr nblbA R1ZRZ F1DZ hRAsn 7wKr cta4P j+ql onRRw lOIUz uIAA rqEOd 9CAJ jB4hG d4hTd PeS/ eu/ex aF3z ipkT+ CPv8w eYSo 8F</l atex it>
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<late xit sha1_ base64="B CPSi78tDDG U6brEnF1x LxabTb8=" >AAAB7nic bZA9SwNBE Ibn4leMX1F Lm8UgWIU7 EbQM2FhGM ImQHGFvM5 cs2ftgd06 IR36EjYUi tv4eO/+Nm+ QKTXxh4eG dGXbmDVIl Dbnut1NaW 9/Y3CpvV3 Z29/YPqodH bZNkWmBLJ CrRDwE3qG SMLZKk8CH VyKNAYScY 38zqnUfURi bxPU1S9CM +jGUoBSdr dbJ+7wmJ9 6s1t+7OxV bBK6AGhZr 96ldvkIgsw piE4sZ0PT clP+eapFA 4rfQygykX Yz7ErsWYR 2j8fL7ulJ1 ZZ8DCRNsX E5u7vydyH hkziQLbGX EameXazPy v1s0ovPZz GacZYSwWH4 WZYpSw2e1 sIDUKUhML XGhpd2Vix DUXZBOq2B C85ZNXoX1R 9yzfXdYar IijDCdwCu fgwRU04Ba a0AIBY3iG V3hzUufFeX c+Fq0lp5g 5hj9yPn8A biePgg==< /latexit><late xit sha1_ base64="B CPSi78tDDG U6brEnF1x LxabTb8=" >AAAB7nic bZA9SwNBE Ibn4leMX1F Lm8UgWIU7 EbQM2FhGM ImQHGFvM5 cs2ftgd06 IR36EjYUi tv4eO/+Nm+ QKTXxh4eG dGXbmDVIl Dbnut1NaW 9/Y3CpvV3 Z29/YPqodH bZNkWmBLJ CrRDwE3qG SMLZKk8CH VyKNAYScY 38zqnUfURi bxPU1S9CM +jGUoBSdr dbJ+7wmJ9 6s1t+7OxV bBK6AGhZr 96ldvkIgsw piE4sZ0PT clP+eapFA 4rfQygykX Yz7ErsWYR 2j8fL7ulJ1 ZZ8DCRNsX E5u7vydyH hkziQLbGX EameXazPy v1s0ovPZz GacZYSwWH4 WZYpSw2e1 sIDUKUhML XGhpd2Vix DUXZBOq2B C85ZNXoX1R 9yzfXdYar IijDCdwCu fgwRU04Ba a0AIBY3iG V3hzUufFeX c+Fq0lp5g 5hj9yPn8A biePgg==< /latexit><late xit sha1_ base64="B CPSi78tDDG U6brEnF1x LxabTb8=" >AAAB7nic bZA9SwNBE Ibn4leMX1F Lm8UgWIU7 EbQM2FhGM ImQHGFvM5 cs2ftgd06 IR36EjYUi tv4eO/+Nm+ QKTXxh4eG dGXbmDVIl Dbnut1NaW 9/Y3CpvV3 Z29/YPqodH bZNkWmBLJ CrRDwE3qG SMLZKk8CH VyKNAYScY 38zqnUfURi bxPU1S9CM +jGUoBSdr dbJ+7wmJ9 6s1t+7OxV bBK6AGhZr 96ldvkIgsw piE4sZ0PT clP+eapFA 4rfQygykX Yz7ErsWYR 2j8fL7ulJ1 ZZ8DCRNsX E5u7vydyH hkziQLbGX EameXazPy v1s0ovPZz GacZYSwWH4 WZYpSw2e1 sIDUKUhML XGhpd2Vix DUXZBOq2B C85ZNXoX1R 9yzfXdYar IijDCdwCu fgwRU04Ba a0AIBY3iG V3hzUufFeX c+Fq0lp5g 5hj9yPn8A biePgg==< /latexit><late xit sha1_ base64="B CPSi78tDDG U6brEnF1x LxabTb8=" >AAAB7nic bZA9SwNBE Ibn4leMX1F Lm8UgWIU7 EbQM2FhGM ImQHGFvM5 cs2ftgd06 IR36EjYUi tv4eO/+Nm+ QKTXxh4eG dGXbmDVIl Dbnut1NaW 9/Y3CpvV3 Z29/YPqodH bZNkWmBLJ CrRDwE3qG SMLZKk8CH VyKNAYScY 38zqnUfURi bxPU1S9CM +jGUoBSdr dbJ+7wmJ9 6s1t+7OxV bBK6AGhZr 96ldvkIgsw piE4sZ0PT clP+eapFA 4rfQygykX Yz7ErsWYR 2j8fL7ulJ1 ZZ8DCRNsX E5u7vydyH hkziQLbGX EameXazPy v1s0ovPZz GacZYSwWH4 WZYpSw2e1 sIDUKUhML XGhpd2Vix DUXZBOq2B C85ZNXoX1R 9yzfXdYar IijDCdwCu fgwRU04Ba a0AIBY3iG V3hzUufFeX c+Fq0lp5g 5hj9yPn8A biePgg==< /latexit>
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<late xit sha1_ base64="0 hgz9QPnLC+ SJSX67Htx y1bDf5E=" >AAAB6Hic bZBNS8NAE IYn9avWr6p HL4tF8FQS EfRY8OKxB dMW2lA220 m7drMJuxu hhP4CLx4U 8epP8ua/cd vmoK0vLDy 8M8POvGEq uDau++2UN ja3tnfKu5 W9/YPDo+rx SVsnmWLos 0QkqhtSjY JL9A03Aru pQhqHAjvh 5G5e7zyh0j yRD2aaYhD TkeQRZ9RY qxUOqjW37 i5E1sEroA aFmoPqV3+ YsCxGaZigW vc8NzVBTp XhTOCs0s8 0ppRN6Ah7 FiWNUQf5Y tEZubDOkES Jsk8asnB/ T+Q01noah 7YzpmasV2 tz879aLzP RbZBzmWYG JVt+FGWCmI TMryZDrpA ZMbVAmeJ2 V8LGVFFmb DYVG4K3ev I6tK/qnuXW da1BijjKc AbncAke3E AD7qEJPjB AeIZXeHMe nRfn3flYtp acYuYU/sj 5/AG6qYzE </latexit ><late xit sha1_ base64="0 hgz9QPnLC+ SJSX67Htx y1bDf5E=" >AAAB6Hic bZBNS8NAE IYn9avWr6p HL4tF8FQS EfRY8OKxB dMW2lA220 m7drMJuxu hhP4CLx4U 8epP8ua/cd vmoK0vLDy 8M8POvGEq uDau++2UN ja3tnfKu5 W9/YPDo+rx SVsnmWLos 0QkqhtSjY JL9A03Aru pQhqHAjvh 5G5e7zyh0j yRD2aaYhD TkeQRZ9RY qxUOqjW37 i5E1sEroA aFmoPqV3+ YsCxGaZigW vc8NzVBTp XhTOCs0s8 0ppRN6Ah7 FiWNUQf5Y tEZubDOkES Jsk8asnB/ T+Q01noah 7YzpmasV2 tz879aLzP RbZBzmWYG JVt+FGWCmI TMryZDrpA ZMbVAmeJ2 V8LGVFFmb DYVG4K3ev I6tK/qnuXW da1BijjKc AbncAke3E AD7qEJPjB AeIZXeHMe nRfn3flYtp acYuYU/sj 5/AG6qYzE </latexit ><late xit sha1_ base64="0 hgz9QPnLC+ SJSX67Htx y1bDf5E=" >AAAB6Hic bZBNS8NAE IYn9avWr6p HL4tF8FQS EfRY8OKxB dMW2lA220 m7drMJuxu hhP4CLx4U 8epP8ua/cd vmoK0vLDy 8M8POvGEq uDau++2UN ja3tnfKu5 W9/YPDo+rx SVsnmWLos 0QkqhtSjY JL9A03Aru pQhqHAjvh 5G5e7zyh0j yRD2aaYhD TkeQRZ9RY qxUOqjW37 i5E1sEroA aFmoPqV3+ YsCxGaZigW vc8NzVBTp XhTOCs0s8 0ppRN6Ah7 FiWNUQf5Y tEZubDOkES Jsk8asnB/ T+Q01noah 7YzpmasV2 tz879aLzP RbZBzmWYG JVt+FGWCmI TMryZDrpA ZMbVAmeJ2 V8LGVFFmb DYVG4K3ev I6tK/qnuXW da1BijjKc AbncAke3E AD7qEJPjB AeIZXeHMe nRfn3flYtp acYuYU/sj 5/AG6qYzE </latexit ><late xit sha1_ base64="0 hgz9QPnLC+ SJSX67Htx y1bDf5E=" >AAAB6Hic bZBNS8NAE IYn9avWr6p HL4tF8FQS EfRY8OKxB dMW2lA220 m7drMJuxu hhP4CLx4U 8epP8ua/cd vmoK0vLDy 8M8POvGEq uDau++2UN ja3tnfKu5 W9/YPDo+rx SVsnmWLos 0QkqhtSjY JL9A03Aru pQhqHAjvh 5G5e7zyh0j yRD2aaYhD TkeQRZ9RY qxUOqjW37 i5E1sEroA aFmoPqV3+ YsCxGaZigW vc8NzVBTp XhTOCs0s8 0ppRN6Ah7 FiWNUQf5Y tEZubDOkES Jsk8asnB/ T+Q01noah 7YzpmasV2 tz879aLzP RbZBzmWYG JVt+FGWCmI TMryZDrpA ZMbVAmeJ2 V8LGVFFmb DYVG4K3ev I6tK/qnuXW da1BijjKc AbncAke3E AD7qEJPjB AeIZXeHMe nRfn3flYtp acYuYU/sj 5/AG6qYzE </latexit >
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<la texi t sha 1_bas e64= "T0Ud mDQi fJYa1 YZpab DATf H6WNQ =">A AAB63 icbZ DLSgM xFIZP 6q3W W9Wlm 2ARX JUZEX RZcOO ygr1 AO5RM mumE Jpkhy Qhl6C u4ca GIW1/ InW9 jpp2F tv4Q+ PjPO eScP0 wFN9 bzvlF lY3Nr e6e6 W9vbP zg8q h+fdE 2Sac o6NBG J7ofE MMEV 61huB eunm hEZCt YLp3d Fvff EtOGJ erSz lAWST BSPOC W2sI ZpzEf 1htf 0FsLr 4JfQg FLtU f1rOE 5oJp myVBB jBr6X 2iAn 2nIq2 Lw2z AxLCZ 2SCR s4VEQ yE+SL Xef4 wjljH CXaP WXxwv 09kRN pzEy GrlMS G5vV WmH+V xtkNr oNcq 7SzDJ Flx9 FmcA2 wcXhe Mw1o 1bMHB Cqud sV05h oQq2L p+ZC 8FdPX ofuV dN3/H DdaO Eyjiq cwTlc gg83 0IJ7a EMHK MTwDK /whiR 6Qe/ oY9la QeXM KfwR+ vwBCV COHQ ==</l atex it><la texi t sha 1_bas e64= "T0Ud mDQi fJYa1 YZpab DATf H6WNQ =">A AAB63 icbZ DLSgM xFIZP 6q3W W9Wlm 2ARX JUZEX RZcOO ygr1 AO5RM mumE Jpkhy Qhl6C u4ca GIW1/ InW9 jpp2F tv4Q+ PjPO eScP0 wFN9 bzvlF lY3Nr e6e6 W9vbP zg8q h+fdE 2Sac o6NBG J7ofE MMEV 61huB eunm hEZCt YLp3d Fvff EtOGJ erSz lAWST BSPOC W2sI ZpzEf 1htf 0FsLr 4JfQg FLtU f1rOE 5oJp myVBB jBr6X 2iAn 2nIq2 Lw2z AxLCZ 2SCR s4VEQ yE+SL Xef4 wjljH CXaP WXxwv 09kRN pzEy GrlMS G5vV WmH+V xtkNr oNcq 7SzDJ Flx9 FmcA2 wcXhe Mw1o 1bMHB Cqud sV05h oQq2L p+ZC 8FdPX ofuV dN3/H DdaO Eyjiq cwTlc gg83 0IJ7a EMHK MTwDK /whiR 6Qe/ oY9la QeXM KfwR+ vwBCV COHQ ==</l atex it><la texi t sha 1_bas e64= "T0Ud mDQi fJYa1 YZpab DATf H6WNQ =">A AAB63 icbZ DLSgM xFIZP 6q3W W9Wlm 2ARX JUZEX RZcOO ygr1 AO5RM mumE Jpkhy Qhl6C u4ca GIW1/ InW9 jpp2F tv4Q+ PjPO eScP0 wFN9 bzvlF lY3Nr e6e6 W9vbP zg8q h+fdE 2Sac o6NBG J7ofE MMEV 61huB eunm hEZCt YLp3d Fvff EtOGJ erSz lAWST BSPOC W2sI ZpzEf 1htf 0FsLr 4JfQg FLtU f1rOE 5oJp myVBB jBr6X 2iAn 2nIq2 Lw2z AxLCZ 2SCR s4VEQ yE+SL Xef4 wjljH CXaP WXxwv 09kRN pzEy GrlMS G5vV WmH+V xtkNr oNcq 7SzDJ Flx9 FmcA2 wcXhe Mw1o 1bMHB Cqud sV05h oQq2L p+ZC 8FdPX ofuV dN3/H DdaO Eyjiq cwTlc gg83 0IJ7a EMHK MTwDK /whiR 6Qe/ oY9la QeXM KfwR+ vwBCV COHQ ==</l atex it><la texi t sha 1_bas e64= "T0Ud mDQi fJYa1 YZpab DATf H6WNQ =">A AAB63 icbZ DLSgM xFIZP 6q3W W9Wlm 2ARX JUZEX RZcOO ygr1 AO5RM mumE Jpkhy Qhl6C u4ca GIW1/ InW9 jpp2F tv4Q+ PjPO eScP0 wFN9 bzvlF lY3Nr e6e6 W9vbP zg8q h+fdE 2Sac o6NBG J7ofE MMEV 61huB eunm hEZCt YLp3d Fvff EtOGJ erSz lAWST BSPOC W2sI ZpzEf 1htf 0FsLr 4JfQg FLtU f1rOE 5oJp myVBB jBr6X 2iAn 2nIq2 Lw2z AxLCZ 2SCR s4VEQ yE+SL Xef4 wjljH CXaP WXxwv 09kRN pzEy GrlMS G5vV WmH+V xtkNr oNcq 7SzDJ Flx9 FmcA2 wcXhe Mw1o 1bMHB Cqud sV05h oQq2L p+ZC 8FdPX ofuV dN3/H DdaO Eyjiq cwTlc gg83 0IJ7a EMHK MTwDK /whiR 6Qe/ oY9la QeXM KfwR+ vwBCV COHQ ==</l atex it>
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<late xit sha1_ base64="n /OWVFQm8sZ 8sncRtGG9 WVOdt/k=" >AAAB7Hic bZA9SwNBE Ibn4leMX1F Lm8UgWIU7 EbQM2FhGM ImQhLC3mU uW7O0du3N CDPkNNhaK 2PqD7Pw3bp IrNPGFhYd 3ZtiZN0yV tOT7315hb X1jc6u4Xd rZ3ds/KB8e NW2SGYENk ajEPITcop IaGyRJ4UN qkMehwlY4 upnVW49orE z0PY1T7MZ 8oGUkBSdn NTpPSLxXr vhVfy62Ck EOFchV75W /Ov1EZDFqE opb2w78lL oTbkgKhdN SJ7OYcjHi A2w71DxG2 53Ml52yM+f 0WZQY9zSx uft7YsJja 8dx6DpjTk O7XJuZ/9X aGUXX3YnU aUaoxeKjKF OMEja7nPW lQUFq7IAL I92uTAy54 YJcPiUXQr B88io0L6qB 47vLSo3lc RThBE7hHA K4ghrcQh0 aIEDCM7zC m6e9F+/d+1 i0Frx85hj +yPv8Ad5G jpo=</lat exit><late xit sha1_ base64="n /OWVFQm8sZ 8sncRtGG9 WVOdt/k=" >AAAB7Hic bZA9SwNBE Ibn4leMX1F Lm8UgWIU7 EbQM2FhGM ImQhLC3mU uW7O0du3N CDPkNNhaK 2PqD7Pw3bp IrNPGFhYd 3ZtiZN0yV tOT7315hb X1jc6u4Xd rZ3ds/KB8e NW2SGYENk ajEPITcop IaGyRJ4UN qkMehwlY4 upnVW49orE z0PY1T7MZ 8oGUkBSdn NTpPSLxXr vhVfy62Ck EOFchV75W /Ov1EZDFqE opb2w78lL oTbkgKhdN SJ7OYcjHi A2w71DxG2 53Ml52yM+f 0WZQY9zSx uft7YsJja 8dx6DpjTk O7XJuZ/9X aGUXX3YnU aUaoxeKjKF OMEja7nPW lQUFq7IAL I92uTAy54 YJcPiUXQr B88io0L6qB 47vLSo3lc RThBE7hHA K4ghrcQh0 aIEDCM7zC m6e9F+/d+1 i0Frx85hj +yPv8Ad5G jpo=</lat exit><late xit sha1_ base64="n /OWVFQm8sZ 8sncRtGG9 WVOdt/k=" >AAAB7Hic bZA9SwNBE Ibn4leMX1F Lm8UgWIU7 EbQM2FhGM ImQhLC3mU uW7O0du3N CDPkNNhaK 2PqD7Pw3bp IrNPGFhYd 3ZtiZN0yV tOT7315hb X1jc6u4Xd rZ3ds/KB8e NW2SGYENk ajEPITcop IaGyRJ4UN qkMehwlY4 upnVW49orE z0PY1T7MZ 8oGUkBSdn NTpPSLxXr vhVfy62Ck EOFchV75W /Ov1EZDFqE opb2w78lL oTbkgKhdN SJ7OYcjHi A2w71DxG2 53Ml52yM+f 0WZQY9zSx uft7YsJja 8dx6DpjTk O7XJuZ/9X aGUXX3YnU aUaoxeKjKF OMEja7nPW lQUFq7IAL I92uTAy54 YJcPiUXQr B88io0L6qB 47vLSo3lc RThBE7hHA K4ghrcQh0 aIEDCM7zC m6e9F+/d+1 i0Frx85hj +yPv8Ad5G jpo=</lat exit><late xit sha1_ base64="n /OWVFQm8sZ 8sncRtGG9 WVOdt/k=" >AAAB7Hic bZA9SwNBE Ibn4leMX1F Lm8UgWIU7 EbQM2FhGM ImQhLC3mU uW7O0du3N CDPkNNhaK 2PqD7Pw3bp IrNPGFhYd 3ZtiZN0yV tOT7315hb X1jc6u4Xd rZ3ds/KB8e NW2SGYENk ajEPITcop IaGyRJ4UN qkMehwlY4 upnVW49orE z0PY1T7MZ 8oGUkBSdn NTpPSLxXr vhVfy62Ck EOFchV75W /Ov1EZDFqE opb2w78lL oTbkgKhdN SJ7OYcjHi A2w71DxG2 53Ml52yM+f 0WZQY9zSx uft7YsJja 8dx6DpjTk O7XJuZ/9X aGUXX3YnU aUaoxeKjKF OMEja7nPW lQUFq7IAL I92uTAy54 YJcPiUXQr B88io0L6qB 47vLSo3lc RThBE7hHA K4ghrcQh0 aIEDCM7zC m6e9F+/d+1 i0Frx85hj +yPv8Ad5G jpo=</lat exit>
s
<late xit sha1_ base64="O p5khZmDCWq BdI9JL2Yd 9xCvI70=" >AAAB6Hic bZBNS8NAE IYn9avWr6p HL4tF8FQS EfRY8OKxB dMW2lA220 m7drMJuxu hhP4CLx4U 8epP8ua/cd vmoK0vLDy 8M8POvGEq uDau++2UN ja3tnfKu5 W9/YPDo+rx SVsnmWLos 0QkqhtSjY JL9A03Aru pQhqHAjvh 5G5e7zyh0j yRD2aaYhD TkeQRZ9RY q6UH1Zpbd xci6+AVUI NCzUH1qz9 MWBajNExQr Xuem5ogp8 pwJnBW6Wc aU8omdIQ9 i5LGqIN8s eiMXFhnSKJ E2ScNWbi/ J3Iaaz2NQ 9sZUzPWq7 W5+V+tl5n oNsi5TDOD ki0/ijJBTE LmV5MhV8i MmFqgTHG7 K2FjqigzN puKDcFbPX kd2ld1z3Lr utYgRRxlO INzuAQPbq AB99AEHxg gPMMrvDmP zovz7nwsW0 tOMXMKf+R 8/gDUbYzV </latexit ><late xit sha1_ base64="O p5khZmDCWq BdI9JL2Yd 9xCvI70=" >AAAB6Hic bZBNS8NAE IYn9avWr6p HL4tF8FQS EfRY8OKxB dMW2lA220 m7drMJuxu hhP4CLx4U 8epP8ua/cd vmoK0vLDy 8M8POvGEq uDau++2UN ja3tnfKu5 W9/YPDo+rx SVsnmWLos 0QkqhtSjY JL9A03Aru pQhqHAjvh 5G5e7zyh0j yRD2aaYhD TkeQRZ9RY q6UH1Zpbd xci6+AVUI NCzUH1qz9 MWBajNExQr Xuem5ogp8 pwJnBW6Wc aU8omdIQ9 i5LGqIN8s eiMXFhnSKJ E2ScNWbi/ J3Iaaz2NQ 9sZUzPWq7 W5+V+tl5n oNsi5TDOD ki0/ijJBTE LmV5MhV8i MmFqgTHG7 K2FjqigzN puKDcFbPX kd2ld1z3Lr utYgRRxlO INzuAQPbq AB99AEHxg gPMMrvDmP zovz7nwsW0 tOMXMKf+R 8/gDUbYzV </latexit ><late xit sha1_ base64="O p5khZmDCWq BdI9JL2Yd 9xCvI70=" >AAAB6Hic bZBNS8NAE IYn9avWr6p HL4tF8FQS EfRY8OKxB dMW2lA220 m7drMJuxu hhP4CLx4U 8epP8ua/cd vmoK0vLDy 8M8POvGEq uDau++2UN ja3tnfKu5 W9/YPDo+rx SVsnmWLos 0QkqhtSjY JL9A03Aru pQhqHAjvh 5G5e7zyh0j yRD2aaYhD TkeQRZ9RY q6UH1Zpbd xci6+AVUI NCzUH1qz9 MWBajNExQr Xuem5ogp8 pwJnBW6Wc aU8omdIQ9 i5LGqIN8s eiMXFhnSKJ E2ScNWbi/ J3Iaaz2NQ 9sZUzPWq7 W5+V+tl5n oNsi5TDOD ki0/ijJBTE LmV5MhV8i MmFqgTHG7 K2FjqigzN puKDcFbPX kd2ld1z3Lr utYgRRxlO INzuAQPbq AB99AEHxg gPMMrvDmP zovz7nwsW0 tOMXMKf+R 8/gDUbYzV </latexit ><late xit sha1_ base64="O p5khZmDCWq BdI9JL2Yd 9xCvI70=" >AAAB6Hic bZBNS8NAE IYn9avWr6p HL4tF8FQS EfRY8OKxB dMW2lA220 m7drMJuxu hhP4CLx4U 8epP8ua/cd vmoK0vLDy 8M8POvGEq uDau++2UN ja3tnfKu5 W9/YPDo+rx SVsnmWLos 0QkqhtSjY JL9A03Aru pQhqHAjvh 5G5e7zyh0j yRD2aaYhD TkeQRZ9RY q6UH1Zpbd xci6+AVUI NCzUH1qz9 MWBajNExQr Xuem5ogp8 pwJnBW6Wc aU8omdIQ9 i5LGqIN8s eiMXFhnSKJ E2ScNWbi/ J3Iaaz2NQ 9sZUzPWq7 W5+V+tl5n oNsi5TDOD ki0/ijJBTE LmV5MhV8i MmFqgTHG7 K2FjqigzN puKDcFbPX kd2ld1z3Lr utYgRRxlO INzuAQPbq AB99AEHxg gPMMrvDmP zovz7nwsW0 tOMXMKf+R 8/gDUbYzV </latexit >
a
<late xit sha1_ base64="G ZBfHqG9iPw OHzM1kWCz nZTKTlw=" >AAAB6Hic bZBNS8NAE IYn9avWr6p HL4tF8FQS EfRY8OKxB dMW2lA220 m7drMJuxu hhP4CLx4U 8epP8ua/cd vmoK0vLDy 8M8POvGEq uDau++2UN ja3tnfKu5 W9/YPDo+rx SVsnmWLos 0QkqhtSjY JL9A03Aru pQhqHAjvh 5G5e7zyh0j yRD2aaYhD TkeQRZ9RY q0UH1Zpbd xci6+AVUI NCzUH1qz9 MWBajNExQr Xuem5ogp8 pwJnBW6Wc aU8omdIQ9 i5LGqIN8s eiMXFhnSKJ E2ScNWbi/ J3Iaaz2NQ 9sZUzPWq7 W5+V+tl5n oNsi5TDOD ki0/ijJBTE LmV5MhV8i MmFqgTHG7 K2FjqigzN puKDcFbPX kd2ld1z3Lr utYgRRxlO INzuAQPbq AB99AEHxg gPMMrvDmP zovz7nwsW0 tOMXMKf+R 8/gC5JYzD </latexit ><late xit sha1_ base64="G ZBfHqG9iPw OHzM1kWCz nZTKTlw=" >AAAB6Hic bZBNS8NAE IYn9avWr6p HL4tF8FQS EfRY8OKxB dMW2lA220 m7drMJuxu hhP4CLx4U 8epP8ua/cd vmoK0vLDy 8M8POvGEq uDau++2UN ja3tnfKu5 W9/YPDo+rx SVsnmWLos 0QkqhtSjY JL9A03Aru pQhqHAjvh 5G5e7zyh0j yRD2aaYhD TkeQRZ9RY q0UH1Zpbd xci6+AVUI NCzUH1qz9 MWBajNExQr Xuem5ogp8 pwJnBW6Wc aU8omdIQ9 i5LGqIN8s eiMXFhnSKJ E2ScNWbi/ J3Iaaz2NQ 9sZUzPWq7 W5+V+tl5n oNsi5TDOD ki0/ijJBTE LmV5MhV8i MmFqgTHG7 K2FjqigzN puKDcFbPX kd2ld1z3Lr utYgRRxlO INzuAQPbq AB99AEHxg gPMMrvDmP zovz7nwsW0 tOMXMKf+R 8/gC5JYzD </latexit ><late xit sha1_ base64="G ZBfHqG9iPw OHzM1kWCz nZTKTlw=" >AAAB6Hic bZBNS8NAE IYn9avWr6p HL4tF8FQS EfRY8OKxB dMW2lA220 m7drMJuxu hhP4CLx4U 8epP8ua/cd vmoK0vLDy 8M8POvGEq uDau++2UN ja3tnfKu5 W9/YPDo+rx SVsnmWLos 0QkqhtSjY JL9A03Aru pQhqHAjvh 5G5e7zyh0j yRD2aaYhD TkeQRZ9RY q0UH1Zpbd xci6+AVUI NCzUH1qz9 MWBajNExQr Xuem5ogp8 pwJnBW6Wc aU8omdIQ9 i5LGqIN8s eiMXFhnSKJ E2ScNWbi/ J3Iaaz2NQ 9sZUzPWq7 W5+V+tl5n oNsi5TDOD ki0/ijJBTE LmV5MhV8i MmFqgTHG7 K2FjqigzN puKDcFbPX kd2ld1z3Lr utYgRRxlO INzuAQPbq AB99AEHxg gPMMrvDmP zovz7nwsW0 tOMXMKf+R 8/gC5JYzD </latexit ><late xit sha1_ base64="G ZBfHqG9iPw OHzM1kWCz nZTKTlw=" >AAAB6Hic bZBNS8NAE IYn9avWr6p HL4tF8FQS EfRY8OKxB dMW2lA220 m7drMJuxu hhP4CLx4U 8epP8ua/cd vmoK0vLDy 8M8POvGEq uDau++2UN ja3tnfKu5 W9/YPDo+rx SVsnmWLos 0QkqhtSjY JL9A03Aru pQhqHAjvh 5G5e7zyh0j yRD2aaYhD TkeQRZ9RY q0UH1Zpbd xci6+AVUI NCzUH1qz9 MWBajNExQr Xuem5ogp8 pwJnBW6Wc aU8omdIQ9 i5LGqIN8s eiMXFhnSKJ E2ScNWbi/ J3Iaaz2NQ 9sZUzPWq7 W5+V+tl5n oNsi5TDOD ki0/ijJBTE LmV5MhV8i MmFqgTHG7 K2FjqigzN puKDcFbPX kd2ld1z3Lr utYgRRxlO INzuAQPbq AB99AEHxg gPMMrvDmP zovz7nwsW0 tOMXMKf+R 8/gC5JYzD </latexit >
v
<late xit sha1_ base64="F EFqp7LWY1H ae4pKF7pF w97BdOE=" >AAAB6Hic bZBNS8NAE IYn9avWr6p HL4tF8FQS Eeqx4MVjC /YD2lA220 m7drMJu5t CCf0FXjwo 4tWf5M1/47 bNQVtfWHh 4Z4adeYNE cG1c99spb G3v7O4V90 sHh0fHJ+XT s7aOU8Wwx WIRq25ANQ ousWW4Edh NFNIoENgJ JveLemeKSv NYPppZgn5 ER5KHnFFj reZ0UK64V XcpsgleDh XI1RiUv/r DmKURSsME1 brnuYnxM6 oMZwLnpX6 qMaFsQkfY syhphNrPl ovOyZV1hiS MlX3SkKX7 eyKjkdazK LCdETVjvV 5bmP/Veqk J7/yMyyQ1 KNnqozAVxM RkcTUZcoX MiJkFyhS3 uxI2pooyY 7Mp2RC89Z M3oX1T9Sw3 byt1ksdRh Au4hGvwoA Z1eIAGtIA BwjO8wpvz 5Lw4787Hqr Xg5DPn8Ef O5w/Y+YzY </latexit ><late xit sha1_ base64="F EFqp7LWY1H ae4pKF7pF w97BdOE=" >AAAB6Hic bZBNS8NAE IYn9avWr6p HL4tF8FQS Eeqx4MVjC /YD2lA220 m7drMJu5t CCf0FXjwo 4tWf5M1/47 bNQVtfWHh 4Z4adeYNE cG1c99spb G3v7O4V90 sHh0fHJ+XT s7aOU8Wwx WIRq25ANQ ousWW4Edh NFNIoENgJ JveLemeKSv NYPppZgn5 ER5KHnFFj reZ0UK64V XcpsgleDh XI1RiUv/r DmKURSsME1 brnuYnxM6 oMZwLnpX6 qMaFsQkfY syhphNrPl ovOyZV1hiS MlX3SkKX7 eyKjkdazK LCdETVjvV 5bmP/Veqk J7/yMyyQ1 KNnqozAVxM RkcTUZcoX MiJkFyhS3 uxI2pooyY 7Mp2RC89Z M3oX1T9Sw3 byt1ksdRh Au4hGvwoA Z1eIAGtIA BwjO8wpvz 5Lw4787Hqr Xg5DPn8Ef O5w/Y+YzY </latexit ><late xit sha1_ base64="F EFqp7LWY1H ae4pKF7pF w97BdOE=" >AAAB6Hic bZBNS8NAE IYn9avWr6p HL4tF8FQS Eeqx4MVjC /YD2lA220 m7drMJu5t CCf0FXjwo 4tWf5M1/47 bNQVtfWHh 4Z4adeYNE cG1c99spb G3v7O4V90 sHh0fHJ+XT s7aOU8Wwx WIRq25ANQ ousWW4Edh NFNIoENgJ JveLemeKSv NYPppZgn5 ER5KHnFFj reZ0UK64V XcpsgleDh XI1RiUv/r DmKURSsME1 brnuYnxM6 oMZwLnpX6 qMaFsQkfY syhphNrPl ovOyZV1hiS MlX3SkKX7 eyKjkdazK LCdETVjvV 5bmP/Veqk J7/yMyyQ1 KNnqozAVxM RkcTUZcoX MiJkFyhS3 uxI2pooyY 7Mp2RC89Z M3oX1T9Sw3 byt1ksdRh Au4hGvwoA Z1eIAGtIA BwjO8wpvz 5Lw4787Hqr Xg5DPn8Ef O5w/Y+YzY </latexit ><late xit sha1_ base64="F EFqp7LWY1H ae4pKF7pF w97BdOE=" >AAAB6Hic bZBNS8NAE IYn9avWr6p HL4tF8FQS Eeqx4MVjC /YD2lA220 m7drMJu5t CCf0FXjwo 4tWf5M1/47 bNQVtfWHh 4Z4adeYNE cG1c99spb G3v7O4V90 sHh0fHJ+XT s7aOU8Wwx WIRq25ANQ ousWW4Edh NFNIoENgJ JveLemeKSv NYPppZgn5 ER5KHnFFj reZ0UK64V XcpsgleDh XI1RiUv/r DmKURSsME1 brnuYnxM6 oMZwLnpX6 qMaFsQkfY syhphNrPl ovOyZV1hiS MlX3SkKX7 eyKjkdazK LCdETVjvV 5bmP/Veqk J7/yMyyQ1 KNnqozAVxM RkcTUZcoX MiJkFyhS3 uxI2pooyY 7Mp2RC89Z M3oX1T9Sw3 byt1ksdRh Au4hGvwoA Z1eIAGtIA BwjO8wpvz 5Lw4787Hqr Xg5DPn8Ef O5w/Y+YzY </latexit >✓
<la texi t sha 1_bas e64= "oAZt UFR9 eIv/r GChy/ Vq+C 9s+IY =">A AAB7X icbZ BNSwM xEIaz ftb6 VfXoJ VgET 2VXBD 0WvHi sYD+ gXUo2 nW1j s8mSz Apl6X /w4k ERr/4 fb/4 b03YP 2vpC4 OGdG TLzRq kUFn 3/21t b39jc 2i7t lHf39 g8OK 0fHLa szw6 HJtdS mEzEL Uiho okAJn dQAS yIJ7W h8O6u 3n8B YodUD TlII EzZUI hacob NaPR wBsn6 l6tf 8uegq BAVUS aFGv /LVG2 ieJa CQS2Z tN/BT DHNm UHAJ0 3Ivs 5AyPm ZD6D pULAE b5vNt p/Tc OQMaa +OeQ jp3f0 /kLLF 2kkS uM2E4 ssu1 mflfr ZthfB PmQq UZguK Lj+J MUtR0 djodC AMc5 cQB40 a4XS kfMcM 4uoDK LoRg +eRVa F3WA sf3V9 U6Le IokVN yRi5I QK5J ndyRB mkST h7JM3 klb57 2Xrx 372PR uuYV Myfkj 7zPH5 m/jw Y=</l atex it><la texi t sha 1_bas e64= "oAZt UFR9 eIv/r GChy/ Vq+C 9s+IY =">A AAB7X icbZ BNSwM xEIaz ftb6 VfXoJ VgET 2VXBD 0WvHi sYD+ gXUo2 nW1j s8mSz Apl6X /w4k ERr/4 fb/4 b03YP 2vpC4 OGdG TLzRq kUFn 3/21t b39jc 2i7t lHf39 g8OK 0fHLa szw6 HJtdS mEzEL Uiho okAJn dQAS yIJ7W h8O6u 3n8B YodUD TlII EzZUI hacob NaPR wBsn6 l6tf 8uegq BAVUS aFGv /LVG2 ieJa CQS2Z tN/BT DHNm UHAJ0 3Ivs 5AyPm ZD6D pULAE b5vNt p/Tc OQMaa +OeQ jp3f0 /kLLF 2kkS uM2E4 ssu1 mflfr ZthfB PmQq UZguK Lj+J MUtR0 djodC AMc5 cQB40 a4XS kfMcM 4uoDK LoRg +eRVa F3WA sf3V9 U6Le IokVN yRi5I QK5J ndyRB mkST h7JM3 klb57 2Xrx 372PR uuYV Myfkj 7zPH5 m/jw Y=</l atex it><la texi t sha 1_bas e64= "oAZt UFR9 eIv/r GChy/ Vq+C 9s+IY =">A AAB7X icbZ BNSwM xEIaz ftb6 VfXoJ VgET 2VXBD 0WvHi sYD+ gXUo2 nW1j s8mSz Apl6X /w4k ERr/4 fb/4 b03YP 2vpC4 OGdG TLzRq kUFn 3/21t b39jc 2i7t lHf39 g8OK 0fHLa szw6 HJtdS mEzEL Uiho okAJn dQAS yIJ7W h8O6u 3n8B YodUD TlII EzZUI hacob NaPR wBsn6 l6tf 8uegq BAVUS aFGv /LVG2 ieJa CQS2Z tN/BT DHNm UHAJ0 3Ivs 5AyPm ZD6D pULAE b5vNt p/Tc OQMaa +OeQ jp3f0 /kLLF 2kkS uM2E4 ssu1 mflfr ZthfB PmQq UZguK Lj+J MUtR0 djodC AMc5 cQB40 a4XS kfMcM 4uoDK LoRg +eRVa F3WA sf3V9 U6Le IokVN yRi5I QK5J ndyRB mkST h7JM3 klb57 2Xrx 372PR uuYV Myfkj 7zPH5 m/jw Y=</l atex it><la texi t sha 1_bas e64= "oAZt UFR9 eIv/r GChy/ Vq+C 9s+IY =">A AAB7X icbZ BNSwM xEIaz ftb6 VfXoJ VgET 2VXBD 0WvHi sYD+ gXUo2 nW1j s8mSz Apl6X /w4k ERr/4 fb/4 b03YP 2vpC4 OGdG TLzRq kUFn 3/21t b39jc 2i7t lHf39 g8OK 0fHLa szw6 HJtdS mEzEL Uiho okAJn dQAS yIJ7W h8O6u 3n8B YodUD TlII EzZUI hacob NaPR wBsn6 l6tf 8uegq BAVUS aFGv /LVG2 ieJa CQS2Z tN/BT DHNm UHAJ0 3Ivs 5AyPm ZD6D pULAE b5vNt p/Tc OQMaa +OeQ jp3f0 /kLLF 2kkS uM2E4 ssu1 mflfr ZthfB PmQq UZguK Lj+J MUtR0 djodC AMc5 cQB40 a4XS kfMcM 4uoDK LoRg +eRVa F3WA sf3V9 U6Le IokVN yRi5I QK5J ndyRB mkST h7JM3 klb57 2Xrx 372PR uuYV Myfkj 7zPH5 m/jw Y=</l atex it>
…
Measurement
PID
Planner
vw
<latexit s ha1_base64="jjK4Y8 LFTiux8cf5hPPlcLo0 qjw=">AAAB6nicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEeqx4MVjRfsBbS ib7aZdutmE3UmlhP4E Lx4U8eov8ua/cdvmoK 0vLDy8M8POvEEihUHX/ XYKG5tb2zvF3dLe/sH hUfn4pGXiVDPeZLGMd SeghkuheBMFSt5JNKdR IHk7GN/O6+0J10bE6h GnCfcjOlQiFIyitR4m /ad+ueJW3YXIOng5VCB Xo1/+6g1ilkZcIZPUm K7nJuhnVKNgks9KvdTw hLIxHfKuRUUjbvxsse qMXFhnQMJY26eQLNzf ExmNjJlGge2MKI7Mam1 u/lfrphje+JlQSYpcs eVHYSoJxmR+NxkIzRn KqQXKtLC7EjaimjK06Z RsCN7qyevQuqp6lu+v K3WSx1GEMziHS/CgBnW 4gwY0gcEQnuEV3hzpv DjvzseyteDkM6fwR87 nD2iEjcI=</latexit><latexit s ha1_base64="jjK4Y8 LFTiux8cf5hPPlcLo0 qjw=">AAAB6nicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEeqx4MVjRfsBbS ib7aZdutmE3UmlhP4E Lx4U8eov8ua/cdvmoK 0vLDy8M8POvEEihUHX/ XYKG5tb2zvF3dLe/sH hUfn4pGXiVDPeZLGMd SeghkuheBMFSt5JNKdR IHk7GN/O6+0J10bE6h GnCfcjOlQiFIyitR4m /ad+ueJW3YXIOng5VCB Xo1/+6g1ilkZcIZPUm K7nJuhnVKNgks9KvdTw hLIxHfKuRUUjbvxsse qMXFhnQMJY26eQLNzf ExmNjJlGge2MKI7Mam1 u/lfrphje+JlQSYpcs eVHYSoJxmR+NxkIzRn KqQXKtLC7EjaimjK06Z RsCN7qyevQuqp6lu+v K3WSx1GEMziHS/CgBnW 4gwY0gcEQnuEV3hzpv DjvzseyteDkM6fwR87 nD2iEjcI=</latexit><latexit s ha1_base64="jjK4Y8 LFTiux8cf5hPPlcLo0 qjw=">AAAB6nicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEeqx4MVjRfsBbS ib7aZdutmE3UmlhP4E Lx4U8eov8ua/cdvmoK 0vLDy8M8POvEEihUHX/ XYKG5tb2zvF3dLe/sH hUfn4pGXiVDPeZLGMd SeghkuheBMFSt5JNKdR IHk7GN/O6+0J10bE6h GnCfcjOlQiFIyitR4m /ad+ueJW3YXIOng5VCB Xo1/+6g1ilkZcIZPUm K7nJuhnVKNgks9KvdTw hLIxHfKuRUUjbvxsse qMXFhnQMJY26eQLNzf ExmNjJlGge2MKI7Mam1 u/lfrphje+JlQSYpcs eVHYSoJxmR+NxkIzRn KqQXKtLC7EjaimjK06Z RsCN7qyevQuqp6lu+v K3WSx1GEMziHS/CgBnW 4gwY0gcEQnuEV3hzpv DjvzseyteDkM6fwR87 nD2iEjcI=</latexit><latexit s ha1_base64="jjK4Y8 LFTiux8cf5hPPlcLo0 qjw=">AAAB6nicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEeqx4MVjRfsBbS ib7aZdutmE3UmlhP4E Lx4U8eov8ua/cdvmoK 0vLDy8M8POvEEihUHX/ XYKG5tb2zvF3dLe/sH hUfn4pGXiVDPeZLGMd SeghkuheBMFSt5JNKdR IHk7GN/O6+0J10bE6h GnCfcjOlQiFIyitR4m /ad+ueJW3YXIOng5VCB Xo1/+6g1ilkZcIZPUm K7nJuhnVKNgks9KvdTw hLIxHfKuRUUjbvxsse qMXFhnQMJY26eQLNzf ExmNjJlGge2MKI7Mam1 u/lfrphje+JlQSYpcs eVHYSoJxmR+NxkIzRn KqQXKtLC7EjaimjK06Z RsCN7qyevQuqp6lu+v K3WSx1GEMziHS/CgBnW 4gwY0gcEQnuEV3hzpv DjvzseyteDkM6fwR87 nD2iEjcI=</latexit>
vp
<latexit s ha1_base64="QVbRVN kOL5BBvxfCDgzK2MY3 RUk=">AAAB6nicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEfRY8OKxov2ANp TNdtMu3WzC7qRQQn+C Fw+KePUXefPfuE1z0N YXFh7emWFn3iCRwqDrf juljc2t7Z3ybmVv/+D wqHp80jZxqhlvsVjGu htQw6VQvIUCJe8mmtMo kLwTTO4W9c6UayNi9Y SzhPsRHSkRCkbRWo/T QTKo1ty6m4usg1dADQo 1B9Wv/jBmacQVMkmN6 Xlugn5GNQom+bzSTw1P KJvQEe9ZVDTixs/yVe fkwjpDEsbaPoUkd39P ZDQyZhYFtjOiODartYX 5X62XYnjrZ0IlKXLFl h+FqSQYk8XdZCg0Zyh nFijTwu5K2JhqytCmU7 EheKsnr0P7qu5Zfriu NUgRRxnO4BwuwYMbaMA 9NKEFDEbwDK/w5kjnx Xl3PpatJaeYOYU/cj5 /AF3ojbs=</latexit><latexit s ha1_base64="QVbRVN kOL5BBvxfCDgzK2MY3 RUk=">AAAB6nicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEfRY8OKxov2ANp TNdtMu3WzC7qRQQn+C Fw+KePUXefPfuE1z0N YXFh7emWFn3iCRwqDrf juljc2t7Z3ybmVv/+D wqHp80jZxqhlvsVjGu htQw6VQvIUCJe8mmtMo kLwTTO4W9c6UayNi9Y SzhPsRHSkRCkbRWo/T QTKo1ty6m4usg1dADQo 1B9Wv/jBmacQVMkmN6 Xlugn5GNQom+bzSTw1P KJvQEe9ZVDTixs/yVe fkwjpDEsbaPoUkd39P ZDQyZhYFtjOiODartYX 5X62XYnjrZ0IlKXLFl h+FqSQYk8XdZCg0Zyh nFijTwu5K2JhqytCmU7 EheKsnr0P7qu5Zfriu NUgRRxnO4BwuwYMbaMA 9NKEFDEbwDK/w5kjnx Xl3PpatJaeYOYU/cj5 /AF3ojbs=</latexit><latexit s ha1_base64="QVbRVN kOL5BBvxfCDgzK2MY3 RUk=">AAAB6nicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEfRY8OKxov2ANp TNdtMu3WzC7qRQQn+C Fw+KePUXefPfuE1z0N YXFh7emWFn3iCRwqDrf juljc2t7Z3ybmVv/+D wqHp80jZxqhlvsVjGu htQw6VQvIUCJe8mmtMo kLwTTO4W9c6UayNi9Y SzhPsRHSkRCkbRWo/T QTKo1ty6m4usg1dADQo 1B9Wv/jBmacQVMkmN6 Xlugn5GNQom+bzSTw1P KJvQEe9ZVDTixs/yVe fkwjpDEsbaPoUkd39P ZDQyZhYFtjOiODartYX 5X62XYnjrZ0IlKXLFl h+FqSQYk8XdZCg0Zyh nFijTwu5K2JhqytCmU7 EheKsnr0P7qu5Zfriu NUgRRxnO4BwuwYMbaMA 9NKEFDEbwDK/w5kjnx Xl3PpatJaeYOYU/cj5 /AF3ojbs=</latexit><latexit s ha1_base64="QVbRVN kOL5BBvxfCDgzK2MY3 RUk=">AAAB6nicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEfRY8OKxov2ANp TNdtMu3WzC7qRQQn+C Fw+KePUXefPfuE1z0N YXFh7emWFn3iCRwqDrf juljc2t7Z3ybmVv/+D wqHp80jZxqhlvsVjGu htQw6VQvIUCJe8mmtMo kLwTTO4W9c6UayNi9Y SzhPsRHSkRCkbRWo/T QTKo1ty6m4usg1dADQo 1B9Wv/jBmacQVMkmN6 Xlugn5GNQom+bzSTw1P KJvQEe9ZVDTixs/yVe fkwjpDEsbaPoUkd39P ZDQyZhYFtjOiODartYX 5X62XYnjrZ0IlKXLFl h+FqSQYk8XdZCg0Zyh nFijTwu5K2JhqytCmU7 EheKsnr0P7qu5Zfriu NUgRRxnO4BwuwYMbaMA 9NKEFDEbwDK/w5kjnx Xl3PpatJaeYOYU/cj5 /AF3ojbs=</latexit>
ub
<latexit s ha1_base64="iR4GzI 46SBwj2hkB8WFYrcYS HzM=">AAAB6nicbZBNS wMxEIYn9avWr6pHL8E ieCq7Iuix4MVjRVsL7V Ky6Wwbms0uSVYoS3+C Fw+KePUXefPfmLZ70N YXAg/vzJCZN0ylMNbzv klpbX1jc6u8XdnZ3ds /qB4etU2SaY4tnshEd 0JmUAqFLSusxE6qkcWh xMdwfDOrPz6hNiJRD3 aSYhCzoRKR4Mw66z7r h/1qzat7c9FV8AuoQaF mv/rVGyQ8i1FZLpkxX d9LbZAzbQWXOK30MoMp 42M2xK5DxWI0QT5fdU rPnDOgUaLdU5bO3d8T OYuNmcSh64yZHZnl2sz 8r9bNbHQd5EKlmUXFF x9FmaQ2obO76UBo5FZ OHDCuhduV8hHTjFuXTs WF4C+fvArti7rv+O6y 1qBFHGU4gVM4Bx+uoAG 30IQWcBjCM7zCG5Hkh byTj0VriRQzx/BH5PM HRyqNrA==</latexit><latexit s ha1_base64="iR4GzI 46SBwj2hkB8WFYrcYS HzM=">AAAB6nicbZBNS wMxEIYn9avWr6pHL8E ieCq7Iuix4MVjRVsL7V Ky6Wwbms0uSVYoS3+C Fw+KePUXefPfmLZ70N YXAg/vzJCZN0ylMNbzv klpbX1jc6u8XdnZ3ds /qB4etU2SaY4tnshEd 0JmUAqFLSusxE6qkcWh xMdwfDOrPz6hNiJRD3 aSYhCzoRKR4Mw66z7r h/1qzat7c9FV8AuoQaF mv/rVGyQ8i1FZLpkxX d9LbZAzbQWXOK30MoMp 42M2xK5DxWI0QT5fdU rPnDOgUaLdU5bO3d8T OYuNmcSh64yZHZnl2sz 8r9bNbHQd5EKlmUXFF x9FmaQ2obO76UBo5FZ OHDCuhduV8hHTjFuXTs WF4C+fvArti7rv+O6y 1qBFHGU4gVM4Bx+uoAG 30IQWcBjCM7zCG5Hkh byTj0VriRQzx/BH5PM HRyqNrA==</latexit><latexit s ha1_base64="iR4GzI 46SBwj2hkB8WFYrcYS HzM=">AAAB6nicbZBNS wMxEIYn9avWr6pHL8E ieCq7Iuix4MVjRVsL7V Ky6Wwbms0uSVYoS3+C Fw+KePUXefPfmLZ70N YXAg/vzJCZN0ylMNbzv klpbX1jc6u8XdnZ3ds /qB4etU2SaY4tnshEd 0JmUAqFLSusxE6qkcWh xMdwfDOrPz6hNiJRD3 aSYhCzoRKR4Mw66z7r h/1qzat7c9FV8AuoQaF mv/rVGyQ8i1FZLpkxX d9LbZAzbQWXOK30MoMp 42M2xK5DxWI0QT5fdU rPnDOgUaLdU5bO3d8T OYuNmcSh64yZHZnl2sz 8r9bNbHQd5EKlmUXFF x9FmaQ2obO76UBo5FZ OHDCuhduV8hHTjFuXTs WF4C+fvArti7rv+O6y 1qBFHGU4gVM4Bx+uoAG 30IQWcBjCM7zCG5Hkh byTj0VriRQzx/BH5PM HRyqNrA==</latexit><latexit s ha1_base64="iR4GzI 46SBwj2hkB8WFYrcYS HzM=">AAAB6nicbZBNS wMxEIYn9avWr6pHL8E ieCq7Iuix4MVjRVsL7V Ky6Wwbms0uSVYoS3+C Fw+KePUXefPfmLZ70N YXAg/vzJCZN0ylMNbzv klpbX1jc6u8XdnZ3ds /qB4etU2SaY4tnshEd 0JmUAqFLSusxE6qkcWh xMdwfDOrPz6hNiJRD3 aSYhCzoRKR4Mw66z7r h/1qzat7c9FV8AuoQaF mv/rVGyQ8i1FZLpkxX d9LbZAzbQWXOK30MoMp 42M2xK5DxWI0QT5fdU rPnDOgUaLdU5bO3d8T OYuNmcSh64yZHZnl2sz 8r9bNbHQd5EKlmUXFF x9FmaQ2obO76UBo5FZ OHDCuhduV8hHTjFuXTs WF4C+fvArti7rv+O6y 1qBFHGU4gVM4Bx+uoAG 30IQWcBjCM7zCG5Hkh byTj0VriRQzx/BH5PM HRyqNrA==</latexit>
u 
<latexit s ha1_base64="Y/FeR6 BjBD/1v4yUaHYmStvB Yfs=">AAAB7XicbZBNS wMxEIZn/az1q+rRS7A InsquCHosePFYwX5Au5 RsOtvGZpMlyQpl6X/w 4kERr/4fb/4b03YP2v pC4OGdGTLzRqngxvr+t 7e2vrG5tV3aKe/u7R8 cVo6OW0ZlmmGTKaF0J 6IGBZfYtNwK7KQaaRIJ bEfj21m9/YTacCUf7C TFMKFDyWPOqHVWK+v3 0hHvV6p+zZ+LrEJQQBU KNfqVr95AsSxBaZmgx nQDP7VhTrXlTOC03MsM ppSN6RC7DiVN0IT5fN spOXfOgMRKuyctmbu/ J3KaGDNJIteZUDsyy7W Z+V+tm9n4Jsy5TDOLk i0+ijNBrCKz08mAa2R WTBxQprnblbAR1ZRZF1 DZhRAsn7wKrcta4Pj+ qlonRRwlOIUzuIAArqE Od9CAJjB4hGd4hTdPe S/eu/exaF3zipkT+CP v8weYSo8F</latexit><latexit s ha1_base64="Y/FeR6 BjBD/1v4yUaHYmStvB Yfs=">AAAB7XicbZBNS wMxEIZn/az1q+rRS7A InsquCHosePFYwX5Au5 RsOtvGZpMlyQpl6X/w 4kERr/4fb/4b03YP2v pC4OGdGTLzRqngxvr+t 7e2vrG5tV3aKe/u7R8 cVo6OW0ZlmmGTKaF0J 6IGBZfYtNwK7KQaaRIJ bEfj21m9/YTacCUf7C TFMKFDyWPOqHVWK+v3 0hHvV6p+zZ+LrEJQQBU KNfqVr95AsSxBaZmgx nQDP7VhTrXlTOC03MsM ppSN6RC7DiVN0IT5fN spOXfOgMRKuyctmbu/ J3KaGDNJIteZUDsyy7W Z+V+tm9n4Jsy5TDOLk i0+ijNBrCKz08mAa2R WTBxQprnblbAR1ZRZF1 DZhRAsn7wKrcta4Pj+ qlonRRwlOIUzuIAArqE Od9CAJjB4hGd4hTdPe S/eu/exaF3zipkT+CP v8weYSo8F</latexit><latexit s ha1_base64="Y/FeR6 BjBD/1v4yUaHYmStvB Yfs=">AAAB7XicbZBNS wMxEIZn/az1q+rRS7A InsquCHosePFYwX5Au5 RsOtvGZpMlyQpl6X/w 4kERr/4fb/4b03YP2v pC4OGdGTLzRqngxvr+t 7e2vrG5tV3aKe/u7R8 cVo6OW0ZlmmGTKaF0J 6IGBZfYtNwK7KQaaRIJ bEfj21m9/YTacCUf7C TFMKFDyWPOqHVWK+v3 0hHvV6p+zZ+LrEJQQBU KNfqVr95AsSxBaZmgx nQDP7VhTrXlTOC03MsM ppSN6RC7DiVN0IT5fN spOXfOgMRKuyctmbu/ J3KaGDNJIteZUDsyy7W Z+V+tm9n4Jsy5TDOLk i0+ijNBrCKz08mAa2R WTBxQprnblbAR1ZRZF1 DZhRAsn7wKrcta4Pj+ qlonRRwlOIUzuIAArqE Od9CAJjB4hGd4hTdPe S/eu/exaF3zipkT+CP v8weYSo8F</latexit><latexit s ha1_base64="Y/FeR6 BjBD/1v4yUaHYmStvB Yfs=">AAAB7XicbZBNS wMxEIZn/az1q+rRS7A InsquCHosePFYwX5Au5 RsOtvGZpMlyQpl6X/w 4kERr/4fb/4b03YP2v pC4OGdGTLzRqngxvr+t 7e2vrG5tV3aKe/u7R8 cVo6OW0ZlmmGTKaF0J 6IGBZfYtNwK7KQaaRIJ bEfj21m9/YTacCUf7C TFMKFDyWPOqHVWK+v3 0hHvV6p+zZ+LrEJQQBU KNfqVr95AsSxBaZmgx nQDP7VhTrXlTOC03MsM ppSN6RC7DiVN0IT5fN spOXfOgMRKuyctmbu/ J3KaGDNJIteZUDsyy7W Z+V+tm9n4Jsy5TDOLk i0+ijNBrCKz08mAa2R WTBxQprnblbAR1ZRZF1 DZhRAsn7wKrcta4Pj+ qlonRRwlOIUzuIAArqE Od9CAJjB4hGd4hTdPe S/eu/exaF3zipkT+CP v8weYSo8F</latexit>
u⇣
<latexit s ha1_base64="BCPSi7 8tDDGU6brEnF1xLxab Tb8=">AAAB7nicbZA9S wNBEIbn4leMX1FLm8U gWIU7EbQM2FhGMImQHG FvM5cs2ftgd06IR36E jYUitv4eO/+Nm+QKTX xh4eGdGXbmDVIlDbnut 1NaW9/Y3CpvV3Z29/Y PqodHbZNkWmBLJCrRD wE3qGSMLZKk8CHVyKNA YScY38zqnUfURibxPU 1S9CM+jGUoBSdrdbJ+ 7wmJ96s1t+7OxVbBK6A GhZr96ldvkIgswpiE4 sZ0PTclP+eapFA4rfQy gykXYz7ErsWYR2j8fL 7ulJ1ZZ8DCRNsXE5u7 vydyHhkziQLbGXEameX azPyv1s0ovPZzGacZY SwWH4WZYpSw2e1sIDU KUhMLXGhpd2VixDUXZB Oq2BC85ZNXoX1R9yzf XdYarIijDCdwCufgwRU 04Baa0AIBY3iGV3hzU ufFeXc+Fq0lp5g5hj9 yPn8AbiePgg==</late xit><latexit s ha1_base64="BCPSi7 8tDDGU6brEnF1xLxab Tb8=">AAAB7nicbZA9S wNBEIbn4leMX1FLm8U gWIU7EbQM2FhGMImQHG FvM5cs2ftgd06IR36E jYUitv4eO/+Nm+QKTX xh4eGdGXbmDVIlDbnut 1NaW9/Y3CpvV3Z29/Y PqodHbZNkWmBLJCrRD wE3qGSMLZKk8CHVyKNA YScY38zqnUfURibxPU 1S9CM+jGUoBSdrdbJ+ 7wmJ96s1t+7OxVbBK6A GhZr96ldvkIgswpiE4 sZ0PTclP+eapFA4rfQy gykXYz7ErsWYR2j8fL 7ulJ1ZZ8DCRNsXE5u7 vydyHhkziQLbGXEameX azPyv1s0ovPZzGacZY SwWH4WZYpSw2e1sIDU KUhMLXGhpd2VixDUXZB Oq2BC85ZNXoX1R9yzf XdYarIijDCdwCufgwRU 04Baa0AIBY3iGV3hzU ufFeXc+Fq0lp5g5hj9 yPn8AbiePgg==</late xit><latexit s ha1_base64="BCPSi7 8tDDGU6brEnF1xLxab Tb8=">AAAB7nicbZA9S wNBEIbn4leMX1FLm8U gWIU7EbQM2FhGMImQHG FvM5cs2ftgd06IR36E jYUitv4eO/+Nm+QKTX xh4eGdGXbmDVIlDbnut 1NaW9/Y3CpvV3Z29/Y PqodHbZNkWmBLJCrRD wE3qGSMLZKk8CHVyKNA YScY38zqnUfURibxPU 1S9CM+jGUoBSdrdbJ+ 7wmJ96s1t+7OxVbBK6A GhZr96ldvkIgswpiE4 sZ0PTclP+eapFA4rfQy gykXYz7ErsWYR2j8fL 7ulJ1ZZ8DCRNsXE5u7 vydyHhkziQLbGXEameX azPyv1s0ovPZzGacZY SwWH4WZYpSw2e1sIDU KUhMLXGhpd2VixDUXZB Oq2BC85ZNXoX1R9yzf XdYarIijDCdwCufgwRU 04Baa0AIBY3iGV3hzU ufFeXc+Fq0lp5g5hj9 yPn8AbiePgg==</late xit><latexit s ha1_base64="BCPSi7 8tDDGU6brEnF1xLxab Tb8=">AAAB7nicbZA9S wNBEIbn4leMX1FLm8U gWIU7EbQM2FhGMImQHG FvM5cs2ftgd06IR36E jYUitv4eO/+Nm+QKTX xh4eGdGXbmDVIlDbnut 1NaW9/Y3CpvV3Z29/Y PqodHbZNkWmBLJCrRD wE3qGSMLZKk8CHVyKNA YScY38zqnUfURibxPU 1S9CM+jGUoBSdrdbJ+ 7wmJ96s1t+7OxVbBK6A GhZr96ldvkIgswpiE4 sZ0PTclP+eapFA4rfQy gykXYz7ErsWYR2j8fL 7ulJ1ZZ8DCRNsXE5u7 vydyHhkziQLbGXEameX azPyv1s0ovPZzGacZY SwWH4WZYpSw2e1sIDU KUhMLXGhpd2VixDUXZB Oq2BC85ZNXoX1R9yzf XdYarIijDCdwCufgwRU 04Baa0AIBY3iGV3hzU ufFeXc+Fq0lp5g5hj9 yPn8AbiePgg==</late xit>
b
<latexit s ha1_base64="0hgz9Q PnLC+SJSX67Htxy1bD f5E=">AAAB6HicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEfRY8OKxBdMW2l A220m7drMJuxuhhP4C Lx4U8epP8ua/cdvmoK 0vLDy8M8POvGEquDau+ +2UNja3tnfKu5W9/YP Do+rxSVsnmWLos0Qkq htSjYJL9A03ArupQhqH Ajvh5G5e7zyh0jyRD2 aaYhDTkeQRZ9RYqxUO qjW37i5E1sEroAaFmoP qV3+YsCxGaZigWvc8N zVBTpXhTOCs0s80ppRN 6Ah7FiWNUQf5YtEZub DOkESJsk8asnB/T+Q0 1noah7YzpmasV2tz879 aLzPRbZBzmWYGJVt+F GWCmITMryZDrpAZMbV AmeJ2V8LGVFFmbDYVG4 K3evI6tK/qnuXWda1B ijjKcAbncAke3EAD7qE JPjBAeIZXeHMenRfn3 flYtpacYuYU/sj5/AG 6qYzE</latexit><latexit s ha1_base64="0hgz9Q PnLC+SJSX67Htxy1bD f5E=">AAAB6HicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEfRY8OKxBdMW2l A220m7drMJuxuhhP4C Lx4U8epP8ua/cdvmoK 0vLDy8M8POvGEquDau+ +2UNja3tnfKu5W9/YP Do+rxSVsnmWLos0Qkq htSjYJL9A03ArupQhqH Ajvh5G5e7zyh0jyRD2 aaYhDTkeQRZ9RYqxUO qjW37i5E1sEroAaFmoP qV3+YsCxGaZigWvc8N zVBTpXhTOCs0s80ppRN 6Ah7FiWNUQf5YtEZub DOkESJsk8asnB/T+Q0 1noah7YzpmasV2tz879 aLzPRbZBzmWYGJVt+F GWCmITMryZDrpAZMbV AmeJ2V8LGVFFmbDYVG4 K3evI6tK/qnuXWda1B ijjKcAbncAke3EAD7qE JPjBAeIZXeHMenRfn3 flYtpacYuYU/sj5/AG 6qYzE</latexit><latexit s ha1_base64="0hgz9Q PnLC+SJSX67Htxy1bD f5E=">AAAB6HicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEfRY8OKxBdMW2l A220m7drMJuxuhhP4C Lx4U8epP8ua/cdvmoK 0vLDy8M8POvGEquDau+ +2UNja3tnfKu5W9/YP Do+rxSVsnmWLos0Qkq htSjYJL9A03ArupQhqH Ajvh5G5e7zyh0jyRD2 aaYhDTkeQRZ9RYqxUO qjW37i5E1sEroAaFmoP qV3+YsCxGaZigWvc8N zVBTpXhTOCs0s80ppRN 6Ah7FiWNUQf5YtEZub DOkESJsk8asnB/T+Q0 1noah7YzpmasV2tz879 aLzPRbZBzmWYGJVt+F GWCmITMryZDrpAZMbV AmeJ2V8LGVFFmbDYVG4 K3evI6tK/qnuXWda1B ijjKcAbncAke3EAD7qE JPjBAeIZXeHMenRfn3 flYtpacYuYU/sj5/AG 6qYzE</latexit><latexit s ha1_base64="0hgz9Q PnLC+SJSX67Htxy1bD f5E=">AAAB6HicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEfRY8OKxBdMW2l A220m7drMJuxuhhP4C Lx4U8epP8ua/cdvmoK 0vLDy8M8POvGEquDau+ +2UNja3tnfKu5W9/YP Do+rxSVsnmWLos0Qkq htSjYJL9A03ArupQhqH Ajvh5G5e7zyh0jyRD2 aaYhDTkeQRZ9RYqxUO qjW37i5E1sEroAaFmoP qV3+YsCxGaZigWvc8N zVBTpXhTOCs0s80ppRN 6Ah7FiWNUQf5YtEZub DOkESJsk8asnB/T+Q0 1noah7YzpmasV2tz879 aLzPRbZBzmWYGJVt+F GWCmITMryZDrpAZMbV AmeJ2V8LGVFFmbDYVG4 K3evI6tK/qnuXWda1B ijjKcAbncAke3EAD7qE JPjBAeIZXeHMenRfn3 flYtpacYuYU/sj5/AG 6qYzE</latexit>
 
<latexit s ha1_base64="T0UdmD QifJYa1YZpabDATfH6 WNQ=">AAAB63icbZDLS gMxFIZP6q3WW9Wlm2A RXJUZEXRZcOOygr1AO5 RMmumEJpkhyQhl6Cu4 caGIW1/InW9jpp2Ftv 4Q+PjPOeScP0wFN9bzv lFlY3Nre6e6W9vbPzg 8qh+fdE2Saco6NBGJ7 ofEMMEV61huBeunmhEZ CtYLp3dFvffEtOGJer SzlAWSTBSPOCW2sIZp zEf1htf0FsLr4JfQgFL tUf1rOE5oJpmyVBBjB r6X2iAn2nIq2Lw2zAxL CZ2SCRs4VEQyE+SLXe f4wjljHCXaPWXxwv09 kRNpzEyGrlMSG5vVWmH +VxtkNroNcq7SzDJFl x9FmcA2wcXheMw1o1b MHBCqudsV05hoQq2Lp+ ZC8FdPXofuVdN3/HDd aOEyjiqcwTlcgg830IJ 7aEMHKMTwDK/whiR6Q e/oY9laQeXMKfwR+vw BCVCOHQ==</latexit><latexit s ha1_base64="T0UdmD QifJYa1YZpabDATfH6 WNQ=">AAAB63icbZDLS gMxFIZP6q3WW9Wlm2A RXJUZEXRZcOOygr1AO5 RMmumEJpkhyQhl6Cu4 caGIW1/InW9jpp2Ftv 4Q+PjPOeScP0wFN9bzv lFlY3Nre6e6W9vbPzg 8qh+fdE2Saco6NBGJ7 ofEMMEV61huBeunmhEZ CtYLp3dFvffEtOGJer SzlAWSTBSPOCW2sIZp zEf1htf0FsLr4JfQgFL tUf1rOE5oJpmyVBBjB r6X2iAn2nIq2Lw2zAxL CZ2SCRs4VEQyE+SLXe f4wjljHCXaPWXxwv09 kRNpzEyGrlMSG5vVWmH +VxtkNroNcq7SzDJFl x9FmcA2wcXheMw1o1b MHBCqudsV05hoQq2Lp+ ZC8FdPXofuVdN3/HDd aOEyjiqcwTlcgg830IJ 7aEMHKMTwDK/whiR6Q e/oY9laQeXMKfwR+vw BCVCOHQ==</latexit><latexit s ha1_base64="T0UdmD QifJYa1YZpabDATfH6 WNQ=">AAAB63icbZDLS gMxFIZP6q3WW9Wlm2A RXJUZEXRZcOOygr1AO5 RMmumEJpkhyQhl6Cu4 caGIW1/InW9jpp2Ftv 4Q+PjPOeScP0wFN9bzv lFlY3Nre6e6W9vbPzg 8qh+fdE2Saco6NBGJ7 ofEMMEV61huBeunmhEZ CtYLp3dFvffEtOGJer SzlAWSTBSPOCW2sIZp zEf1htf0FsLr4JfQgFL tUf1rOE5oJpmyVBBjB r6X2iAn2nIq2Lw2zAxL CZ2SCRs4VEQyE+SLXe f4wjljHCXaPWXxwv09 kRNpzEyGrlMSG5vVWmH +VxtkNroNcq7SzDJFl x9FmcA2wcXheMw1o1b MHBCqudsV05hoQq2Lp+ ZC8FdPXofuVdN3/HDd aOEyjiqcwTlcgg830IJ 7aEMHKMTwDK/whiR6Q e/oY9laQeXMKfwR+vw BCVCOHQ==</latexit><latexit s ha1_base64="T0UdmD QifJYa1YZpabDATfH6 WNQ=">AAAB63icbZDLS gMxFIZP6q3WW9Wlm2A RXJUZEXRZcOOygr1AO5 RMmumEJpkhyQhl6Cu4 caGIW1/InW9jpp2Ftv 4Q+PjPOeScP0wFN9bzv lFlY3Nre6e6W9vbPzg 8qh+fdE2Saco6NBGJ7 ofEMMEV61huBeunmhEZ CtYLp3dFvffEtOGJer SzlAWSTBSPOCW2sIZp zEf1htf0FsLr4JfQgFL tUf1rOE5oJpmyVBBjB r6X2iAn2nIq2Lw2zAxL CZ2SCRs4VEQyE+SLXe f4wjljHCXaPWXxwv09 kRNpzEyGrlMSG5vVWmH +VxtkNroNcq7SzDJFl x9FmcA2wcXheMw1o1b MHBCqudsV05hoQq2Lp+ ZC8FdPXofuVdN3/HDd aOEyjiqcwTlcgg830IJ 7aEMHKMTwDK/whiR6Q e/oY9laQeXMKfwR+vw BCVCOHQ==</latexit>
⇣
<latexit s ha1_base64="n/OWVF Qm8sZ8sncRtGG9WVOd t/k=">AAAB7HicbZA9S wNBEIbn4leMX1FLm8U gWIU7EbQM2FhGMImQhL C3mUuW7O0du3NCDPkN NhaK2PqD7Pw3bpIrNP GFhYd3ZtiZN0yVtOT73 15hbX1jc6u4XdrZ3ds /KB8eNW2SGYENkajEP ITcopIaGyRJ4UNqkMeh wlY4upnVW49orEz0PY 1T7MZ8oGUkBSdnNTpP SLxXrvhVfy62CkEOFch V75W/Ov1EZDFqEopb2 w78lLoTbkgKhdNSJ7OY cjHiA2w71DxG253Ml5 2yM+f0WZQY9zSxuft7 YsJja8dx6DpjTkO7XJu Z/9XaGUXX3YnUaUaox eKjKFOMEja7nPWlQUF q7IALI92uTAy54YJcPi UXQrB88io0L6qB47vL So3lcRThBE7hHAK4ghr cQh0aIEDCM7zCm6e9F +/d+1i0Frx85hj+yPv 8Ad5Gjpo=</latexit><latexit s ha1_base64="n/OWVF Qm8sZ8sncRtGG9WVOd t/k=">AAAB7HicbZA9S wNBEIbn4leMX1FLm8U gWIU7EbQM2FhGMImQhL C3mUuW7O0du3NCDPkN NhaK2PqD7Pw3bpIrNP GFhYd3ZtiZN0yVtOT73 15hbX1jc6u4XdrZ3ds /KB8eNW2SGYENkajEP ITcopIaGyRJ4UNqkMeh wlY4upnVW49orEz0PY 1T7MZ8oGUkBSdnNTpP SLxXrvhVfy62CkEOFch V75W/Ov1EZDFqEopb2 w78lLoTbkgKhdNSJ7OY cjHiA2w71DxG253Ml5 2yM+f0WZQY9zSxuft7 YsJja8dx6DpjTkO7XJu Z/9XaGUXX3YnUaUaox eKjKFOMEja7nPWlQUF q7IALI92uTAy54YJcPi UXQrB88io0L6qB47vL So3lcRThBE7hHAK4ghr cQh0aIEDCM7zCm6e9F +/d+1i0Frx85hj+yPv 8Ad5Gjpo=</latexit><latexit s ha1_base64="n/OWVF Qm8sZ8sncRtGG9WVOd t/k=">AAAB7HicbZA9S wNBEIbn4leMX1FLm8U gWIU7EbQM2FhGMImQhL C3mUuW7O0du3NCDPkN NhaK2PqD7Pw3bpIrNP GFhYd3ZtiZN0yVtOT73 15hbX1jc6u4XdrZ3ds /KB8eNW2SGYENkajEP ITcopIaGyRJ4UNqkMeh wlY4upnVW49orEz0PY 1T7MZ8oGUkBSdnNTpP SLxXrvhVfy62CkEOFch V75W/Ov1EZDFqEopb2 w78lLoTbkgKhdNSJ7OY cjHiA2w71DxG253Ml5 2yM+f0WZQY9zSxuft7 YsJja8dx6DpjTkO7XJu Z/9XaGUXX3YnUaUaox eKjKFOMEja7nPWlQUF q7IALI92uTAy54YJcPi UXQrB88io0L6qB47vL So3lcRThBE7hHAK4ghr cQh0aIEDCM7zCm6e9F +/d+1i0Frx85hj+yPv 8Ad5Gjpo=</latexit><latexit s ha1_base64="n/OWVF Qm8sZ8sncRtGG9WVOd t/k=">AAAB7HicbZA9S wNBEIbn4leMX1FLm8U gWIU7EbQM2FhGMImQhL C3mUuW7O0du3NCDPkN NhaK2PqD7Pw3bpIrNP GFhYd3ZtiZN0yVtOT73 15hbX1jc6u4XdrZ3ds /KB8eNW2SGYENkajEP ITcopIaGyRJ4UNqkMeh wlY4upnVW49orEz0PY 1T7MZ8oGUkBSdnNTpP SLxXrvhVfy62CkEOFch V75W/Ov1EZDFqEopb2 w78lLoTbkgKhdNSJ7OY cjHiA2w71DxG253Ml5 2yM+f0WZQY9zSxuft7 YsJja8dx6DpjTkO7XJu Z/9XaGUXX3YnUaUaox eKjKFOMEja7nPWlQUF q7IALI92uTAy54YJcPi UXQrB88io0L6qB47vL So3lcRThBE7hHAK4ghr cQh0aIEDCM7zCm6e9F +/d+1i0Frx85hj+yPv 8Ad5Gjpo=</latexit>
s
<latexit s ha1_base64="Op5khZ mDCWqBdI9JL2Yd9xCv I70=">AAAB6HicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEfRY8OKxBdMW2l A220m7drMJuxuhhP4C Lx4U8epP8ua/cdvmoK 0vLDy8M8POvGEquDau+ +2UNja3tnfKu5W9/YP Do+rxSVsnmWLos0Qkq htSjYJL9A03ArupQhqH Ajvh5G5e7zyh0jyRD2 aaYhDTkeQRZ9RYq6UH 1Zpbdxci6+AVUINCzUH 1qz9MWBajNExQrXuem 5ogp8pwJnBW6WcaU8om dIQ9i5LGqIN8seiMXF hnSKJE2ScNWbi/J3Ia az2NQ9sZUzPWq7W5+V+ tl5noNsi5TDODki0/i jJBTELmV5MhV8iMmFq gTHG7K2FjqigzNpuKDc FbPXkd2ld1z3LrutYg RRxlOINzuAQPbqAB99A EHxggPMMrvDmPzovz7 nwsW0tOMXMKf+R8/gD UbYzV</latexit><latexit s ha1_base64="Op5khZ mDCWqBdI9JL2Yd9xCv I70=">AAAB6HicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEfRY8OKxBdMW2l A220m7drMJuxuhhP4C Lx4U8epP8ua/cdvmoK 0vLDy8M8POvGEquDau+ +2UNja3tnfKu5W9/YP Do+rxSVsnmWLos0Qkq htSjYJL9A03ArupQhqH Ajvh5G5e7zyh0jyRD2 aaYhDTkeQRZ9RYq6UH 1Zpbdxci6+AVUINCzUH 1qz9MWBajNExQrXuem 5ogp8pwJnBW6WcaU8om dIQ9i5LGqIN8seiMXF hnSKJE2ScNWbi/J3Ia az2NQ9sZUzPWq7W5+V+ tl5noNsi5TDODki0/i jJBTELmV5MhV8iMmFq gTHG7K2FjqigzNpuKDc FbPXkd2ld1z3LrutYg RRxlOINzuAQPbqAB99A EHxggPMMrvDmPzovz7 nwsW0tOMXMKf+R8/gD UbYzV</latexit><latexit s ha1_base64="Op5khZ mDCWqBdI9JL2Yd9xCv I70=">AAAB6HicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEfRY8OKxBdMW2l A220m7drMJuxuhhP4C Lx4U8epP8ua/cdvmoK 0vLDy8M8POvGEquDau+ +2UNja3tnfKu5W9/YP Do+rxSVsnmWLos0Qkq htSjYJL9A03ArupQhqH Ajvh5G5e7zyh0jyRD2 aaYhDTkeQRZ9RYq6UH 1Zpbdxci6+AVUINCzUH 1qz9MWBajNExQrXuem 5ogp8pwJnBW6WcaU8om dIQ9i5LGqIN8seiMXF hnSKJE2ScNWbi/J3Ia az2NQ9sZUzPWq7W5+V+ tl5noNsi5TDODki0/i jJBTELmV5MhV8iMmFq gTHG7K2FjqigzNpuKDc FbPXkd2ld1z3LrutYg RRxlOINzuAQPbqAB99A EHxggPMMrvDmPzovz7 nwsW0tOMXMKf+R8/gD UbYzV</latexit><latexit s ha1_base64="Op5khZ mDCWqBdI9JL2Yd9xCv I70=">AAAB6HicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEfRY8OKxBdMW2l A220m7drMJuxuhhP4C Lx4U8epP8ua/cdvmoK 0vLDy8M8POvGEquDau+ +2UNja3tnfKu5W9/YP Do+rxSVsnmWLos0Qkq htSjYJL9A03ArupQhqH Ajvh5G5e7zyh0jyRD2 aaYhDTkeQRZ9RYq6UH 1Zpbdxci6+AVUINCzUH 1qz9MWBajNExQrXuem 5ogp8pwJnBW6WcaU8om dIQ9i5LGqIN8seiMXF hnSKJE2ScNWbi/J3Ia az2NQ9sZUzPWq7W5+V+ tl5noNsi5TDODki0/i jJBTELmV5MhV8iMmFq gTHG7K2FjqigzNpuKDc FbPXkd2ld1z3LrutYg RRxlOINzuAQPbqAB99A EHxggPMMrvDmPzovz7 nwsW0tOMXMKf+R8/gD UbYzV</latexit>
a
<latexit s ha1_base64="GZBfHq G9iPwOHzM1kWCznZTK Tlw=">AAAB6HicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEfRY8OKxBdMW2l A220m7drMJuxuhhP4C Lx4U8epP8ua/cdvmoK 0vLDy8M8POvGEquDau+ +2UNja3tnfKu5W9/YP Do+rxSVsnmWLos0Qkq htSjYJL9A03ArupQhqH Ajvh5G5e7zyh0jyRD2 aaYhDTkeQRZ9RYq0UH 1Zpbdxci6+AVUINCzUH 1qz9MWBajNExQrXuem 5ogp8pwJnBW6WcaU8om dIQ9i5LGqIN8seiMXF hnSKJE2ScNWbi/J3Ia az2NQ9sZUzPWq7W5+V+ tl5noNsi5TDODki0/i jJBTELmV5MhV8iMmFq gTHG7K2FjqigzNpuKDc FbPXkd2ld1z3LrutYg RRxlOINzuAQPbqAB99A EHxggPMMrvDmPzovz7 nwsW0tOMXMKf+R8/gC 5JYzD</latexit><latexit s ha1_base64="GZBfHq G9iPwOHzM1kWCznZTK Tlw=">AAAB6HicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEfRY8OKxBdMW2l A220m7drMJuxuhhP4C Lx4U8epP8ua/cdvmoK 0vLDy8M8POvGEquDau+ +2UNja3tnfKu5W9/YP Do+rxSVsnmWLos0Qkq htSjYJL9A03ArupQhqH Ajvh5G5e7zyh0jyRD2 aaYhDTkeQRZ9RYq0UH 1Zpbdxci6+AVUINCzUH 1qz9MWBajNExQrXuem 5ogp8pwJnBW6WcaU8om dIQ9i5LGqIN8seiMXF hnSKJE2ScNWbi/J3Ia az2NQ9sZUzPWq7W5+V+ tl5noNsi5TDODki0/i jJBTELmV5MhV8iMmFq gTHG7K2FjqigzNpuKDc FbPXkd2ld1z3LrutYg RRxlOINzuAQPbqAB99A EHxggPMMrvDmPzovz7 nwsW0tOMXMKf+R8/gC 5JYzD</latexit><latexit s ha1_base64="GZBfHq G9iPwOHzM1kWCznZTK Tlw=">AAAB6HicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEfRY8OKxBdMW2l A220m7drMJuxuhhP4C Lx4U8epP8ua/cdvmoK 0vLDy8M8POvGEquDau+ +2UNja3tnfKu5W9/YP Do+rxSVsnmWLos0Qkq htSjYJL9A03ArupQhqH Ajvh5G5e7zyh0jyRD2 aaYhDTkeQRZ9RYq0UH 1Zpbdxci6+AVUINCzUH 1qz9MWBajNExQrXuem 5ogp8pwJnBW6WcaU8om dIQ9i5LGqIN8seiMXF hnSKJE2ScNWbi/J3Ia az2NQ9sZUzPWq7W5+V+ tl5noNsi5TDODki0/i jJBTELmV5MhV8iMmFq gTHG7K2FjqigzNpuKDc FbPXkd2ld1z3LrutYg RRxlOINzuAQPbqAB99A EHxggPMMrvDmPzovz7 nwsW0tOMXMKf+R8/gC 5JYzD</latexit><latexit s ha1_base64="GZBfHq G9iPwOHzM1kWCznZTK Tlw=">AAAB6HicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEfRY8OKxBdMW2l A220m7drMJuxuhhP4C Lx4U8epP8ua/cdvmoK 0vLDy8M8POvGEquDau+ +2UNja3tnfKu5W9/YP Do+rxSVsnmWLos0Qkq htSjYJL9A03ArupQhqH Ajvh5G5e7zyh0jyRD2 aaYhDTkeQRZ9RYq0UH 1Zpbdxci6+AVUINCzUH 1qz9MWBajNExQrXuem 5ogp8pwJnBW6WcaU8om dIQ9i5LGqIN8seiMXF hnSKJE2ScNWbi/J3Ia az2NQ9sZUzPWq7W5+V+ tl5noNsi5TDODki0/i jJBTELmV5MhV8iMmFq gTHG7K2FjqigzNpuKDc FbPXkd2ld1z3LrutYg RRxlOINzuAQPbqAB99A EHxggPMMrvDmPzovz7 nwsW0tOMXMKf+R8/gC 5JYzD</latexit>
v
<latexit s ha1_base64="FEFqp7 LWY1Hae4pKF7pFw97B dOE=">AAAB6HicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEeqx4MVjC/YD2l A220m7drMJu5tCCf0F Xjwo4tWf5M1/47bNQV tfWHh4Z4adeYNEcG1c9 9spbG3v7O4V90sHh0f HJ+XTs7aOU8WwxWIRq 25ANQousWW4EdhNFNIo ENgJJveLemeKSvNYPp pZgn5ER5KHnFFjreZ0 UK64VXcpsgleDhXI1Ri Uv/rDmKURSsME1brnu YnxM6oMZwLnpX6qMaFs QkfYsyhphNrPlovOyZ V1hiSMlX3SkKX7eyKj kdazKLCdETVjvV5bmP/ VeqkJ7/yMyyQ1KNnqo zAVxMRkcTUZcoXMiJk FyhS3uxI2pooyY7Mp2R C89ZM3oX1T9Sw3byt1 ksdRhAu4hGvwoAZ1eIA GtIABwjO8wpvz5Lw47 87HqrXg5DPn8EfO5w/ Y+YzY</latexit><latexit s ha1_base64="FEFqp7 LWY1Hae4pKF7pFw97B dOE=">AAAB6HicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEeqx4MVjC/YD2l A220m7drMJu5tCCf0F Xjwo4tWf5M1/47bNQV tfWHh4Z4adeYNEcG1c9 9spbG3v7O4V90sHh0f HJ+XTs7aOU8WwxWIRq 25ANQousWW4EdhNFNIo ENgJJveLemeKSvNYPp pZgn5ER5KHnFFjreZ0 UK64VXcpsgleDhXI1Ri Uv/rDmKURSsME1brnu YnxM6oMZwLnpX6qMaFs QkfYsyhphNrPlovOyZ V1hiSMlX3SkKX7eyKj kdazKLCdETVjvV5bmP/ VeqkJ7/yMyyQ1KNnqo zAVxMRkcTUZcoXMiJk FyhS3uxI2pooyY7Mp2R C89ZM3oX1T9Sw3byt1 ksdRhAu4hGvwoAZ1eIA GtIABwjO8wpvz5Lw47 87HqrXg5DPn8EfO5w/ Y+YzY</latexit><latexit s ha1_base64="FEFqp7 LWY1Hae4pKF7pFw97B dOE=">AAAB6HicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEeqx4MVjC/YD2l A220m7drMJu5tCCf0F Xjwo4tWf5M1/47bNQV tfWHh4Z4adeYNEcG1c9 9spbG3v7O4V90sHh0f HJ+XTs7aOU8WwxWIRq 25ANQousWW4EdhNFNIo ENgJJveLemeKSvNYPp pZgn5ER5KHnFFjreZ0 UK64VXcpsgleDhXI1Ri Uv/rDmKURSsME1brnu YnxM6oMZwLnpX6qMaFs QkfYsyhphNrPlovOyZ V1hiSMlX3SkKX7eyKj kdazKLCdETVjvV5bmP/ VeqkJ7/yMyyQ1KNnqo zAVxMRkcTUZcoXMiJk FyhS3uxI2pooyY7Mp2R C89ZM3oX1T9Sw3byt1 ksdRhAu4hGvwoAZ1eIA GtIABwjO8wpvz5Lw47 87HqrXg5DPn8EfO5w/ Y+YzY</latexit><latexit s ha1_base64="FEFqp7 LWY1Hae4pKF7pFw97B dOE=">AAAB6HicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEeqx4MVjC/YD2l A220m7drMJu5tCCf0F Xjwo4tWf5M1/47bNQV tfWHh4Z4adeYNEcG1c9 9spbG3v7O4V90sHh0f HJ+XTs7aOU8WwxWIRq 25ANQousWW4EdhNFNIo ENgJJveLemeKSvNYPp pZgn5ER5KHnFFjreZ0 UK64VXcpsgleDhXI1Ri Uv/rDmKURSsME1brnu YnxM6oMZwLnpX6qMaFs QkfYsyhphNrPlovOyZ V1hiSMlX3SkKX7eyKj kdazKLCdETVjvV5bmP/ VeqkJ7/yMyyQ1KNnqo zAVxMRkcTUZcoXMiJk FyhS3uxI2pooyY7Mp2R C89ZM3oX1T9Sw3byt1 ksdRhAu4hGvwoAZ1eIA GtIABwjO8wpvz5Lw47 87HqrXg5DPn8EfO5w/ Y+YzY</latexit>✓
<latexit s ha1_base64="oAZtUF R9eIv/rGChy/Vq+C9s +IY=">AAAB7XicbZBNS wMxEIazftb6VfXoJVg ET2VXBD0WvHisYD+gXU o2nW1js8mSzApl6X/w 4kERr/4fb/4b03YP2v pC4OGdGTLzRqkUFn3/2 1tb39jc2i7tlHf39g8 OK0fHLaszw6HJtdSmE zELUihookAJndQASyIJ 7Wh8O6u3n8BYodUDTl IIEzZUIhacobNaPRwB sn6l6tf8uegqBAVUSaF Gv/LVG2ieJaCQS2ZtN /BTDHNmUHAJ03Ivs5Ay PmZD6DpULAEb5vNtp/ TcOQMaa+OeQjp3f0/k LLF2kkSuM2E4ssu1mfl frZthfBPmQqUZguKLj +JMUtR0djodCAMc5cQ B40a4XSkfMcM4uoDKLo Rg+eRVaF3WAsf3V9U6 LeIokVNyRi5IQK5Jndy RBmkSTh7JM3klb572X rx372PRuuYVMyfkj7z PH5m/jwY=</latexit><latexit s ha1_base64="oAZtUF R9eIv/rGChy/Vq+C9s +IY=">AAAB7XicbZBNS wMxEIazftb6VfXoJVg ET2VXBD0WvHisYD+gXU o2nW1js8mSzApl6X/w 4kERr/4fb/4b03YP2v pC4OGdGTLzRqkUFn3/2 1tb39jc2i7tlHf39g8 OK0fHLaszw6HJtdSmE zELUihookAJndQASyIJ 7Wh8O6u3n8BYodUDTl IIEzZUIhacobNaPRwB sn6l6tf8uegqBAVUSaF Gv/LVG2ieJaCQS2ZtN /BTDHNmUHAJ03Ivs5Ay PmZD6DpULAEb5vNtp/ TcOQMaa+OeQjp3f0/k LLF2kkSuM2E4ssu1mfl frZthfBPmQqUZguKLj +JMUtR0djodCAMc5cQ B40a4XSkfMcM4uoDKLo Rg+eRVaF3WAsf3V9U6 LeIokVNyRi5IQK5Jndy RBmkSTh7JM3klb572X rx372PRuuYVMyfkj7z PH5m/jwY=</latexit><latexit s ha1_base64="oAZtUF R9eIv/rGChy/Vq+C9s +IY=">AAAB7XicbZBNS wMxEIazftb6VfXoJVg ET2VXBD0WvHisYD+gXU o2nW1js8mSzApl6X/w 4kERr/4fb/4b03YP2v pC4OGdGTLzRqkUFn3/2 1tb39jc2i7tlHf39g8 OK0fHLaszw6HJtdSmE zELUihookAJndQASyIJ 7Wh8O6u3n8BYodUDTl IIEzZUIhacobNaPRwB sn6l6tf8uegqBAVUSaF Gv/LVG2ieJaCQS2ZtN /BTDHNmUHAJ03Ivs5Ay PmZD6DpULAEb5vNtp/ TcOQMaa+OeQjp3f0/k LLF2kkSuM2E4ssu1mfl frZthfBPmQqUZguKLj +JMUtR0djodCAMc5cQ B40a4XSkfMcM4uoDKLo Rg+eRVaF3WAsf3V9U6 LeIokVNyRi5IQK5Jndy RBmkSTh7JM3klb572X rx372PRuuYVMyfkj7z PH5m/jwY=</latexit><latexit s ha1_base64="oAZtUF R9eIv/rGChy/Vq+C9s +IY=">AAAB7XicbZBNS wMxEIazftb6VfXoJVg ET2VXBD0WvHisYD+gXU o2nW1js8mSzApl6X/w 4kERr/4fb/4b03YP2v pC4OGdGTLzRqkUFn3/2 1tb39jc2i7tlHf39g8 OK0fHLaszw6HJtdSmE zELUihookAJndQASyIJ 7Wh8O6u3n8BYodUDTl IIEzZUIhacobNaPRwB sn6l6tf8uegqBAVUSaF Gv/LVG2ieJaCQS2ZtN /BTDHNmUHAJ03Ivs5Ay PmZD6DpULAEb5vNtp/ TcOQMaa+OeQjp3f0/k LLF2kkSuM2E4ssu1mfl frZthfBPmQqUZguKLj +JMUtR0djodCAMc5cQ B40a4XSkfMcM4uoDKLo Rg+eRVaF3WAsf3V9U6 LeIokVNyRi5IQK5Jndy RBmkSTh7JM3klb572X rx372PRuuYVMyfkj7z PH5m/jwY=</latexit>
…
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PID
Planner
vw
<latexit s ha1_base64="jjK4Y8 LFTiux8cf5hPPlcLo0 qjw=">AAAB6nicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEeqx4MVjRfsBbS ib7aZdutmE3UmlhP4E Lx4U8eov8ua/cdvmoK 0vLDy8M8POvEEihUHX/ XYKG5tb2zvF3dLe/sH hUfn4pGXiVDPeZLGMd SeghkuheBMFSt5JNKdR IHk7GN/O6+0J10bE6h GnCfcjOlQiFIyitR4m /ad+ueJW3YXIOng5VCB Xo1/+6g1ilkZcIZPUm K7nJuhnVKNgks9KvdTw hLIxHfKuRUUjbvxsse qMXFhnQMJY26eQLNzf ExmNjJlGge2MKI7Mam1 u/lfrphje+JlQSYpcs eVHYSoJxmR+NxkIzRn KqQXKtLC7EjaimjK06Z RsCN7qyevQuqp6lu+v K3WSx1GEMziHS/CgBnW 4gwY0gcEQnuEV3hzpv DjvzseyteDkM6fwR87 nD2iEjcI=</latexit><latexit s ha1_base64="jjK4Y8 LFTiux8cf5hPPlcLo0 qjw=">AAAB6nicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEeqx4MVjRfsBbS ib7aZdutmE3UmlhP4E Lx4U8eov8ua/cdvmoK 0vLDy8M8POvEEihUHX/ XYKG5tb2zvF3dLe/sH hUfn4pGXiVDPeZLGMd SeghkuheBMFSt5JNKdR IHk7GN/O6+0J10bE6h GnCfcjOlQiFIyitR4m /ad+ueJW3YXIOng5VCB Xo1/+6g1ilkZcIZPUm K7nJuhnVKNgks9KvdTw hLIxHfKuRUUjbvxsse qMXFhnQMJY26eQLNzf ExmNjJlGge2MKI7Mam1 u/lfrphje+JlQSYpcs eVHYSoJxmR+NxkIzRn KqQXKtLC7EjaimjK06Z RsCN7qyevQuqp6lu+v K3WSx1GEMziHS/CgBnW 4gwY0gcEQnuEV3hzpv DjvzseyteDkM6fwR87 nD2iEjcI=</latexit><latexit s ha1_base64="jjK4Y8 LFTiux8cf5hPPlcLo0 qjw=">AAAB6nicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEeqx4MVjRfsBbS ib7aZdutmE3UmlhP4E Lx4U8eov8ua/cdvmoK 0vLDy8M8POvEEihUHX/ XYKG5tb2zvF3dLe/sH hUfn4pGXiVDPeZLGMd SeghkuheBMFSt5JNKdR IHk7GN/O6+0J10bE6h GnCfcjOlQiFIyitR4m /ad+ueJW3YXIOng5VCB Xo1/+6g1ilkZcIZPUm K7nJuhnVKNgks9KvdTw hLIxHfKuRUUjbvxsse qMXFhnQMJY26eQLNzf ExmNjJlGge2MKI7Mam1 u/lfrphje+JlQSYpcs eVHYSoJxmR+NxkIzRn KqQXKtLC7EjaimjK06Z RsCN7qyevQuqp6lu+v K3WSx1GEMziHS/CgBnW 4gwY0gcEQnuEV3hzpv DjvzseyteDkM6fwR87 nD2iEjcI=</latexit><latexit s ha1_base64="jjK4Y8 LFTiux8cf5hPPlcLo0 qjw=">AAAB6nicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEeqx4MVjRfsBbS ib7aZdutmE3UmlhP4E Lx4U8eov8ua/cdvmoK 0vLDy8M8POvEEihUHX/ XYKG5tb2zvF3dLe/sH hUfn4pGXiVDPeZLGMd SeghkuheBMFSt5JNKdR IHk7GN/O6+0J10bE6h GnCfcjOlQiFIyitR4m /ad+ueJW3YXIOng5VCB Xo1/+6g1ilkZcIZPUm K7nJuhnVKNgks9KvdTw hLIxHfKuRUUjbvxsse qMXFhnQMJY26eQLNzf ExmNjJlGge2MKI7Mam1 u/lfrphje+JlQSYpcs eVHYSoJxmR+NxkIzRn KqQXKtLC7EjaimjK06Z RsCN7qyevQuqp6lu+v K3WSx1GEMziHS/CgBnW 4gwY0gcEQnuEV3hzpv DjvzseyteDkM6fwR87 nD2iEjcI=</latexit>
vp
<latexit sha1_base6 4="QVbRVNkOL5BBvxfCDgzK2MY3RUk=">AAAB 6nicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY 8OKxov2ANpTNdtMu3WzC7qRQQn+CFw+KePUXe fPfuE1z0NYXFh7emWFn3iCRwqDrfjuljc2t7Z 3ybmVv/+DwqHp80jZxqhlvsVjGuhtQw6VQvIU CJe8mmtMokLwTTO4W9c6UayNi9YSzhPsRHSk RCkbRWo/TQTKo1ty6m4usg1dADQo1B9Wv/jBm acQVMkmN6Xlugn5GNQom+bzSTw1PKJvQEe9ZV DTixs/yVefkwjpDEsbaPoUkd39PZDQyZhYFtj OiODartYX5X62XYnjrZ0IlKXLFlh+FqSQYk8 XdZCg0ZyhnFijTwu5K2JhqytCmU7EheKsnr0P 7qu5ZfriuNUgRRxnO4BwuwYMbaMA9NKEFDEbw DK/w5kjnxXl3PpatJaeYOYU/cj5/AF3ojbs= </latexit><latexit sha1_base6 4="QVbRVNkOL5BBvxfCDgzK2MY3RUk=">AAAB 6nicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY 8OKxov2ANpTNdtMu3WzC7qRQQn+CFw+KePUXe fPfuE1z0NYXFh7emWFn3iCRwqDrfjuljc2t7Z 3ybmVv/+DwqHp80jZxqhlvsVjGuhtQw6VQvIU CJe8mmtMokLwTTO4W9c6UayNi9YSzhPsRHSk RCkbRWo/TQTKo1ty6m4usg1dADQo1B9Wv/jBm acQVMkmN6Xlugn5GNQom+bzSTw1PKJvQEe9ZV DTixs/yVefkwjpDEsbaPoUkd39PZDQyZhYFtj OiODartYX5X62XYnjrZ0IlKXLFlh+FqSQYk8 XdZCg0ZyhnFijTwu5K2JhqytCmU7EheKsnr0P 7qu5ZfriuNUgRRxnO4BwuwYMbaMA9NKEFDEbw DK/w5kjnxXl3PpatJaeYOYU/cj5/AF3ojbs= </latexit><latexit sha1_base6 4="QVbRVNkOL5BBvxfCDgzK2MY3RUk=">AAAB 6nicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY 8OKxov2ANpTNdtMu3WzC7qRQQn+CFw+KePUXe fPfuE1z0NYXFh7emWFn3iCRwqDrfjuljc2t7Z 3ybmVv/+DwqHp80jZxqhlvsVjGuhtQw6VQvIU CJe8mmtMokLwTTO4W9c6UayNi9YSzhPsRHSk RCkbRWo/TQTKo1ty6m4usg1dADQo1B9Wv/jBm acQVMkmN6Xlugn5GNQom+bzSTw1PKJvQEe9ZV DTixs/yVefkwjpDEsbaPoUkd39PZDQyZhYFtj OiODartYX5X62XYnjrZ0IlKXLFlh+FqSQYk8 XdZCg0ZyhnFijTwu5K2JhqytCmU7EheKsnr0P 7qu5ZfriuNUgRRxnO4BwuwYMbaMA9NKEFDEbw DK/w5kjnxXl3PpatJaeYOYU/cj5/AF3ojbs= </latexit><latexit sha1_base6 4="QVbRVNkOL5BBvxfCDgzK2MY3RUk=">AAAB 6nicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY 8OKxov2ANpTNdtMu3WzC7qRQQn+CFw+KePUXe fPfuE1z0NYXFh7emWFn3iCRwqDrfjuljc2t7Z 3ybmVv/+DwqHp80jZxqhlvsVjGuhtQw6VQvIU CJe8mmtMokLwTTO4W9c6UayNi9YSzhPsRHSk RCkbRWo/TQTKo1ty6m4usg1dADQo1B9Wv/jBm acQVMkmN6Xlugn5GNQom+bzSTw1PKJvQEe9ZV DTixs/yVefkwjpDEsbaPoUkd39PZDQyZhYFtj OiODartYX5X62XYnjrZ0IlKXLFlh+FqSQYk8 XdZCg0ZyhnFijTwu5K2JhqytCmU7EheKsnr0P 7qu5ZfriuNUgRRxnO4BwuwYMbaMA9NKEFDEbw DK/w5kjnxXl3PpatJaeYOYU/cj5/AF3ojbs= </latexit>
ub
<latexit sha1_base6 4="iR4GzI46SBwj2hkB8WFYrcYSHzM=">AAAB 6nicbZBNSwMxEIYn9avWr6pHL8EieCq7Iuix 4MVjRVsL7VKy6Wwbms0uSVYoS3+CFw+KePUXe fPfmLZ70NYXAg/vzJCZN0ylMNbzvklpbX1jc6 u8XdnZ3ds/qB4etU2SaY4tnshEd0JmUAqFLSu sxE6qkcWhxMdwfDOrPz6hNiJRD3aSYhCzoRK R4Mw66z7rh/1qzat7c9FV8AuoQaFmv/rVGyQ8 i1FZLpkxXd9LbZAzbQWXOK30MoMp42M2xK5Dx WI0QT5fdUrPnDOgUaLdU5bO3d8TOYuNmcSh64 yZHZnl2sz8r9bNbHQd5EKlmUXFFx9FmaQ2ob O76UBo5FZOHDCuhduV8hHTjFuXTsWF4C+fvAr ti7rv+O6y1qBFHGU4gVM4Bx+uoAG30IQWcBjC M7zCG5HkhbyTj0VriRQzx/BH5PMHRyqNrA== </latexit><latexit sha1_base6 4="iR4GzI46SBwj2hkB8WFYrcYSHzM=">AAAB 6nicbZBNSwMxEIYn9avWr6pHL8EieCq7Iuix 4MVjRVsL7VKy6Wwbms0uSVYoS3+CFw+KePUXe fPfmLZ70NYXAg/vzJCZN0ylMNbzvklpbX1jc6 u8XdnZ3ds/qB4etU2SaY4tnshEd0JmUAqFLSu sxE6qkcWhxMdwfDOrPz6hNiJRD3aSYhCzoRK R4Mw66z7rh/1qzat7c9FV8AuoQaFmv/rVGyQ8 i1FZLpkxXd9LbZAzbQWXOK30MoMp42M2xK5Dx WI0QT5fdUrPnDOgUaLdU5bO3d8TOYuNmcSh64 yZHZnl2sz8r9bNbHQd5EKlmUXFFx9FmaQ2ob O76UBo5FZOHDCuhduV8hHTjFuXTsWF4C+fvAr ti7rv+O6y1qBFHGU4gVM4Bx+uoAG30IQWcBjC M7zCG5HkhbyTj0VriRQzx/BH5PMHRyqNrA== </latexit><latexit sha1_base6 4="iR4GzI46SBwj2hkB8WFYrcYSHzM=">AAAB 6nicbZBNSwMxEIYn9avWr6pHL8EieCq7Iuix 4MVjRVsL7VKy6Wwbms0uSVYoS3+CFw+KePUXe fPfmLZ70NYXAg/vzJCZN0ylMNbzvklpbX1jc6 u8XdnZ3ds/qB4etU2SaY4tnshEd0JmUAqFLSu sxE6qkcWhxMdwfDOrPz6hNiJRD3aSYhCzoRK R4Mw66z7rh/1qzat7c9FV8AuoQaFmv/rVGyQ8 i1FZLpkxXd9LbZAzbQWXOK30MoMp42M2xK5Dx WI0QT5fdUrPnDOgUaLdU5bO3d8TOYuNmcSh64 yZHZnl2sz8r9bNbHQd5EKlmUXFFx9FmaQ2ob O76UBo5FZOHDCuhduV8hHTjFuXTsWF4C+fvAr ti7rv+O6y1qBFHGU4gVM4Bx+uoAG30IQWcBjC M7zCG5HkhbyTj0VriRQzx/BH5PMHRyqNrA== </latexit><latexit sha1_base6 4="iR4GzI46SBwj2hkB8WFYrcYSHzM=">AAAB 6nicbZBNSwMxEIYn9avWr6pHL8EieCq7Iuix 4MVjRVsL7VKy6Wwbms0uSVYoS3+CFw+KePUXe fPfmLZ70NYXAg/vzJCZN0ylMNbzvklpbX1jc6 u8XdnZ3ds/qB4etU2SaY4tnshEd0JmUAqFLSu sxE6qkcWhxMdwfDOrPz6hNiJRD3aSYhCzoRK R4Mw66z7rh/1qzat7c9FV8AuoQaFmv/rVGyQ8 i1FZLpkxXd9LbZAzbQWXOK30MoMp42M2xK5Dx WI0QT5fdUrPnDOgUaLdU5bO3d8TOYuNmcSh64 yZHZnl2sz8r9bNbHQd5EKlmUXFFx9FmaQ2ob O76UBo5FZOHDCuhduV8hHTjFuXTsWF4C+fvAr ti7rv+O6y1qBFHGU4gVM4Bx+uoAG30IQWcBjC M7zCG5HkhbyTj0VriRQzx/BH5PMHRyqNrA== </latexit>
u 
<latexit s ha1_base64="Y/FeR6 BjBD/1v4yUaHYmStvB Yfs=">AAAB7XicbZBNS wMxEIZn/az1q+rRS7A InsquCHosePFYwX5Au5 RsOtvGZpMlyQpl6X/w 4kERr/4fb/4b03YP2v pC4OGdGTLzRqngxvr+t 7e2vrG5tV3aKe/u7R8 cVo6OW0ZlmmGTKaF0J 6IGBZfYtNwK7KQaaRIJ bEfj21m9/YTacCUf7C TFMKFDyWPOqHVWK+v3 0hHvV6p+zZ+LrEJQQBU KNfqVr95AsSxBaZmgx nQDP7VhTrXlTOC03MsM ppSN6RC7DiVN0IT5fN spOXfOgMRKuyctmbu/ J3KaGDNJIteZUDsyy7W Z+V+tm9n4Jsy5TDOLk i0+ijNBrCKz08mAa2R WTBxQprnblbAR1ZRZF1 DZhRAsn7wKrcta4Pj+ qlonRRwlOIUzuIAArqE Od9CAJjB4hGd4hTdPe S/eu/exaF3zipkT+CP v8weYSo8F</latexit><latexit s ha1_base64="Y/FeR6 BjBD/1v4yUaHYmStvB Yfs=">AAAB7XicbZBNS wMxEIZn/az1q+rRS7A InsquCHosePFYwX5Au5 RsOtvGZpMlyQpl6X/w 4kERr/4fb/4b03YP2v pC4OGdGTLzRqngxvr+t 7e2vrG5tV3aKe/u7R8 cVo6OW0ZlmmGTKaF0J 6IGBZfYtNwK7KQaaRIJ bEfj21m9/YTacCUf7C TFMKFDyWPOqHVWK+v3 0hHvV6p+zZ+LrEJQQBU KNfqVr95AsSxBaZmgx nQDP7VhTrXlTOC03MsM ppSN6RC7DiVN0IT5fN spOXfOgMRKuyctmbu/ J3KaGDNJIteZUDsyy7W Z+V+tm9n4Jsy5TDOLk i0+ijNBrCKz08mAa2R WTBxQprnblbAR1ZRZF1 DZhRAsn7wKrcta4Pj+ qlonRRwlOIUzuIAArqE Od9CAJjB4hGd4hTdPe S/eu/exaF3zipkT+CP v8weYSo8F</latexit><latexit s ha1_base64="Y/FeR6 BjBD/1v4yUaHYmStvB Yfs=">AAAB7XicbZBNS wMxEIZn/az1q+rRS7A InsquCHosePFYwX5Au5 RsOtvGZpMlyQpl6X/w 4kERr/4fb/4b03YP2v pC4OGdGTLzRqngxvr+t 7e2vrG5tV3aKe/u7R8 cVo6OW0ZlmmGTKaF0J 6IGBZfYtNwK7KQaaRIJ bEfj21m9/YTacCUf7C TFMKFDyWPOqHVWK+v3 0hHvV6p+zZ+LrEJQQBU KNfqVr95AsSxBaZmgx nQDP7VhTrXlTOC03MsM ppSN6RC7DiVN0IT5fN spOXfOgMRKuyctmbu/ J3KaGDNJIteZUDsyy7W Z+V+tm9n4Jsy5TDOLk i0+ijNBrCKz08mAa2R WTBxQprnblbAR1ZRZF1 DZhRAsn7wKrcta4Pj+ qlonRRwlOIUzuIAArqE Od9CAJjB4hGd4hTdPe S/eu/exaF3zipkT+CP v8weYSo8F</latexit><latexit s ha1_base64="Y/FeR6 BjBD/1v4yUaHYmStvB Yfs=">AAAB7XicbZBNS wMxEIZn/az1q+rRS7A InsquCHosePFYwX5Au5 RsOtvGZpMlyQpl6X/w 4kERr/4fb/4b03YP2v pC4OGdGTLzRqngxvr+t 7e2vrG5tV3aKe/u7R8 cVo6OW0ZlmmGTKaF0J 6IGBZfYtNwK7KQaaRIJ bEfj21m9/YTacCUf7C TFMKFDyWPOqHVWK+v3 0hHvV6p+zZ+LrEJQQBU KNfqVr95AsSxBaZmgx nQDP7VhTrXlTOC03MsM ppSN6RC7DiVN0IT5fN spOXfOgMRKuyctmbu/ J3KaGDNJIteZUDsyy7W Z+V+tm9n4Jsy5TDOLk i0+ijNBrCKz08mAa2R WTBxQprnblbAR1ZRZF1 DZhRAsn7wKrcta4Pj+ qlonRRwlOIUzuIAArqE Od9CAJjB4hGd4hTdPe S/eu/exaF3zipkT+CP v8weYSo8F</latexit>
u⇣
<latexit sha1_base6 4="BCPSi78tDDGU6brEnF1xLxabTb8=">AAAB 7nicbZA9SwNBEIbn4leMX1FLm8UgWIU7EbQM 2FhGMImQHGFvM5cs2ftgd06IR36EjYUitv4eO /+Nm+QKTXxh4eGdGXbmDVIlDbnut1NaW9/Y3C pvV3Z29/YPqodHbZNkWmBLJCrRDwE3qGSMLZK k8CHVyKNAYScY38zqnUfURibxPU1S9CM+jGU oBSdrdbJ+7wmJ96s1t+7OxVbBK6AGhZr96ldv kIgswpiE4sZ0PTclP+eapFA4rfQygykXYz7Er sWYR2j8fL7ulJ1ZZ8DCRNsXE5u7vydyHhkziQ LbGXEameXazPyv1s0ovPZzGacZYSwWH4WZYp Sw2e1sIDUKUhMLXGhpd2VixDUXZBOq2BC85ZN XoX1R9yzfXdYarIijDCdwCufgwRU04Baa0AIB Y3iGV3hzUufFeXc+Fq0lp5g5hj9yPn8AbieP gg==</latexit><latexit sha1_base6 4="BCPSi78tDDGU6brEnF1xLxabTb8=">AAAB 7nicbZA9SwNBEIbn4leMX1FLm8UgWIU7EbQM 2FhGMImQHGFvM5cs2ftgd06IR36EjYUitv4eO /+Nm+QKTXxh4eGdGXbmDVIlDbnut1NaW9/Y3C pvV3Z29/YPqodHbZNkWmBLJCrRDwE3qGSMLZK k8CHVyKNAYScY38zqnUfURibxPU1S9CM+jGU oBSdrdbJ+7wmJ96s1t+7OxVbBK6AGhZr96ldv kIgswpiE4sZ0PTclP+eapFA4rfQygykXYz7Er sWYR2j8fL7ulJ1ZZ8DCRNsXE5u7vydyHhkziQ LbGXEameXazPyv1s0ovPZzGacZYSwWH4WZYp Sw2e1sIDUKUhMLXGhpd2VixDUXZBOq2BC85ZN XoX1R9yzfXdYarIijDCdwCufgwRU04Baa0AIB Y3iGV3hzUufFeXc+Fq0lp5g5hj9yPn8AbieP gg==</latexit><latexit sha1_base6 4="BCPSi78tDDGU6brEnF1xLxabTb8=">AAAB 7nicbZA9SwNBEIbn4leMX1FLm8UgWIU7EbQM 2FhGMImQHGFvM5cs2ftgd06IR36EjYUitv4eO /+Nm+QKTXxh4eGdGXbmDVIlDbnut1NaW9/Y3C pvV3Z29/YPqodHbZNkWmBLJCrRDwE3qGSMLZK k8CHVyKNAYScY38zqnUfURibxPU1S9CM+jGU oBSdrdbJ+7wmJ96s1t+7OxVbBK6AGhZr96ldv kIgswpiE4sZ0PTclP+eapFA4rfQygykXYz7Er sWYR2j8fL7ulJ1ZZ8DCRNsXE5u7vydyHhkziQ LbGXEameXazPyv1s0ovPZzGacZYSwWH4WZYp Sw2e1sIDUKUhMLXGhpd2VixDUXZBOq2BC85ZN XoX1R9yzfXdYarIijDCdwCufgwRU04Baa0AIB Y3iGV3hzUufFeXc+Fq0lp5g5hj9yPn8AbieP gg==</latexit><latexit sha1_base6 4="BCPSi78tDDGU6brEnF1xLxabTb8=">AAAB 7nicbZA9SwNBEIbn4leMX1FLm8UgWIU7EbQM 2FhGMImQHGFvM5cs2ftgd06IR36EjYUitv4eO /+Nm+QKTXxh4eGdGXbmDVIlDbnut1NaW9/Y3C pvV3Z29/YPqodHbZNkWmBLJCrRDwE3qGSMLZK k8CHVyKNAYScY38zqnUfURibxPU1S9CM+jGU oBSdrdbJ+7wmJ96s1t+7OxVbBK6AGhZr96ldv kIgswpiE4sZ0PTclP+eapFA4rfQygykXYz7Er sWYR2j8fL7ulJ1ZZ8DCRNsXE5u7vydyHhkziQ LbGXEameXazPyv1s0ovPZzGacZYSwWH4WZYp Sw2e1sIDUKUhMLXGhpd2VixDUXZBOq2BC85ZN XoX1R9yzfXdYarIijDCdwCufgwRU04Baa0AIB Y3iGV3hzUufFeXc+Fq0lp5g5hj9yPn8AbieP gg==</latexit>
b
<latexit sha1_base6 4="0hgz9QPnLC+SJSX67Htxy1bDf5E=">AAAB 6HicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY 8OKxBdMW2lA220m7drMJuxuhhP4CLx4U8epP8 ua/cdvmoK0vLDy8M8POvGEquDau++2UNja3tn fKu5W9/YPDo+rxSVsnmWLos0QkqhtSjYJL9A0 3ArupQhqHAjvh5G5e7zyh0jyRD2aaYhDTkeQ RZ9RYqxUOqjW37i5E1sEroAaFmoPqV3+YsCxG aZigWvc8NzVBTpXhTOCs0s80ppRN6Ah7FiWNU Qf5YtEZubDOkESJsk8asnB/T+Q01noah7Yzpm asV2tz879aLzPRbZBzmWYGJVt+FGWCmITMry ZDrpAZMbVAmeJ2V8LGVFFmbDYVG4K3evI6tK/ qnuXWda1BijjKcAbncAke3EAD7qEJPjBAeIZX eHMenRfn3flYtpacYuYU/sj5/AG6qYzE</la texit><latexit sha1_base6 4="0hgz9QPnLC+SJSX67Htxy1bDf5E=">AAAB 6HicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY 8OKxBdMW2lA220m7drMJuxuhhP4CLx4U8epP8 ua/cdvmoK0vLDy8M8POvGEquDau++2UNja3tn fKu5W9/YPDo+rxSVsnmWLos0QkqhtSjYJL9A0 3ArupQhqHAjvh5G5e7zyh0jyRD2aaYhDTkeQ RZ9RYqxUOqjW37i5E1sEroAaFmoPqV3+YsCxG aZigWvc8NzVBTpXhTOCs0s80ppRN6Ah7FiWNU Qf5YtEZubDOkESJsk8asnB/T+Q01noah7Yzpm asV2tz879aLzPRbZBzmWYGJVt+FGWCmITMry ZDrpAZMbVAmeJ2V8LGVFFmbDYVG4K3evI6tK/ qnuXWda1BijjKcAbncAke3EAD7qEJPjBAeIZX eHMenRfn3flYtpacYuYU/sj5/AG6qYzE</la texit><latexit sha1_base6 4="0hgz9QPnLC+SJSX67Htxy1bDf5E=">AAAB 6HicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY 8OKxBdMW2lA220m7drMJuxuhhP4CLx4U8epP8 ua/cdvmoK0vLDy8M8POvGEquDau++2UNja3tn fKu5W9/YPDo+rxSVsnmWLos0QkqhtSjYJL9A0 3ArupQhqHAjvh5G5e7zyh0jyRD2aaYhDTkeQ RZ9RYqxUOqjW37i5E1sEroAaFmoPqV3+YsCxG aZigWvc8NzVBTpXhTOCs0s80ppRN6Ah7FiWNU Qf5YtEZubDOkESJsk8asnB/T+Q01noah7Yzpm asV2tz879aLzPRbZBzmWYGJVt+FGWCmITMry ZDrpAZMbVAmeJ2V8LGVFFmbDYVG4K3evI6tK/ qnuXWda1BijjKcAbncAke3EAD7qEJPjBAeIZX eHMenRfn3flYtpacYuYU/sj5/AG6qYzE</la texit><latexit sha1_base6 4="0hgz9QPnLC+SJSX67Htxy1bDf5E=">AAAB 6HicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY 8OKxBdMW2lA220m7drMJuxuhhP4CLx4U8epP8 ua/cdvmoK0vLDy8M8POvGEquDau++2UNja3tn fKu5W9/YPDo+rxSVsnmWLos0QkqhtSjYJL9A0 3ArupQhqHAjvh5G5e7zyh0jyRD2aaYhDTkeQ RZ9RYqxUOqjW37i5E1sEroAaFmoPqV3+YsCxG aZigWvc8NzVBTpXhTOCs0s80ppRN6Ah7FiWNU Qf5YtEZubDOkESJsk8asnB/T+Q01noah7Yzpm asV2tz879aLzPRbZBzmWYGJVt+FGWCmITMry ZDrpAZMbVAmeJ2V8LGVFFmbDYVG4K3evI6tK/ qnuXWda1BijjKcAbncAke3EAD7qEJPjBAeIZX eHMenRfn3flYtpacYuYU/sj5/AG6qYzE</la texit>
 
<latexit s ha1_base64="T0UdmD QifJYa1YZpabDATfH6 WNQ=">AAAB63icbZDLS gMxFIZP6q3WW9Wlm2A RXJUZEXRZcOOygr1AO5 RMmumEJpkhyQhl6Cu4 caGIW1/InW9jpp2Ftv 4Q+PjPOeScP0wFN9bzv lFlY3Nre6e6W9vbPzg 8qh+fdE2Saco6NBGJ7 ofEMMEV61huBeunmhEZ CtYLp3dFvffEtOGJer SzlAWSTBSPOCW2sIZp zEf1htf0FsLr4JfQgFL tUf1rOE5oJpmyVBBjB r6X2iAn2nIq2Lw2zAxL CZ2SCRs4VEQyE+SLXe f4wjljHCXaPWXxwv09 kRNpzEyGrlMSG5vVWmH +VxtkNroNcq7SzDJFl x9FmcA2wcXheMw1o1b MHBCqudsV05hoQq2Lp+ ZC8FdPXofuVdN3/HDd aOEyjiqcwTlcgg830IJ 7aEMHKMTwDK/whiR6Q e/oY9laQeXMKfwR+vw BCVCOHQ==</latexit><latexit s ha1_base64="T0UdmD QifJYa1YZpabDATfH6 WNQ=">AAAB63icbZDLS gMxFIZP6q3WW9Wlm2A RXJUZEXRZcOOygr1AO5 RMmumEJpkhyQhl6Cu4 caGIW1/InW9jpp2Ftv 4Q+PjPOeScP0wFN9bzv lFlY3Nre6e6W9vbPzg 8qh+fdE2Saco6NBGJ7 ofEMMEV61huBeunmhEZ CtYLp3dFvffEtOGJer SzlAWSTBSPOCW2sIZp zEf1htf0FsLr4JfQgFL tUf1rOE5oJpmyVBBjB r6X2iAn2nIq2Lw2zAxL CZ2SCRs4VEQyE+SLXe f4wjljHCXaPWXxwv09 kRNpzEyGrlMSG5vVWmH +VxtkNroNcq7SzDJFl x9FmcA2wcXheMw1o1b MHBCqudsV05hoQq2Lp+ ZC8FdPXofuVdN3/HDd aOEyjiqcwTlcgg830IJ 7aEMHKMTwDK/whiR6Q e/oY9laQeXMKfwR+vw BCVCOHQ==</latexit><latexit s ha1_base64="T0UdmD QifJYa1YZpabDATfH6 WNQ=">AAAB63icbZDLS gMxFIZP6q3WW9Wlm2A RXJUZEXRZcOOygr1AO5 RMmumEJpkhyQhl6Cu4 caGIW1/InW9jpp2Ftv 4Q+PjPOeScP0wFN9bzv lFlY3Nre6e6W9vbPzg 8qh+fdE2Saco6NBGJ7 ofEMMEV61huBeunmhEZ CtYLp3dFvffEtOGJer SzlAWSTBSPOCW2sIZp zEf1htf0FsLr4JfQgFL tUf1rOE5oJpmyVBBjB r6X2iAn2nIq2Lw2zAxL CZ2SCRs4VEQyE+SLXe f4wjljHCXaPWXxwv09 kRNpzEyGrlMSG5vVWmH +VxtkNroNcq7SzDJFl x9FmcA2wcXheMw1o1b MHBCqudsV05hoQq2Lp+ ZC8FdPXofuVdN3/HDd aOEyjiqcwTlcgg830IJ 7aEMHKMTwDK/whiR6Q e/oY9laQeXMKfwR+vw BCVCOHQ==</latexit><latexit s ha1_base64="T0UdmD QifJYa1YZpabDATfH6 WNQ=">AAAB63icbZDLS gMxFIZP6q3WW9Wlm2A RXJUZEXRZcOOygr1AO5 RMmumEJpkhyQhl6Cu4 caGIW1/InW9jpp2Ftv 4Q+PjPOeScP0wFN9bzv lFlY3Nre6e6W9vbPzg 8qh+fdE2Saco6NBGJ7 ofEMMEV61huBeunmhEZ CtYLp3dFvffEtOGJer SzlAWSTBSPOCW2sIZp zEf1htf0FsLr4JfQgFL tUf1rOE5oJpmyVBBjB r6X2iAn2nIq2Lw2zAxL CZ2SCRs4VEQyE+SLXe f4wjljHCXaPWXxwv09 kRNpzEyGrlMSG5vVWmH +VxtkNroNcq7SzDJFl x9FmcA2wcXheMw1o1b MHBCqudsV05hoQq2Lp+ ZC8FdPXofuVdN3/HDd aOEyjiqcwTlcgg830IJ 7aEMHKMTwDK/whiR6Q e/oY9laQeXMKfwR+vw BCVCOHQ==</latexit>
⇣
<latexit sha1_base6 4="n/OWVFQm8sZ8sncRtGG9WVOdt/k=">AAAB 7HicbZA9SwNBEIbn4leMX1FLm8UgWIU7EbQM 2FhGMImQhLC3mUuW7O0du3NCDPkNNhaK2PqD7 Pw3bpIrNPGFhYd3ZtiZN0yVtOT7315hbX1jc6 u4XdrZ3ds/KB8eNW2SGYENkajEPITcopIaGyR J4UNqkMehwlY4upnVW49orEz0PY1T7MZ8oGU kBSdnNTpPSLxXrvhVfy62CkEOFchV75W/Ov1E ZDFqEopb2w78lLoTbkgKhdNSJ7OYcjHiA2w71 DxG253Ml52yM+f0WZQY9zSxuft7YsJja8dx6D pjTkO7XJuZ/9XaGUXX3YnUaUaoxeKjKFOMEj a7nPWlQUFq7IALI92uTAy54YJcPiUXQrB88io 0L6qB47vLSo3lcRThBE7hHAK4ghrcQh0aIEDC M7zCm6e9F+/d+1i0Frx85hj+yPv8Ad5Gjpo= </latexit><latexit sha1_base6 4="n/OWVFQm8sZ8sncRtGG9WVOdt/k=">AAAB 7HicbZA9SwNBEIbn4leMX1FLm8UgWIU7EbQM 2FhGMImQhLC3mUuW7O0du3NCDPkNNhaK2PqD7 Pw3bpIrNPGFhYd3ZtiZN0yVtOT7315hbX1jc6 u4XdrZ3ds/KB8eNW2SGYENkajEPITcopIaGyR J4UNqkMehwlY4upnVW49orEz0PY1T7MZ8oGU kBSdnNTpPSLxXrvhVfy62CkEOFchV75W/Ov1E ZDFqEopb2w78lLoTbkgKhdNSJ7OYcjHiA2w71 DxG253Ml52yM+f0WZQY9zSxuft7YsJja8dx6D pjTkO7XJuZ/9XaGUXX3YnUaUaoxeKjKFOMEj a7nPWlQUFq7IALI92uTAy54YJcPiUXQrB88io 0L6qB47vLSo3lcRThBE7hHAK4ghrcQh0aIEDC M7zCm6e9F+/d+1i0Frx85hj+yPv8Ad5Gjpo= </latexit><latexit sha1_base6 4="n/OWVFQm8sZ8sncRtGG9WVOdt/k=">AAAB 7HicbZA9SwNBEIbn4leMX1FLm8UgWIU7EbQM 2FhGMImQhLC3mUuW7O0du3NCDPkNNhaK2PqD7 Pw3bpIrNPGFhYd3ZtiZN0yVtOT7315hbX1jc6 u4XdrZ3ds/KB8eNW2SGYENkajEPITcopIaGyR J4UNqkMehwlY4upnVW49orEz0PY1T7MZ8oGU kBSdnNTpPSLxXrvhVfy62CkEOFchV75W/Ov1E ZDFqEopb2w78lLoTbkgKhdNSJ7OYcjHiA2w71 DxG253Ml52yM+f0WZQY9zSxuft7YsJja8dx6D pjTkO7XJuZ/9XaGUXX3YnUaUaoxeKjKFOMEj a7nPWlQUFq7IALI92uTAy54YJcPiUXQrB88io 0L6qB47vLSo3lcRThBE7hHAK4ghrcQh0aIEDC M7zCm6e9F+/d+1i0Frx85hj+yPv8Ad5Gjpo= </latexit><latexit sha1_base6 4="n/OWVFQm8sZ8sncRtGG9WVOdt/k=">AAAB 7HicbZA9SwNBEIbn4leMX1FLm8UgWIU7EbQM 2FhGMImQhLC3mUuW7O0du3NCDPkNNhaK2PqD7 Pw3bpIrNPGFhYd3ZtiZN0yVtOT7315hbX1jc6 u4XdrZ3ds/KB8eNW2SGYENkajEPITcopIaGyR J4UNqkMehwlY4upnVW49orEz0PY1T7MZ8oGU kBSdnNTpPSLxXrvhVfy62CkEOFchV75W/Ov1E ZDFqEopb2w78lLoTbkgKhdNSJ7OYcjHiA2w71 DxG253Ml52yM+f0WZQY9zSxuft7YsJja8dx6D pjTkO7XJuZ/9XaGUXX3YnUaUaoxeKjKFOMEj a7nPWlQUFq7IALI92uTAy54YJcPiUXQrB88io 0L6qB47vLSo3lcRThBE7hHAK4ghrcQh0aIEDC M7zCm6e9F+/d+1i0Frx85hj+yPv8Ad5Gjpo= </latexit>
s
<latexit sha1_base6 4="Op5khZmDCWqBdI9JL2Yd9xCvI70=">AAAB 6HicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY 8OKxBdMW2lA220m7drMJuxuhhP4CLx4U8epP8 ua/cdvmoK0vLDy8M8POvGEquDau++2UNja3tn fKu5W9/YPDo+rxSVsnmWLos0QkqhtSjYJL9A0 3ArupQhqHAjvh5G5e7zyh0jyRD2aaYhDTkeQ RZ9RYq6UH1Zpbdxci6+AVUINCzUH1qz9MWBaj NExQrXuem5ogp8pwJnBW6WcaU8omdIQ9i5LGq IN8seiMXFhnSKJE2ScNWbi/J3Iaaz2NQ9sZUz PWq7W5+V+tl5noNsi5TDODki0/ijJBTELmV5 MhV8iMmFqgTHG7K2FjqigzNpuKDcFbPXkd2ld 1z3LrutYgRRxlOINzuAQPbqAB99AEHxggPMMr vDmPzovz7nwsW0tOMXMKf+R8/gDUbYzV</la texit><latexit sha1_base6 4="Op5khZmDCWqBdI9JL2Yd9xCvI70=">AAAB 6HicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY 8OKxBdMW2lA220m7drMJuxuhhP4CLx4U8epP8 ua/cdvmoK0vLDy8M8POvGEquDau++2UNja3tn fKu5W9/YPDo+rxSVsnmWLos0QkqhtSjYJL9A0 3ArupQhqHAjvh5G5e7zyh0jyRD2aaYhDTkeQ RZ9RYq6UH1Zpbdxci6+AVUINCzUH1qz9MWBaj NExQrXuem5ogp8pwJnBW6WcaU8omdIQ9i5LGq IN8seiMXFhnSKJE2ScNWbi/J3Iaaz2NQ9sZUz PWq7W5+V+tl5noNsi5TDODki0/ijJBTELmV5 MhV8iMmFqgTHG7K2FjqigzNpuKDcFbPXkd2ld 1z3LrutYgRRxlOINzuAQPbqAB99AEHxggPMMr vDmPzovz7nwsW0tOMXMKf+R8/gDUbYzV</la texit><latexit sha1_base6 4="Op5khZmDCWqBdI9JL2Yd9xCvI70=">AAAB 6HicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY 8OKxBdMW2lA220m7drMJuxuhhP4CLx4U8epP8 ua/cdvmoK0vLDy8M8POvGEquDau++2UNja3tn fKu5W9/YPDo+rxSVsnmWLos0QkqhtSjYJL9A0 3ArupQhqHAjvh5G5e7zyh0jyRD2aaYhDTkeQ RZ9RYq6UH1Zpbdxci6+AVUINCzUH1qz9MWBaj NExQrXuem5ogp8pwJnBW6WcaU8omdIQ9i5LGq IN8seiMXFhnSKJE2ScNWbi/J3Iaaz2NQ9sZUz PWq7W5+V+tl5noNsi5TDODki0/ijJBTELmV5 MhV8iMmFqgTHG7K2FjqigzNpuKDcFbPXkd2ld 1z3LrutYgRRxlOINzuAQPbqAB99AEHxggPMMr vDmPzovz7nwsW0tOMXMKf+R8/gDUbYzV</la texit><latexit sha1_base6 4="Op5khZmDCWqBdI9JL2Yd9xCvI70=">AAAB 6HicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY 8OKxBdMW2lA220m7drMJuxuhhP4CLx4U8epP8 ua/cdvmoK0vLDy8M8POvGEquDau++2UNja3tn fKu5W9/YPDo+rxSVsnmWLos0QkqhtSjYJL9A0 3ArupQhqHAjvh5G5e7zyh0jyRD2aaYhDTkeQ RZ9RYq6UH1Zpbdxci6+AVUINCzUH1qz9MWBaj NExQrXuem5ogp8pwJnBW6WcaU8omdIQ9i5LGq IN8seiMXFhnSKJE2ScNWbi/J3Iaaz2NQ9sZUz PWq7W5+V+tl5noNsi5TDODki0/ijJBTELmV5 MhV8iMmFqgTHG7K2FjqigzNpuKDcFbPXkd2ld 1z3LrutYgRRxlOINzuAQPbqAB99AEHxggPMMr vDmPzovz7nwsW0tOMXMKf+R8/gDUbYzV</la texit>
a
<latexit sha1_base6 4="GZBfHqG9iPwOHzM1kWCznZTKTlw=">AAAB 6HicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY 8OKxBdMW2lA220m7drMJuxuhhP4CLx4U8epP8 ua/cdvmoK0vLDy8M8POvGEquDau++2UNja3tn fKu5W9/YPDo+rxSVsnmWLos0QkqhtSjYJL9A0 3ArupQhqHAjvh5G5e7zyh0jyRD2aaYhDTkeQ RZ9RYq0UH1Zpbdxci6+AVUINCzUH1qz9MWBaj NExQrXuem5ogp8pwJnBW6WcaU8omdIQ9i5LGq IN8seiMXFhnSKJE2ScNWbi/J3Iaaz2NQ9sZUz PWq7W5+V+tl5noNsi5TDODki0/ijJBTELmV5 MhV8iMmFqgTHG7K2FjqigzNpuKDcFbPXkd2ld 1z3LrutYgRRxlOINzuAQPbqAB99AEHxggPMMr vDmPzovz7nwsW0tOMXMKf+R8/gC5JYzD</la texit><latexit sha1_base6 4="GZBfHqG9iPwOHzM1kWCznZTKTlw=">AAAB 6HicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY 8OKxBdMW2lA220m7drMJuxuhhP4CLx4U8epP8 ua/cdvmoK0vLDy8M8POvGEquDau++2UNja3tn fKu5W9/YPDo+rxSVsnmWLos0QkqhtSjYJL9A0 3ArupQhqHAjvh5G5e7zyh0jyRD2aaYhDTkeQ RZ9RYq0UH1Zpbdxci6+AVUINCzUH1qz9MWBaj NExQrXuem5ogp8pwJnBW6WcaU8omdIQ9i5LGq IN8seiMXFhnSKJE2ScNWbi/J3Iaaz2NQ9sZUz PWq7W5+V+tl5noNsi5TDODki0/ijJBTELmV5 MhV8iMmFqgTHG7K2FjqigzNpuKDcFbPXkd2ld 1z3LrutYgRRxlOINzuAQPbqAB99AEHxggPMMr vDmPzovz7nwsW0tOMXMKf+R8/gC5JYzD</la texit><latexit sha1_base6 4="GZBfHqG9iPwOHzM1kWCznZTKTlw=">AAAB 6HicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY 8OKxBdMW2lA220m7drMJuxuhhP4CLx4U8epP8 ua/cdvmoK0vLDy8M8POvGEquDau++2UNja3tn fKu5W9/YPDo+rxSVsnmWLos0QkqhtSjYJL9A0 3ArupQhqHAjvh5G5e7zyh0jyRD2aaYhDTkeQ RZ9RYq0UH1Zpbdxci6+AVUINCzUH1qz9MWBaj NExQrXuem5ogp8pwJnBW6WcaU8omdIQ9i5LGq IN8seiMXFhnSKJE2ScNWbi/J3Iaaz2NQ9sZUz PWq7W5+V+tl5noNsi5TDODki0/ijJBTELmV5 MhV8iMmFqgTHG7K2FjqigzNpuKDcFbPXkd2ld 1z3LrutYgRRxlOINzuAQPbqAB99AEHxggPMMr vDmPzovz7nwsW0tOMXMKf+R8/gC5JYzD</la texit><latexit sha1_base6 4="GZBfHqG9iPwOHzM1kWCznZTKTlw=">AAAB 6HicbZBNS8NAEIYn9avWr6pHL4tF8FQSEfRY 8OKxBdMW2lA220m7drMJuxuhhP4CLx4U8epP8 ua/cdvmoK0vLDy8M8POvGEquDau++2UNja3tn fKu5W9/YPDo+rxSVsnmWLos0QkqhtSjYJL9A0 3ArupQhqHAjvh5G5e7zyh0jyRD2aaYhDTkeQ RZ9RYq0UH1Zpbdxci6+AVUINCzUH1qz9MWBaj NExQrXuem5ogp8pwJnBW6WcaU8omdIQ9i5LGq IN8seiMXFhnSKJE2ScNWbi/J3Iaaz2NQ9sZUz PWq7W5+V+tl5noNsi5TDODki0/ijJBTELmV5 MhV8iMmFqgTHG7K2FjqigzNpuKDcFbPXkd2ld 1z3LrutYgRRxlOINzuAQPbqAB99AEHxggPMMr vDmPzovz7nwsW0tOMXMKf+R8/gC5JYzD</la texit>
v
<latexit s ha1_base64="FEFqp7 LWY1Hae4pKF7pFw97B dOE=">AAAB6HicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEeqx4MVjC/YD2l A220m7drMJu5tCCf0F Xjwo4tWf5M1/47bNQV tfWHh4Z4adeYNEcG1c9 9spbG3v7O4V90sHh0f HJ+XTs7aOU8WwxWIRq 25ANQousWW4EdhNFNIo ENgJJveLemeKSvNYPp pZgn5ER5KHnFFjreZ0 UK64VXcpsgleDhXI1Ri Uv/rDmKURSsME1brnu YnxM6oMZwLnpX6qMaFs QkfYsyhphNrPlovOyZ V1hiSMlX3SkKX7eyKj kdazKLCdETVjvV5bmP/ VeqkJ7/yMyyQ1KNnqo zAVxMRkcTUZcoXMiJk FyhS3uxI2pooyY7Mp2R C89ZM3oX1T9Sw3byt1 ksdRhAu4hGvwoAZ1eIA GtIABwjO8wpvz5Lw47 87HqrXg5DPn8EfO5w/ Y+YzY</latexit><latexit s ha1_base64="FEFqp7 LWY1Hae4pKF7pFw97B dOE=">AAAB6HicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEeqx4MVjC/YD2l A220m7drMJu5tCCf0F Xjwo4tWf5M1/47bNQV tfWHh4Z4adeYNEcG1c9 9spbG3v7O4V90sHh0f HJ+XTs7aOU8WwxWIRq 25ANQousWW4EdhNFNIo ENgJJveLemeKSvNYPp pZgn5ER5KHnFFjreZ0 UK64VXcpsgleDhXI1Ri Uv/rDmKURSsME1brnu YnxM6oMZwLnpX6qMaFs QkfYsyhphNrPlovOyZ V1hiSMlX3SkKX7eyKj kdazKLCdETVjvV5bmP/ VeqkJ7/yMyyQ1KNnqo zAVxMRkcTUZcoXMiJk FyhS3uxI2pooyY7Mp2R C89ZM3oX1T9Sw3byt1 ksdRhAu4hGvwoAZ1eIA GtIABwjO8wpvz5Lw47 87HqrXg5DPn8EfO5w/ Y+YzY</latexit><latexit s ha1_base64="FEFqp7 LWY1Hae4pKF7pFw97B dOE=">AAAB6HicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEeqx4MVjC/YD2l A220m7drMJu5tCCf0F Xjwo4tWf5M1/47bNQV tfWHh4Z4adeYNEcG1c9 9spbG3v7O4V90sHh0f HJ+XTs7aOU8WwxWIRq 25ANQousWW4EdhNFNIo ENgJJveLemeKSvNYPp pZgn5ER5KHnFFjreZ0 UK64VXcpsgleDhXI1Ri Uv/rDmKURSsME1brnu YnxM6oMZwLnpX6qMaFs QkfYsyhphNrPlovOyZ V1hiSMlX3SkKX7eyKj kdazKLCdETVjvV5bmP/ VeqkJ7/yMyyQ1KNnqo zAVxMRkcTUZcoXMiJk FyhS3uxI2pooyY7Mp2R C89ZM3oX1T9Sw3byt1 ksdRhAu4hGvwoAZ1eIA GtIABwjO8wpvz5Lw47 87HqrXg5DPn8EfO5w/ Y+YzY</latexit><latexit s ha1_base64="FEFqp7 LWY1Hae4pKF7pFw97B dOE=">AAAB6HicbZBNS 8NAEIYn9avWr6pHL4t F8FQSEeqx4MVjC/YD2l A220m7drMJu5tCCf0F Xjwo4tWf5M1/47bNQV tfWHh4Z4adeYNEcG1c9 9spbG3v7O4V90sHh0f HJ+XTs7aOU8WwxWIRq 25ANQousWW4EdhNFNIo ENgJJveLemeKSvNYPp pZgn5ER5KHnFFjreZ0 UK64VXcpsgleDhXI1Ri Uv/rDmKURSsME1brnu YnxM6oMZwLnpX6qMaFs QkfYsyhphNrPlovOyZ V1hiSMlX3SkKX7eyKj kdazKLCdETVjvV5bmP/ VeqkJ7/yMyyQ1KNnqo zAVxMRkcTUZcoXMiJk FyhS3uxI2pooyY7Mp2R C89ZM3oX1T9Sw3byt1 ksdRhAu4hGvwoAZ1eIA GtIABwjO8wpvz5Lw47 87HqrXg5DPn8EfO5w/ Y+YzY</latexit>✓
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Figure 6: 3-Temporal Bayesian Network modeling the ADS.
the mechanism for speculation. We now describe the design
of the model and its training and inference.
The Model. Consider a situation in which a fault is injected
into the EV’s ADS at time point k. We want to estimate the
value of dstop at time k + 1 when the (corrupted) actuation
commands of the previous time step have been acted upon.
As we showed in the previous section, we can do so using
(7). However, that would require knowing the values xk+1,
yk+1, vk+1, θk+1, and φk+1 as the initial conditions to
start the emergency stop maneuver. DriveFI estimates those
values based on a maximum likelihood estimation over the
posterior distribution of a probabilistic model that captures the
components of the ADS.
DriveFI uses a Dynamic Bayesian Network (DBN) [41],
specifically a 3-Temporal Bayesian Network (TBN), i.e., a
DBN unfolded thrice, to model xk+1, yk+1, vk+1, θk+1, and
φk+1. This model is illustrated in Fig. 6. The core idea of
DBNs is to model each point in time with a static BN and to
add temporal links from one time-slice to the next (as shown by
red arrows in Fig. 6). Usually all the time-points have identical
BN topologies and hyper-parameter settings. BNs are directed
acyclic graphs in which nodes represent random variables and
arcs represent the causal connections among the variables [42].
Henceforthm we will refer to each random variable in the BN
is henceforth referred to as a node to avoid confusion with the
ADS variables. Each node x is associated with a probability
table that provides conditional probability distributions (CPDs;
Pr(x | pi(x)) of a node’s possible value given the value of its
parent nodes pi(x).
The 3-TBN model (see Fig. 6) is constructed based on the
topological structure shown in Fig. 1. A detailed version of this
figure for the Apollo and DriveFI ADSs is described in §IV and
shown in Fig. 8. The variables in each of the ADS modules are
connected in a parent-child fashion that reflects the data-flow
in Fig. 8. For example, the edges between uζ and ζ (in Fig. 6)
represent the CPD Pr(ζ | uζ). This is an approximation of the
PID control for ζ . Similarly, other components of the ADS are
modeled based on their input and output variables. We assume
that the nodes in the 3-TBN are described by a CPD that has
the functional form
Pr(x | pi(x)) = N (µTx pi(x), σx)
where N is the normal distribution with parameters µx and
σx (for each node x in the network). That particular form of
Pr(x | pi(x)) is chosen because (a) it has numerical stability
at small probability values, which are common when dealing
with rare events like faults, and (b) it simplifies the algorithm
required to train the 3-TBN.
The use of the 3-TBN-based-modeling formalism is based on
the implicit assumptions that (a) the EV state can be completely
determined by its previous state and the observed software
variables, and (b) the transition parameters from one time
step to another do not change with time, i.e., the Markovian
dynamic system is assumed to be homogeneous.
Probabilistic Inference. The maximum likelihood estimate
value vˆk+1 under a manifested fault f (which corresponds to
setting the value of a variable in the model) is
vˆk+1 = arg max
v
Pr
(
vk+1 = v | do(f),O(f)k
)
. (8)
Given that we can execute a simulation of the EV under non-
fault conditions, all variables that are not children of the injected
variable can be observed to have values from the correct run.
These “golden” observations are labeled O(f)k . (8) is solved
by first estimating the posterior distribution of vk+1 by using
Markov Chain Monte Carlo methods [41] and then estimating
the most likely value of vk+1. A similar procedure can be
used to compute θˆk+1 and φˆk+1. The values of xˆk+1 and yˆk+1
can then be computed using time-discretized versions of (3).
Finally, from (7), we get
ˆdstop = P
(
amax, xˆk+1, yˆk+1, vˆk+1, θˆk+1, φˆk+1
)
. (9)
Training. The 3-TBN described above defines a probability
distribution Pr(Xk−1,Xk,Xk+1), where Xk = Mk ∪ Sk ∪
UA,k ∪ Ak. Via the BN formalism, P (Xk−1,Xk,Xk+1) is
defined as
Pr(Xk−1,Xk,Xk+1) =
1
Z
∏
x∈Xk−1∪Xk∪Xk+1
Pr(x|pi(x))
where Z is the partition function that normalizes P to be a
probability distribution. We use the Expectation-Maximization
algorithm [43] to compute
µˆ, σˆ = arg max
µ,σ
EX | D,µ,σ [logP (X | µ, σ)] (10)
where D refers to a training dataset that contains values of
Xk−1, Xk, and Xk+1 under normal operation as well as during
FIs. Here, computation of Z is intractable because of the
combinatorially large size of Xk−1 × Xk × Xk+1. However,
(8) does not require the computation of Z, as it is a common
multiplicand to all values of the objective function.
Training Data. The variables in Xk are measured by
executing the ADS in several driving scenarios in a simulator.
We describe the setup of this simulator in §IV. Simply capturing
the data under normal operation is not sufficient to capture
abnormalities created in the ADS state because of faults.
Therefore, in addition to running driving scenarios without
faults, we run the driving scenarios while injecting random
faults (i.e., the baseline described in §II) one at a time. The FI
campaign that corresponds to the training data is described in
§V. We recreate the process of injecting a fault into a uniformly
randomly selected scene 20 to 50 times for each fault. The
reason for varying the number of faults is that some variables
(such as ζ , b, and φ) exhibit all possible values during simulated
runs with no injections, while others, such as stateful variables,
simply do not vary naturally.
Fault Injection. The computation of Fcrit (from (1)) is done
offline for every frame in every driving scene. The FI procedure
executes as follows (see Fig. 7):
• For each driving scenario, a non-fault-injected “golden”
execution of the simulation is performed. At each instant k,
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Kinematic  model of AV
Figure 7: BN MLE inference is executed offline for every
simulated time point to find the set of critical faults.
the variables in Xk are measured and stored.
• These “golden” values of Xk are stepped through with (9)
to build F(k)crit for every scene/frame, based on (1).
• An FI campaign is carried out on the simulated EV to execute
faults in
⋃
k F
(k)
crit one frame and one fault at a time.
IV. THE ADS ARCHITECTURE & SIMULATION
A. AI Platform
An AV uses ADS technology to support and replace a
human driver for the tasks of controlling the vehicle’s steering,
acceleration, and monitoring of the surrounding environment
(e.g., other vehicles/pedestrians) [44]. The ADS architecture
consists of five basic layers [4], discussed below:
Sensor Abstraction Layer ( 1 in Fig. 8): The sensor
abstraction layer is responsible for preprocessing of input
data, noise filtering, gains control [45], tone-mapping [46],
demosaicking [47], and extraction of regions of interest,
depending on the sensor type. An ADS supports a wide range
of sensors, such as Global Positioning System (GPS), Inertial
measurement unit (IMU), sonar, RADAR, LiDAR, and camera
sensors. Our experiments only use two cameras (fitted at the
top and front of the vehicle) and one LiDAR.
Perception Layer ( 2 in Fig. 8): The sensor abstraction
layer feeds data into the perception layer, which uses computer
vision techniques (including deep learning [48]) to detect static
objects (e.g., lanes, traffic signs, barriers) and dynamic objects
(e.g., passenger vehicles, trucks, cyclists, pedestrians) present
in a driving scenario.
The object detection algorithm performs several tasks (e.g.,
segmentation, classification, and clustering). It uses all the
sensor data separately and then merges the data using sensor
fusion algorithms (e.g., extended Kalman filtering [37], [49]).
The fusion algorithm provides software-level data redundancy
for object detection. Use of HD maps and the localization
module enables the ADS to predetermine the location of
specific static objects, such as traffic lights, further improving
the confidence in obstacle-detection tasks.
The perception layer is also responsible for temporal tracking
of objects and lanes. Tracking is necessary to ensure that an
object does not suddenly disappear from a frame because of
misclassification or a failure to detect anything. Thus, sensor
fusion and tracking provide spatial and temporal redundancy
in the perception layer of the software. After accurate de-
termination and tracking of objects and lanes are completed,
the perception layer calculates various useful metrics such as
“closest in path obstacle” (CIPO) and “tailgating distance” for
each object. Such association of an object with measured or
inferred metrics (e.g., CIPO and tailgating distance) is defined
as the world model of the AV.
Localization Layer ( 3 in Fig. 8): The localization module
is responsible for aggregating data from various sources to
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Figure 8: ADS architecture.
locate the autonomous vehicle in the world model. Localization
in the world model can be done using a GPS sensor or by using
camera/LiDAR inputs. The work described in this paper uses
only camera/LiDAR along with maps to enable localization
(i.e., it does not use GPS).
Prediction Layer ( 4 in Fig. 8): The prediction layer is
responsible for generating trajectories for detected objects by us-
ing information from the world model (e.g., positions, headings,
velocities, accelerations). As a result, it can probabilistically
identify obstacles in an AV’s path [50].
Planning & Control Layer ( 5 in Fig. 8): The planning
and control layer is responsible for generating navigation plans
based on the origin and destination of the EV and for sending
control signals (actuation, brake, steer) to the AV. The “Routing
module” generates high-level navigation information based on
requests. The Routing module needs to know the routing start
point and routing end point, in order to compute the passage
lanes and roads. The “Planning module” plans a safe and
collision-free trajectory by using localization output, prediction
output, and routing output. The “Control module” takes the
planned trajectory as input and generates the control command
to pass to the CAN Bus, which passes the information to
the AV’s mechanical components. The surveillance system
monitors all the modules in the vehicle, including hardware.
The “Monitor module” receives data from different modules
and passes them on to a human-machine interface for the human
driver to view to ensure that all the modules are operating
normally. In the event of a module or hardware failure, the
monitor triggers an alert in the “Guardian module,” which then
chooses an action to be taken to prevent an accident.
B. Simulation Platform
This paper uses Unreal Engine (UE) based simulation
platforms (Carla [51] and DriveSim [52]) that are capable
of simulating complex urban and freeway driving scenarios
by using a library of urban layouts, buildings, pedestrians,
vehicles, and weather conditions (e.g., sunny, rainy, and foggy).
The simulation platforms are capable of generating sensor
data at regular intervals (from cameras and LiDARs) that can
be fed to the ADS platform. A driving scenario consists of
500 scenes in DriveAV or 2400 scenes in Apollo in which
the EV travels from a fixed starting point on the road to a
fixed destination point. A scene in a driving scenario is a
representation of the physical world at the simulation epoch
and corresponds to a camera frame. Fig. 9 illustrates scenes
from three freeway (DS1–DS3) and three urban (DS4–DS6)
driving scenarios used in this study. DS1–3 are controlled by
DriveAV in DriveSim, and DS4–6 by Apollo in Carla. In these
scenarios an EV and a few UE-controlled TVs/pedestrians
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Figure 9: Driving scenarios supported by simulation engine.
are placed in urban and freeway roads, driving at different
velocities/accelerations and separated by some distance. The
EV is expected to execute driving maneuvers in each of these
settings. The scenarios represent the most common driving
cases encountered by humans on a daily basis. In DS1–DS6,
the Ego vehicle does not switch lanes, there is no other vehicle
trailing the Ego vehicle, and the Ego vehicle is in a safe state.
C. Hardware Platform
The NVIDIA DriveAV ADS was designed for the NVIDIA
AGX Pegasus platform [53], which consists of two Xavier SoCs
and two discrete GPUs, but is also supported on a development
platform based on an x86 CPU and a GPU. For our experiments,
we used the development platform and its utilities to facilitate
the creation of the DriveFI tool. The Apollo ADS is supported
on the Nuvo-6108GC [54], which consists of Intel Xeon CPUs
and NVIDIA GPUs. We use Apollo on an x86 workstation
with two NVIDIA Titan Xp GPUs.
V. DRIVEFI ARCHITECTURE
The software architecture of DriveFI is shown in Fig. 10.
DriveFI leverages the existing tools to simulate driving sce-
narios and control the EV in simulation by using an AI agent
(which is provided by Apollo or DriveAV). The scenario
manager coordinates the simulator and AI agent to run a
driving scenario and monitor the state of the software as well
as the safety of the EV. DriveFI is bundled with a campaign
manager that takes an XML configuration file as input to
select a fault model, software or hardware module sites for FI,
the number of faults, and a driving scenario. The campaign
manager uses the specified configuration to (a) profile the ADS
workload, (b) generate a fault plan4, and (c) inject one or more
transient faults per run into the ADS system. Based on the
values in the configuration file, the campaign manager runs
a specified number of golden simulations, profiles the ADS
while running a driving scenario, and runs a specified number
of experiments that inject one or more faults at a time based
on the generated fault plan. The “Event-driven synchronization”
module helps coordinate among all the toolkits (the UE-
based driving scenario simulator, monitoring agents, campaign
manager, fault injectors, and AI agent).
We built DriveFI to characterize error propagation and
masking (a) in computational elements, (b) in the ADS, and
(c) in vehicle dynamics and traffic. Low-level circuit, micro-
architectural, and RTL faults manifest as architectural-state
4A fault plan specifies which instruction/variable to corrupt, the corruption
time, and the corruption value.
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Figure 10: DriveFI architecture.
faults in computational elements. The architectural-state faults
that do not get masked manifest as errors in the internal state
of the ADS modules, and the errors that do not get masked
in the module propagate to the output of the module. Finally,
errors that are not masked in any of the modules manifest as
actuation command errors that are sent to the AV. Therefore,
to mimic faults and errors, we built two fault injectors: (a) a
GPU fault injector (GI; see Section V-A) capable of injecting
faults into the GPU architecture state to reveal the propagation
of GPU faults to the ADS state, and (b) a source-level fault
injector (SLI, see Section V-B) capable of injecting faults to
corrupt ADS software variables. Corruption of the final output
(actuation values ζ, b, θ) of the ADS helps us to measure
the resilience associated with vehicle dynamics and traffic.
Thus, our approach aids in the measurement of fault and error
masking/propagation at different levels and the corresponding
impact on the safety of the AV.
DriveFI is bundled with a campaign manager that takes an
XML configuration file as input to select a fault model, software
or hardware module sites for FI, the number of faults, and
a driving scenario. The campaign manager uses the specified
configuration (a) to profile the ADS workload, (b) to generate a
fault plan, and (c) to inject one or more transient faults per run
into the ADS system. For this paper, we developed an “event-
driven synchronization” module that coordinates among all the
toolkits (the UE-based driving scenario simulator, monitoring
agents, campaign manager, fault injectors, and AI agent).
A. Injecting into Computational Elements: GPU Fault Models
We consider transient faults in the functional units (e.g.,
arithmetic and logic units, and load store units), latches, and
unprotected SRAM structures of the GPU processor. Such
transient faults are modeled by injecting bit-flips (single
and double) in the outputs of executing instructions. If the
destination register is a general-purpose register or a condition
code, one or two bits are randomly selected to be flipped.
For store instructions, we flip a randomly selected bit (or
bits) in the stored value. Since we inject faults directly into
the live state (destination registers), our fault model does not
account for various masking factors in the lower layers of the
hardware stack, such as circuit-, gate-, and micro-architecture-
level masking, as well as masking due to faults in architecturally
untouched values. The GI employs an approach similar to that
of SASSIFI [23] and includes a profiling pass and fault-injection
plan generation. We do not consider faults in cache, memory,
and register files, as they are protected by ECC.
B. Injecting Faults into ADS Module Output Variables
The goal of SLI (Source-Level Injection) is to corrupt the
internal state of the ADS by modifying ADS module output
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Table I: Examples of SLI-supported ADS module outputs.
FI Target (Output Variables)
Path Perception Module
lane_type, lane_width
Object Perception Module
camera_object_distance, camera_object_class,
lidar_object_distance, lidar_object_class,
sensor_fused_obstacle_distance, sensor_fused_obstacle_class
Planning & Control Module
vehicle_state_measurements (pos, v, a), obstacle_state_measurements
(pos, v, a), actuator_values (ζ, b, φ), pid_measured_value,
pid_output
variables (hence, the input variables of another module) of
the ADS components. SLI is implemented as a library that
is statically linked to the ADS software; however, its use
requires source-code modification and recompilation of the
ADS software. We did not observe any noticeable runtime
difference between SLI-linked ADS and non-SLI ADS. In this
work, we manually identified the software variables that store
the outputs of ADS modules that play a critical role in inferring
the actuation commands of the EV. Source-code modification
is required in order to mark the output variable and invoke
the corresponding module injector to get a corrupted value
by using the fault model provided in the XML config file. In
Table I, we show some of the variables from each of the ADS
modules (see Fig. 8) that were targeted using SLI.
The fault models supported by SLI that corrupt one or more
software output variables in the kth scene (chosen uniformly
and randomly over all scenes of a driving scenario) are specified
by (a) a number of faults (i.e., a number of consecutive scenes
to be injected), and (b) the fault location. A single fault in
SLI-based experiments is the corruption of a single output
variable of an ADS module. In the following, we define these
SLI-supported fault models.
1-Fixed. A single fault is injected at the kth scene of a
given ADS software module output. Across experiments, a
constant value is used to corrupt the given ADS software
module output. There are a total of 41 “1-Fixed” fault types,
each defined by (a) the ADS module output, and (b) the
corruption value. The bounded continuous outputs are corrupted
to maximum or minimum possible value for those outputs, For
example, to inject into brake actuation output, SLI uses a
maximum brake value of 1.0 or a minimum brake value of 0.0.
Unbounded continuous output values (e.g., v, a, and pos) are
corrupted to double or half of the current output value5. For
categorical output variables the output value is corrupted to
one of the categorical values; e.g., the object/obstacle class can
be corrupted to “do not care/disappear,” “pedestrian,” “vehicle,”
and “cyclist.”
M-Fixed. m faults are injected into a given set of ADS
software module output starting at scene k, and continues to
inject faults into the ADS software module output until scene
K +m. m is chosen uniformly and randomly between 10 and
100. The range selected for m is large enough to support study
of a threshold value for a number of consecutive frames/scenes
that must be injected to cause a hazardous situation. Again,
there are 41 “M-Fixed” fault types.
1-Random. A single fault is injected at the kth scene in a
uniformly and randomly chosen set of ADS module output.
The injected fault value is also chosen uniformly and randomly
5We limit ourselves to corruption of the outputs to double or half, as
otherwise the ADS may detect the injected faults as errors.
Table II: Fault injection experiments.
Campaign Target module #Faults/Experiment
1-GPU-all All GPU kernels 1
1-RANDOM All software module outputs 1
1-Fixed_throttle_max Actuator - throttle 1
1-Fixed_brake_max Actuator - brake 1
1-Fixed_Steer_max Actuator - steer 1
1-Fixed_obstacle_rem Perception - obstacle disappear 1
1-Fixed_obstacle_dist Perception - obstacle distance 1
1-Fixed_lane_rem Perception - lane disappear 1
M-Random All software module outputs 10–100
M-Fixed_throttle_max Actuator - throttle 10–100
M-Fixed_brake_max Actuator - brake 10–100
M-Fixed_Steer_max Actuator - steer 10–100
M-Fixed_obstacle_rem Perception - obstacle disappear 10–100
M-Fixed_obstacle_dist Perception - obstacle distance 10–100
M-Fixed_lane_rem Perception - lane disappear 10–100
1-PGM All software modules 1
from the range of values of the selected ADS module output.
M-Random. m faults are injected in a set of randomly
chosen ADS software module output starting at scene k, and
continues to inject faults in the ADS software module output
until scene K + M . m is chosen uniformly and randomly
between 10 and 100. In this case, both the ADS module and
the corruption value are selected uniformly and randomly.
VI. RESULTS
In this section, we characterize the impact of fault and error
injection on the safety of the EV. In our work, we use a
UE-based simulator to study three freeway driving scenarios
(DS1–DS3) and three urban driving scenarios (DS4–DS6). DS1–
DS3 were controlled by DriveAV, whereas DS4–DS6 were
controlled by Apollo. The safety of the EV at any given scene
is verified by calculating the CIPO (the closest in path obstacle)
and LK distance(lateral distance from the center of the lane).
A safety hazard occurs when dmin < 1.0 m in the longitudinal
direction, which corresponds to less than 1.0 m of minimum
distance from CIPO, or when the EV crosses the Ego lane,
which corresponds to a 0.80 m displacement from the center of
the lane. Hence, the minimum CIPO distance (min-CIPO) and
maximum LK distance (max-LK) across all scenes characterize
the safety hazard for the entire simulation.
Because of space restrictions, without any loss of generality,
we limit our discussion to DS1, in which the EV was controlled
by DriveAV, and DS6, in which the EV was controlled by
Apollo. Figs. 11a–11d show the boxplots of min-CIPO and
max-LK for Apollo (DS6) and DriveAV (DS1), respectively,
across all fault injection experiments and golden runs. These
experiments are summarized in Table II. A boxplot shows
the distribution of quantitative data in a way that facilitates
comparisons between variables or across levels of a categorical
variable. The boxplot shows the quartiles of the dataset, while
the whiskers extend to show the rest of the distribution
(maximum and minimum samples), except for points that are
determined to be outliers [55]. To understand the simulation
and safety characteristics of the driving scenarios, we ran 50
end-to-end simulations for each scenario without any injection.
These runs are called golden runs. The golden runs serve as a
reference against which we compare injected simulation runs
in the rest of the paper. The median min-CIPO and max-LK
distances are 16 m (see “golden” in Fig. 11c) and 0.019 m (see
“golden” in Fig. 11d) for DriveAV, and 11.19 m (see “golden”
in Fig. 11a) and 0.31 m (see “golden” in Fig. 11b) for Apollo.
None of the golden runs resulted in safety hazards.
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Figure 11: Fault/error impact characterization using FI campaigns. (a) & (b) use DS6; (c) & (d) use DS1.
A. GPU-level Fault Injection
We conducted 800 GPU-level FI experiments for each
driving scenario (DS1, DS2, DS3) in DriveAV. The min-CIPO
and max-LK of DS1 simulated in DriveAV are labelled as “1-
GPU” in Fig. 11c and Fig. 11d, respectively. We conducted only
800 GPU-level FI experiments per scenario because we did not
observe any safety violations during the runs, and running more
experiments would have been prohibitively expensive (2.7 days
per driving scenario, 800*5 minutes/FI). In FI experiments
labelled “1-GPU_all”, faults were chosen uniformly randomly
from across all dynamic instructions in the ADS. We did not
conduct any GPU FI experiments on Apollo because of a CUDA
driver version mismatch between GI and Apollo. Resolving
the issue would have required vendor support and fixes. From
Fig. 11c and Fig. 11d, we can observe that the EV is always
safe, even after FI, and that the distribution is similar to the
one in the golden case.
Fault propagation and masking in GPUs. Across all GPU-
FI experiments on the DS1–DS3 driving scenarios, representing
a total of 2400 FI experiments, 1.9% of injected faults led
to silent data corruption (i.e., caused corruption of actuation
outputs which are the final outputs of the ADS module), and
0.02% led to object misclassification errors6. None of the
object misclassification errors resulted in actuation output
corruption. Our results indicate that the perception module
(which is responsible for object detection and classification)
is more resilient than other ADS modules. The reason is that
the perception software takes advantage of sensor fusion (i.e.,
redundancy in sensing devices can compensate for a fault of a
single sensor). Across all driving scenarios, the SDCs did not
result in any EV safety breach.
7.35% of faults resulted in detectable uncorrectable errors
(DUEs) that led to ADS software crashes (61%) or hangs
(39%). The ADS is equipped to handle detectable errors and
take corresponding corrective or safety measures. Although
DUEs are more common than SDCs, it is expected that systems
can recover from such faults via the backup/redundant systems.
Errors persist for multiple frames. In 2% of the misclas-
sification error cases (recall that 0.02% of GPU-level FIs led
to misclassification errors), ADS perception module outputs
were incorrectly classified for more than one frame, i.e., the
impact of the injected fault persisted for more than one frame.
In our data, we observed misclassification of objects for up
6Object misclassification refers to incorrect classification of an object, e.g.,
a pedestrian may be recognized as a vehicle.
to eight continuous frames. In those cases, errors did get
masked eventually because of the temporal nature of the ADS
platform. For example, ADS is fed with new sensor data at
regular intervals, e.g., 7.5 times per second in our study. This
observation suggests the need for more thorough study of fault
masking and propagation in ADSs at the software level to
handle cases in which faults persist for more than one frame.
B. Source-level Fault Injections
We observed in the previous section that the ADS was
able to compensate for injected transient faults. To further
understand the ADS platform’s susceptibility to faults and
its robustness in the case of persistent errors, we conducted
targeted FI with SLI to inject one or more faults directly
into the ADS module outputs. We conducted 84 SLI-based FI
campaigns for each driving scenario (scenarios 1–3 in DriveAV
and 4–6 in Apollo). Of the 43 campaigns, 1 corresponded to
“1-Random,” 1 corresponded to “M-Random,” 41 corresponded
to 41 fault types under “M-Fixed,” and 41 corresponded to 41
fault types under “M-Random.” Labels are shown in Fig. 11.
Robustness of the ADS to single and multiple faults. The
ADS platform was found to be robust to injection of a single
fault (“1-Random” campaign). To understand the robustness
to persistence of fault-generating multiple random errors, we
conducted FI campaigns on driving scenarios by using “1-
Random” and “M-Random” fault models. The distributions of
min-CIPO and max-LK for “M-Random” were found to be
statistically different from those in the golden runs for Apollo
(see “M-Random” in Fig. 11a and Fig. 11b) and DriveAV (see
“M-Random” in Fig. 11c and Fig. 11d). For both “1-Random”
and “M-Random” campaigns, none of the injected faults led
to a hazardous driving situation; however, the ADS safety
was found to be more vulnerable 7 to the “M-Random” fault
model (especially for lane keep functionality). For example, the
minimum min-CIPO observed across all injections decreased
from 8.7 m to 8.0 m, and max-LK increased from 0.34 m to
0.7 m for Apollo. Similarly in DriveAV, min-CIPO increased
from 15.2 m to 12.6 m, and max-LK decreased from 0.024 m
to 0.43 m.
Robustness of the ADS modules to single and multiple
faults. A persistent fault within the component of the ADS
module continuously generates errors for the corresponding
module. We tested the robustness of the ADS to a faulty
7The AV came closer to the other vehicle/pedestrian compared to when no
fault was injected.
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module by subjecting one of the chosen module outputs to
multiple faults. In these campaigns, we used “1-Fixed” and
“M-Fixed” fault models. There are a total of 41 fault types
for “M-Fixed” and “1-Fixed” fault types (e.g., “throttle max,”
“obstacle removal,” and “lane removal”). We discuss the results
of only select campaigns because of lack of space. The selected
campaigns (shown in Fig. 11) included (a) actuation module
output corruption (in which the brake, throttle, and steering
were all changed to the “max” allowed value); (b) sensor fusion
output corruption (in which the obstacle class was changed
to “disappear” and the distance that could be considered in
trajectory planning was changed to “max”); and (c) lane output
corruption (in which the lane type was changed to “disappear”).
The FI experiments that led to safety breaches appear as data
points below the red line for min-CIPO and above the red
line for max-LK. Clearly, none of the FI campaigns conducted
under the “1-Fixed” fault model led to safety hazards, but few
were observed for “M-random” FI campaigns. We rank ADS
modules by their module vulnerability factor (MVF), which
we calculate by finding the percent of simulations that resulted
in either (a) a min-CIPO distance less than the minimum
min-CIPO distance across the golden runs, or (b) a max-LK
distance maximum more than the max-LK distance across
golden simulation runs. Using that method, we find that the
“steer angle” (MVF=46%), “lane classification” (MVF=43%),
“obstacle classification” (MVF=10%), and “throttle” (MVF=7%)
are most vulnerable for Apollo, whereas for DriveAV we
find the same components to be vulnerable except for “lane
classification” and “obstacle removal”.
The higher resilience of “lane classification” and “obstacle
removal” in DriveAV can be attributed to the free-space
detection module (not present in Apollo) and the scene
attributes. The free-space detection module helps the DriveAV
EV to detect drivable space (using a dedicated DNN network
tasked with finding drivable space) even if the object is
misclassified or its attributes (such as distance and velocity etc.)
are corrupted. The free-space detection module ensures safety
without requiring complete replication of obstacle detection and
classification modules. The masking of faults in both modules
can also be attributed to obstacle registration and tracking in
the world model that helps track the obstacle over time.
Compensation in ADS: An ADS automatically compensates
for any change in EV state (i.e., θ, v, a, s) that leads to an
unsafe state caused by one or more faults/errors. It does so
by issuing actuation commands that bring the EV to a safe
state. For example, the EV may compensate for an increased
v by braking (b), a decreased v by throttling (ζ), or a change
in heading angle by steering (φ). Fig. 12 shows throttle (ζ)
values for golden and injected runs (in the left subfigure) and
compensation achieved by braking (in the right subfigure) for
an FI experiment in which ζ was corrupted in 30 consecutive
frames/scenes. Compensation at time step K is calculated as
the difference between the cumulative sums of “brake” values
observed at time step K in the injected run and in the golden
runs. The injection leads to an increase in the velocity of the
vehicle, which is compensated for by braking. In the right
subfigure in Fig. 12, we show that the compensation increases
until time step K = 232 to undo the effects of multiple faults,
and then flattens out as the brake values in the golden run and
faulty run (i.e., run with fault injection) become equal. We
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Figure 12: Impact of 30 continuous faults on ζ in DriveAV. Left
subfigure shows ζ for a golden simulation (in black) and an injected
simulation (in red). Right subfigure shows compensation c.
observed similar compensation behavior for the faults injected
into brake and steer values.
The ability of an ADS to compensate for injected faults
depends on the number of faults and the time of injec-
tion. The outlier data point below the red line in Fig. 11a
for “M-Fixed_throttle_max” corresponds to 30 consecutive
frames/scenes injected with faults into ζ values. In this FI
experiment (not shown in Fig. 12), the vehicle was not able to
compensate for the injected faults, as the faults were injected
at K = 400 and there was not sufficient time for the vehicle
to stop, i.e., the EV reached an unsafe state at the end of the
injections. In Apollo, only 20 injected faults into ζ values led
to unsafe states. Persistent errors have significant impact on
the EV’s state, and the ADS’s ability to compensate for the
impact of errors depends on the time and location of FIs.
C. Results of Bayesian FI-based injections
In our FI campaigns thus far, hazardous driving conditions
(accidents and lane violations) were created only when multiple
faults had been injected into the ADS (i.e., multiple consecutive
frames/scenes had been injected). However, in the real world,
it is more likely that a single fault will occur, and therefore it
is important to find conditions under which a single fault can
lead to hazardous driving conditions. One way to approach the
problem of finding all such single faults (i.e., critical faults) is
to inject every single fault while running a driving scenario in
a simulator. That approach, however, would be prohibitively
costly and is infeasible in practice. For example, an exhaustive
search to find which of the 41 fault types under the “1-Fixed”
fault model will lead to safety hazards would have taken 272
days8 9 in our simulation platform . Another way to find critical
faults is to inject faults uniformly and randomly. However, the
results from GPU hardware-level FI (see §VI-A) and ADS
software module-level FI (see §VI-B) suggest that we need a
smart FI method capable of identifying hazardous situations
in driving scenarios and using them to guide FI experiments.
A fault injector based on such a method would inject a fault
when the ADS is most vulnerable (i.e., the fault is likely to
propagate to actuators) and in such a way that the ADS cannot
compensate for the fault. The Bayesian fault injector is able
to find a critical situation that was inherently safe (i.e., δ > 0)
but became unsafe after injection of fault f (i.e., δdo(f) ≤ 0).
We have shown the effectiveness of Bayesian FI by injecting
faults into driving scenarios DS4-DS6 controlled by Apollo.
Effectiveness of Bayesian FI. When we used Bayesian
FI, 82% of injected faults resulted in hazards. (95% of the
hazards were accidents involving a pedestrian, and 5% were
8615 days/DS = 9 min/DS ∗ 41 fault types ∗ 2400 scenes.
9Note that traditional FI is sampling-based, so 615 days represents the worst
case of enumeration of all faults.
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lane violations.) Bayesian FI selects one of the 41 fault types of
the “1-Fixed” fault model, and uses SLI to inject a single fault
into an ADS module output variable. Recall that in the“1-Fixed’
fault model, the fault location (i.e., the ADS module output
variable) and corruption value are defined by the fault type.
In comparison, none of the random single FIs led to safety
hazards. The Bayesian FI results are marked as “1-PGM” in
Fig. 11a and Fig. 11b. All data points below the red line in
Fig. 11a correspond to collisions, and all data points above
the red line in Fig. 11b correspond to lane violations. The
median min-CIPO distance was 0.32 m, which is significantly
less than the 11.19 m median value for golden runs. Although
the median max-LK value did not change for the “1-PGM”
campaign compared to golden runs, 5% of the hazards were
due to lane violations.
Mining critical faults and critical scenes. As discussed
before, injection of all fault types under the “1-Fixed” fault
model of SLI would be prohibitively expensive. Bayesian FI
helped us find all critical faults |Fcrit| for every scene and mine
driving scenes that are more susceptible to faults. The critical
faults mined by Bayesian FI can help designers understand the
weaknesses of the system and corner cases under which a fault
may lead to hazards, whereas the critical scenes can be used by
designers to inject random faults (using GI or SLI) only in those
scenes to help them understand the architecture vulnerability
factor (AVF). We believe that the mining of critical scenes
by Bayesian FI will have wider applicability beyond our FIs
here. Combination of results from a range of FI experiments
to create a library of scenes will help manufacturers develop
rules and conditions for AV testing and safe driving. Table III
gives summary statistics of mined critical faults and scenes
in the driving scenarios (DS4–6). A total of 561 faults were
found to be critical across DS4–6. Upon inspecting the mined
critical faults, we found that the top 3 most susceptible ADS
module outputs for vehicle collision are the throttle value (24%
of 561 critical faults), the PID controller input (18%), and the
sensor-fusion obstacle class value (15% of 561 critical faults).
ADS module outputs targeted by Bayesian FI for creating lane
violations are the (a) lane type value (2% of 561), (b) throttle
(1.4%), and (c) steer (1.4%). 56% of the fault types were never
used by Bayesian FI; for example, Bayesian FI never injected
into the output of camera-sensor object classification module.
For DS4, we did not find any critical scene or error. That was
expected, as there was no trailing or leading vehicle around the
EV in our driving scenarios. All the vehicles were in the other
lane following a completely different trajectory, and one fault
in this case would not be sufficient to make the EV cross into
the adjacent lane. For DS5, 0.88% of the scenes and 0.20%
of the faults were found to be critical. The critical scenes in
this case correspond to a scene in which (a) the object (i.e.,
pedestrian) is first registered into the world model and (b) the
EV then starts braking. In case of (a), the Bayesian FI chooses
to remove the obstacle (e.g., by removing the obstacle, or
misclassifying the object), and in the case of (b), the Bayesian
FI chooses to accelerate the vehicle (e.g., by corrupting PID
outputs or planner outputs). For DS6, we observed that 1.96%
of the scenes and 0.36% of the faults were critical. We made
a similar observation for DS5. However, in addition, we found
the EV to be susceptible to faults around turns. Bayesian FI
in those cases chooses faults that correspond to a disappearing
Table III: Summary of PGM-based fault injection.
Driving scenario Crit. scenes % Crit. faults % Hazard rate
DS4 (2400 scenes) 0 0.0 0.0
DS5 (2400 scenes) 0.88 0.20 0.36
DS6 (2400 scenes) 1.96 0.36 0.20
1 Total faults (TF) in the “FIXED” fault model = #scenes/DS * #error types = 98400/DS
2 Critical scenes % = #scenes in which critical faults were found by #scenes/DS
3 Critical faults % = (Critical faults mined by Bayesian FI)/TF
lane or steering value corruptions. The EV tends to follow the
lead vehicle when the lane markings are missing. However, in
turns for which there is no lead vehicle to follow, such errors
become critical. It is worthwhile to note that Bayesian FI was
able to mine critical faults and scenes in 4 hours, and took
approximately 54 hours to simulate all the extracted faults in
the simulator.
VII. RELATED WORK
AV research has traditionally focused on improvement
ML/AI techniques. However, as models are deployed at large
scale on computing platforms, the focus changes to assessment
of the resilience and safety features of the compute stack that
drives the AV. Assessment of the safety and resilience of AVs
requires robust testing techniques that are scalable and directly
applicable in real-world driving scenarios. It is not scalable
or practical to base a safety argument solely on statistical
measures such as a billion miles on roads, or on simulations
done on platforms such as CARLA [51] or Open Pilot [5],
[56], [57]. Testing the robustness of an ADS has proven to be
challenging and mostly ad hoc or experience-based [17]. In
particular, to test the functionality and design of the hardware
and software components of an ADS, current methods rely on
injection of invalid or perturbed inputs [28], [31], [32] or faults
and errors [24], [31], [58] into an ADS in simulation or ADS
components, and accrual of millions of miles on roads [59].
However, these methods are not scalable because (a) they
lack simulated or real datasets that would represent all kinds
of driving scenarios [56]; (b) it would take billions of miles of
driving to add functionality or do a bug fix, in order to drive
statistical measures [60]; (c) they are restricted to DNNs [24],
[57], [61]–[63] and sensors [31], [32], even when DNNs form
only a small part of the whole ecosystem; and (d) once the
easy bugs have been fixed, finding rare hazardous events would
be exponentially more expensive, as faults might manifest only
under specific conditions (e.g., a certain software state).
VIII. CONCLUSION
In this work we present DriveFI, a fault injection tool, along
with methodologies to empirically assess the fault propagation,
resilience, and safety characteristics of the ADS, as well as
to generate and test corner-case failure conditions. DriveFI
incorporates Bayesian and traditional FI frameworks which
work in tandem to accelerate finding of the safety-critical faults.
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